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a b s t r a c t

Vehicle-to-Vehicle (V2V) energy trading has emerged as a promising scheme to relieve the load
imposed on the grid without intermediaries. The blockchain has always been regarded as the most
potential solution for addressing the security and privacy issues of the Internet of Electric Vehicles
(IoEV). The consensus mechanism is the core of the blockchain, it determines the security, efficiency,
and scalability of the system. However, consensus mechanisms currently employed in V2V energy
trading are traditional algorithms, which are unsuitable for the IoEV due to their high computational
power and communication overhead. Therefore, we are motivated to propose a Block Alliance
Consensus (BAC) mechanism based on Hashgraph. BAC can maintain the high throughput of the
Hashgraph, and it solves the problem that the Hashgraph cannot support the dynamic addition and
deletion of nodes if it is directly applied to V2V energy trading. We utilize the sharding technique, and
each shard generates a consortium blockchain in accordance with the characteristic of the IoEV. The
centralized component is retained to ensure macroeconomic control by state and local governments.
We design a cryptography-based leader election combined with a reputation incentive mechanism to
fairly elect centralized leader committee and motivate honest electric vehicles (EVs). We implement the
BAC consensus and V2V energy trading blockchain (ETB) on the Hyperledger Fabric. The performance
and practicality of BAC and the V2V ETB are verified through experiments.

© 2023 Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Existing energy trading systems have started to go beyond
heir limitations due to the surge in electricity and the pro-
otion of new energy power generation in recent years (Siano
t al., 2019). As a promising alternative, EVs have emerged as
n effective way to satisfy energy demands, eliminate hazardous
missions, and maximize revenue (Xia et al., 2020; Sharma, 2018).
hough the decentralized V2V trading model could solve prob-
ems in the traditional structure, it brings new challenges such
s security and privacy-preserving (Wang, 2022). The advent of
lockchain attracts enormous attention to P2P energy trading and
ffers new avenues to curb the penetration and disruption of
yber attacks (Sun et al., 2020). Blockchain is a decentralized,
istributed, and immutable ledger made up of an irrevocable
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sequence of blocks (Gao et al., 2018; Xie et al., 2020). It al-
lows mutually distrustful vehicles to keep transparent transaction
records. Attackers in blockchain must possess a majority of the
network’s mining power to conduct a successful attack (Salimitari
et al., 2017; Zhao et al., 2019). Although the blockchain origi-
nated from digital currencies (Wood et al., 2014; Li and Gong,
2022), it is now being used in many other non-monetary sce-
narios. Blockchain is attracting enormous attention to P2P energy
trading and promoting trusted smart grid developments toward
decentralization.

As the core of blockchain technology, the consensus mech-
anism determines the security and efficiency of the blockchain
(Kang et al., 2019). However, consensus mechanisms designed for
the V2V blockchain are still rare (Abishu et al., 2021). Besides,
to the best of our knowledge, most studies about P2P energy
trading have adopted traditional consensus such as Proof-of-
Work (PoW), Proof-of-Stake (PoS), and Practical Byzantine Fault
Tolerance (PBFT). Due to their high computational power and
communication overhead, they are not suitable for Internet of
Things (IoT) such as the energy trading in IoEV. Therefore, we are
encouraged to develop a secured and efficient BAC mechanism
utilizing Hashgraph (known as the revolutionary technology of
CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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List of Key Acronyms

EVs Electric Vehicles
IoEV Internet of Electric Vehicles
P2P Peer-to-Peer
V2V Vehicle-to-Vehicle
V2G Vehicle-to-Grid
DC-DC Direct Current to Direct Current
ETB Energy Trading Blockchain
BAC Block Alliance Consensus
BFT Byzantine Fault Tolerance
ABFT Asynchronous Byzantine Fault Tolerance
PBFT Practical Byzantine Fault Tolerance
PoW Proof-of-Work
PoS Proof-of-Stake
CPoS Competition-based Proof of Stake
IoT Internet of Things
WPT Wireless Power Transfer
CA Certificate Authority
SC Smart Contract
ID Identification
VRF Verifiable Random Function
P Primary
CP Candidate Primary
CS Consensus Node
DAG Direct Acyclic Graph

consensus) while making up for Hashgraph’s deficiencies in per-
formance and practical applicability. The time complexity of BAC
is O(N) and scalable compared with the traditional BFT O(N2).
ompared with the Hashgraph, the BAC mechanism supports
he dynamic addition and deletion of EVs while maintaining
he security and high throughput of Hashgraph, and can resist
ybil Attacks in networks with large-scale EVs. Furthermore, a
ryptography-based leader node election combined with a rep-
tation incentive is proposed to motivate honest EVs and defend
gainst malicious nodes. Reducing carbon emissions and reliev-
ng pressure on the power grid are the advantages of EVs over
onventional vehicles. These advantages are the reason and mo-
ivation for people to adopt EVs instead of conventional vehicles.
ur research focuses on how to ensure cyber security and im-
rove the efficiency of energy trading in the context of connected
ehicles when the adoption of EVs is known.

. Related works

Several researchers have proposed innovative schemes for
2V and vehicle-to-grid (V2G) energy trading. Ucer et al. (2019)
roposed a flexible bidirectional direct current to direct current
DC-DC) energy transfer as an alternative to current V2G charging.
lvaro et al. (2014) presented a V2V market for decreasing the en-
rgy cost in smart grids. Wang et al. (2019b) presented a charging
trategy for EVs in a smart community with renewables using a
ame-theoretical framework. Saad et al. (2011) presented a non-
ooperative games-based and double auctions-based decision-
aking process for the power market with EVs. Xu and Wong

2011) developed a coordinated charging control algorithm to
inimize the cost of charging for the aggregator and reduce
ower loss. A P2P energy trading between two sets of EVs was
roposed in Alvaro-Hermana et al. (2016) to lessen the effect
f the charging procedure during business hours. Most of these
nergy sharing methods adopt an energy aggregator or DC-DC
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converter, reducing the energy transfer efficiency between EVs.
Wireless power transfer (WPT) technology has been developed to
tackle this issue. Sousa et al. (2018) proposed a method connect-
ing two EVs directly via WPT instead of an energy aggregator. Bi
et al. (2016) and Triviño et al. (2021) proposed a review of the
WPT technology for V2V energy trading. Machura et al. (2020),
Baharom et al. (2020) and Mou et al. (2018) proposed V2V charg-
ing scheme based on WPT. WPT has become a popular technology
for EV energy transfer due to its advancements (Mou et al., 2018;
Li and Mi, 2014; Das et al., 2018).

Current research efforts on ETB have been adopting traditional
consensus algorithms. For example, Sun et al. (2020) utilized
the PBFT-based Delegated PoS (PDPoS) in IoEV and Garg et al.
(2019) utilized PBFT for V2G energy trading. Su et al. (2018)
proposed a reputation-based BFT to efficiently reach consensus
in the permissioned energy blockchain. Based on the Byzantine
consensus architecture, Sheikh et al. (2019) concentrated on the
energy transaction process between EVs and the distribution
network. Feng et al. (2018) proposed a scalable, dynamic multi-
agent hierarchical PBFT method (SDMA-PBFT) that decreases the
communication overhead from O(N2) to O(nk ∗ log(nk)). Wang
t al. (2019a) suggested voting rewards and punishments, a credit
valuation mechanism, and PBFT-based consistency protocol. Yu-
oSong and Zhang (2020) presented a competition-based proof of
take (CPoS) consensus method that may swiftly eliminate forks
hile maintaining decentralization. Yang et al. (2020) proposed
PBFT-based algorithm for multi-energy interactive entities. Cai
t al. (2020) presented a DPBFT appropriate for energy blockchain
ynamic reputation.
Although the above research solves the problem of low par-

icipation of nodes, the issue of high transaction delay and low
hroughput has not been completely solved. Existing consensus
echanisms still have a big gap in achieving the security and
fficiency of the ETB. Most studies implement the consensus
echanism as a small part of the research, and most adopt the

raditional or an improved PBFT as their consensus mechanism.
hey are incapable of meeting the requirements of large-scale
nergy transactions. As a result, the current energy trading plat-
orm urgently needs improving the performance of the consensus
echanism.
Traditional consensus mechanisms in blockchain originated

rom digital currencies or BFT, which are inapplicable to energy
rading due to their heavy computational load and enormous
ommunication complexity. Although improved versions based
n these traditional consensus mechanisms have been proposed
n recent years, their performance still needs to be improved for
nergy trading, much less for V2V scenarios where EVs change
n real time. Our proposed BAC consensus mechanism departs
rom the constraints of traditional consensus and utilizes a Di-
ect Acyclic Graph (DAG)-based Hashgraph. BAC significantly im-
roves the throughput of the system by concurrently generating
locks. The number of nodes in Hashgraph is predefined, while
oEV allows real-time geographic location variations for EVs. Con-
idering this property of V2V energy trading, we use the sharding
echnique, and each shard constitutes a consortium blockchain
nvironment within each shard. The sharding technique happens
o enhance the scalability of V2V ETB, making the BAC consensus
etter scalable (see Table 1).

. System model

Fig. 1 shows the trading procedure of our V2V ETB system
odel. We group EVs into different shards according to their

ocation, direction, and velocity. Each shard consists of energy
ellers and buyers, block publishers and validators. We utilize
he Hyperledger Fabric, a consortium blockchain platform with
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Table 1
Comparison with different consensus mechanisms for P2P energy trading.
Mechanisms Decentralization Permissions Scalability Throughput Latency Computing Communication overhead

PoW High Public Low Low High High High
PoS High Public Low Low Medium Low Low
DPoS High Public Low Medium Medium Low Low
PBFT Low Private Low Low High Low High
DAG Medium Consortium Medium High Low Low Low
Hashgraph Medium Private Medium Very High Low Low Low
BAC Medium Consortium High Very High Low Low Low
Fig. 1. System model for V2V energy trading blockchain.
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a certificate authority (CA) and smart contract (SC) to ensure the
security and transparency of the ETB. Let i ∈ S = {1, 2, . . . , X}
be an energy seller, and j ∈ B = {1, 2, . . . , Y } be an en-
ergy buyer. A seller Si or buyer Bj participates in the ETB with
its authenticated identification (ID) obtained form the CA and
a pair of encryption keys (PKSi , SKSi ), (PKBj , SKBj ), respectively.
The asymmetric encryption technology (Aitzhan and Svetinovic,
2016) is utilized to ensure the security and validity of the message
between senders and receivers:

DPK a(SigSK a(H(m))) = H(m) (1)

where SigSK a() denotes a message sender a’s digital signature
using its private key, DPK a() denotes that message receivers could
decrypt the message’s hash value using a’s public key, and H(m)
denotes the hash value of the message m.

The verifiable random function (VRF) (Micali et al., 1999) is
utilized to select the primary node randomly based on EVs’ repu-
tation value. The VRF is divided into two parts: proof generation
and verification. The generation process is expressed as:

P = VRFproof (SK ,m) (2a)

Q = VRFP2H (P) (2b)

where m is the original input message of an EV, P is the proof
generated by the EV’s SK and m, and P2H is a function of con-
verting the proof to a unique hash value. Other EVs use the EV’s
PK to verify whether the proof P is generated from the original
message m: VRF (PK ,M, P). EVs in our ETB are divided into
verify a
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three categories: Primary (P), Candidate Primary (CP), and Con-
sensus (CS). EVs’ location coordinates in two-dimensional space
are expressed as (yi, zi), and (yj, zj), ∀i ∈ S,∀j ∈ B. Then the
Euclidean distance between energy supplier i and requester j in
each shard is expressed as:

di,j =
√
(yj − yi)2 + (zj − zi)2, i ∈ S, j ∈ B (3)

4. Proposed block alliance consensus mechanism

We first combine BFT with chain structure to reduce the time
complexity of BAC from the traditional O(N2) to O(N) without
onsuming tremendous arithmetic power (Wang et al., 2022b,a).
ig. 2 shows the principle of BAC consensus model (Wang et al.,
022a). The EV P in a shard packages energy transaction requests
rom requesters into a block(i) where i denotes the height of a
lock, and calculates the block(i)’s hash value. The P and CP store
he whole block; most CS only need storing the whole block (both
lock header and body). We optimize the BAC with threshold
ignatures (Shoup, 2000). The n EVs generate their own private
eys and then they can take a (k, n) threshold signature for a
essage. The ith EVi contributes its partial signature ϱi ← signi(m)

on message m utilizing its private key. Only after the signature
‘‘fragments’’ from k separate nodes are gathered together can be
aggregated into a complete signature: ι ← combine(m, {ϱi}i∈I ),
where |I| = k, k = n/2 in BAC.

Block-request: A CP verifies the block(i) = (header(i), data(i)),
n unvalidated block that requests to be connected at height i in
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Fig. 2. BAC consensus model.

the V2V blockchain. The BLOCK (i) is a validated block at height i.
CP calculate the hash H(II) of BLOCK (i−1) which CP have already
eceived and validated, and compare the H(II) and the Prev_Hash.

Block-commit: The first round of consensus is completed in
this stage. The P and CP collect the vote message with threshold
signature from CS and obey the ‘‘majority’’ rule: the block(i) can
be published in the ETB as long as more than 50% of CS message
are received.

Block-on-chain: The BAC avoids pairwise communication be-
tween CS thus reduces the time complexity. However, it results
in only a subset of nodes (P and CP) are aware of whether the
block(i) is verified by the whole network. Thus in the second
round of BAC, the P broadcasts the block(i + 1) which contains
the block(i)’s hash value in block(i+ 1)’s header.

Algorithm 1 illustrates the details of the BAC basis process
(Wang et al., 2022b). (→: broadcasting authenticated messages;
←: receiving authenticated messages) The complexity of the
traditional BFT is high because each node performs much re-
peated work—each node needs to broadcast its own vote and
gather the votes of others. Such a situation is unnecessary for
BAC because the threshold signature prevents vote fraud and
tampering, so only the EV primary is in charge of gathering votes
and broadcasting the results to each node. Suppose there are c
CP nodes and n CS nodes in a shard, where c is a fixed constant
value and c ≪ n. The rounds of communication are c and cn
in the Block-request and CP-validate stage, respectively. The CS-
consensus communication’s rounds are n(c + 1). So the total
rounds of communication are:

T = 2[c + cn+ (c + 1)n] = C n+ C (4)
1 2
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Algorithm 1: Block Consistency
Input: T : a set of transactions; t: t ∈ T ; H(): the hash

function; P = {P, CP1, CP2, ..., CPp};
C = {CS1, CS2, ..., CSs}

Output: out
1 P, C ← T ;
2 while P calculates H(I) = H(block(i− 1))P do
3 block(i)→ P;
4 calculate H(II) = H(block(i− 1))CP;
5 if H(II) ̸= H(I) then
6 ⟨CP-validate⟩: CP(c)reject → C
7 end
8 if H(II) == H(I) then
9 ⟨CP-validate⟩: CP(c)accept → C

10 end
11 end
12 while P ← ⟨CS−consensus⟩ do
13 obey ‘‘majority" rule;
14 if |C(c)accept | > |C(c)reject | then
15 packages the next new block(i+ 1)
16 end
17 while P ← block(i+ 1) do
18 verify H(block(i)) in block(i+ 1);
19 if |CP(c)accept | > |CP(c)reject | then
20 publish block(i) into blockchain
21 end
22 end
23 out = success
24 end
25 return out

where C1 = 4c + 2, C2 = 2c . So the time complexity of the BAC
is O(n).

The optimized BAC adopts the Hashgraph structure based on
DAG to improve the transaction rate. BAC generates micro blocks
in the form of DAG and creates an official (master) chain by the
primary in a chain structure. We define a block in the Asyn-
chronous Byzantine Fault Tolerance (ABFT) stage as a micro block
that consists of four parts: energy transaction information of EVs,
timestamps, and a hash connected to its two parent micro blocks.
EVs reach consensus on micro blocks in the form of virtual voting.
This procedure is virtual because each EV broadcasts the micro
block to a number of neighboring EVs rather than broadcasting
its own authentication (vote) result for the micro block to all
other EVs. Thus other EVs cannot determine whether the block
is authenticated right away after receiving it, but they can do so
throughout the subsequent process due to the structure of the
hash pointer in the micro-block: each micro block needs to link
two parent blocks, one of which is the previous micro block of
itself, and the other is the micro block of any other node. If a
micro block y could be traced back to some ancestor block x, the
block y can see x. The block y could strongly see block x if the path
passes through most EV nodes. If a micro block strongly sees most
of the previous EVs, the micro block is in a new round, denoted
as R. All EVs are in the same round R = 1 in their initial states. As
shown in Fig. 2, the micro a5 is in a new round R+ 1 as it could
strongly sees a1, b1, c1, and d1.

As shown in Fig. 2, the micro block b5 strongly sees c1: the b5
an see c1 through 3 paths passing four EVs B, C, D, and E in total,
atisfying the condition of more than 2/3 (here the ‘‘majority’’
satisfies BFT Castro et al., 1999) of the total number of EVs. A
witness is the first micro block created in round R. If a micro block
y strongly sees the majority of witnesses, its vote for a witness x
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s valid. Then if the number of votes on the x exceeds 2/3, the
x can be marked as a famous witness; that is, the micro block x
cannot be changed.

The ABFT stage is entirely decentralized, but it is unrealistic for
the IoEV scenario because, given the current social system, getting
a secure and reliable IoEV system made up entirely of EV users
is impossible. As a result, the leader should exist, meaning the
ETB will be heavily dependent on it. If the primary is malicious
or is the victim of a cyber attack, the blockchain system will lose
activity or security. To address this issue, we suggest a random
election system for the primary (P and CP), but the process is not
entirely random; the more an EV’s reputation value, the greater
the likelihood of being chosen as the primary. To determine an
exact reputation value, we utilize a reputation management strat-
egy based on subjective logic (Abishu et al., 2021). The evidence
space and opinion space between EV sellers and buyers could
be expressed as {Φi,j, ηi,j, ϕi,j} and {bi,j, di,j, ui,j}, respectively. The
mapping of the opinion space to the evidence space could be
expressed as:

bi,j =
Φi,j

Φi,j + ηi,j + ϕi,j
, bi,j ∈ [0, 1] (5a)

i,j =
ηi,j

Φi,j + ηi,j + ϕi,j
, di,j ∈ [0, 1] (5b)

i,j =
ϕi,j

Φi,j + ηi,j + ϕi,j
, ui,j ∈ [0, 1] (5c)

i,j + di,j + ui,j = 1 (6)

here Φi,j, ηi,j, and ϕi,j denote the number of honest behaviors,
ishonest behaviors, and doubtful behaviors, respectively. Thus
i,j, di,j, and ui,j denote the probabilities of ‘‘belief’’, ‘‘distrust’’, and
‘uncertainty’’, respectively. Finally, the reputation value of an EV
ould be calculated:

l = bi,j + εui,j (7)

where ε is a preset constant that expresses the degree to which
unknown behaviors impact the trust value.

Let ρi denote the EVi’s reputation, and R =
∑

i ρi denote the
reputation of all EVs. The probability that EVi selected as a P or CP
is proportional to ρi/R. A randomly chosen seed that is known to
the public provides the randomization in primary elections. The
verifiable random function (VRF) (Micali et al., 1999) is utilized.
Any input string xwill be returned by VRF into two results: a hash
and a proof π allowing EVs to validate that the hash corresponds
to x, without knowing the private sk.

The primary election is shown in Algorithm 2. A role parameter
is required in BAC to distinguish between the various roles an EV
may be chosen for. The expected number of EVs chosen for P or
CP is specified by a threshold τ in BAC and an EVi is elected with
probability p = τ

R . The λ parameter denotes how many times an
EV is chosen (an EV with high reputation may be elected more
than once). The binomial distribution describes the likelihood that
precisely k out of the ρi will be elected:

(k; ρi, p) = Ck
ρi
pk(1− p)ρi−k (8)

where
∑ρi

k=0 B(k; ρi, p) = 1. To determine how many of an EV’s
ρi units are elected, the election algorithm of BAC divides the
interval [0, 1) into consecutive intervals and it could be expressed
as:

Iλ =

[
λ∑

k=0

B(k; ρi, p),
λ+1∑
k=0

B(k; ρi, p)

)
(9)

where λ ∈ {0, 1, . . . , ρi}. If hash/2hashlen (hashlen is the bit-length
f hash) falls in the interval Iλ, then the EV has exactly λ selected
i
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units, i.e., the EVi is elected λ times. To better understand, the
interval can be compared to a line segment of length 1. The
segment is separated into numerous sections based on the EV’s
reputation value. An EV has a better chance of getting chosen if it
possesses more reputation value since more copies are mapped
to the line segment.

Algorithm 2: Primary Election
Input: sk, seed, τ , role, ρi, R
Output: ⟨hash, π, λ⟩

1 ⟨hash, π⟩ ← VRFsk(seed||role);
2 p← τ

R ;
3 λ← 0

4 while hash
2hashlen

/∈

[∑λ

k=0 B(k; ρi, p),
∑λ+1

k=0 B(k; ρi, p)
)
do

5 λ ++;
6 out← ⟨hash, π, λ⟩

7 end
8 return out

5. Performance evaluation

We write a Python program and combine it with a blockchain
simulator VIBES, on a computer with Windows Ultimate 64- bit,
Intel i7-8550 CPU @ 1.80 GHz and 8.0 GB 2133 MHz LPDDR3,
Java JDK Version 11.0.10, Scala Version 2.13.5, and Akka Version
2.6.14, to demonstrate the superior performance of our BAC. We
also implement our ETB in the Hyperledger Fabric running 64-
bit Ubuntu 16.04.6 LTS with 1.6-GHz Intel Core i5 Quad-CPU and
6G RAM, utilizing the Caliper for further performance evaluation.
Our experiment considers a V2V blockchain network with four
separate shards. Each shard has a diameter ranging from 0 to 3
km. Each EV travels at 45 to 60 miles per hour and charges at
22 kWh. The RSUs transmit at a 300 m radius. There are two
key parameters related to the V2V blockchain system. The energy
block size is 1.0 MB, with a propagation latency of 0.6s. The
energy micro block size is 0.5 MB, with a propagation latency of
0.5s. There are seven other parameters: number of EVs, number
of neighbors an EV owns, transaction size, neighbors discovery
interval, micro block propagation delay, network bandwidth, and
the transaction fee. The values of these parameters depend on the
specific experimental environment.

The nodes in the PoW mine to calculate a random number that
meets the difficulty requirement. The system adjusts the mining
difficulty in real-time to ensure a certain outgoing fast speed. The
block-generating speed determines the block-generating interval,
which needs to be kept stable to ensure the system’s security. In
Bitcoin, the block-generating interval is 10 min. Mining will cause
a considerable waste of resources, and the consensus-reaching
period is long, which is unsuitable for IoT applications. PoW, PoS,
and other consensus mechanisms cannot be divorced from the
existence of tokens. The system’s normal operation requires the
reward mechanism of coins, and the system coin holders’ main-
tenance guarantees the system’s security. When the blockchain
system is applied to IoT applications, the value of the assets it
carries may far exceed the value of the coins issued by the system.
It will only be reliable if the holders of the coins guarantee the
security and stability of the system. The message-passing-based
consistency algorithm PBFT goes through three steps to achieve
consistency, with the possibility of failure at any stage. The PBFT
system may normally operate without tokens, and each node’s
consensus comprises industry players or regulators. Security and
stability are also ensured by the parties involved in the industry.
However, PBFT requires fixed nodes and cannot be used in cases

where the number of nodes is unknown. The communication
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Table 2
The latency of different consensus mechanisms.
Mechanism Latency

200 (EVs) 250 (EVs) 300 (EVs) 400 (EVs) 500 (EVs)

BAC 20 ± 2.98 20 ± 3.11 19 ± 2.87 20 ± 2.79 21 ± 3.47
Hashgraph 10 ± 2.88 10 ± 2.06 11 ± 2.32 9 ± 2.83 11 ± 2.69
PBFT 83 ± 2.92 85 ± 4.76 85 ± 5.08 89 ± 3.84 88 ± 4.54
PoW 41 ± 1.89 40 ± 2.38 41 ± 3.22 40 ± 2.93 40 ± 2.87

1 Values are presented as the Confidence Interval.
2 The Confidence Level is 95%.
complexity of PBFT is O(N2) and can support only a small number
f nodes. The computation of the leader node is fixed, which is
ery easy to be known and attacked by malicious nodes.
Block time is a crucial measure, often known as the inter-

al between blocks. It may be used to evaluate the available
ystem’s condition. After the previous block, a new one can be
potted right away. Because nodes may need more time to send
ransactions, synchronize their transaction pools, or update the
lockchain, short block times might result in odd behavior. The
lock period can therefore account for anomalous behavior. Scal-
bility is one of the most pressing problems facing blockchains
imilar to bitcoin. Transactions per second (tps) are the primary
arameter for evaluating scalability. One of its limitations is that
his statistic needs more data about transaction size or usefulness.
dding a block size restriction is required to examine the impact
f various input parameters on the scalability. This makes it
ossible to simulate BAC and other consensuses more precisely.
ll produced blocks adhere to the block size restriction depending
n whether the simulation is a Blockchain simulation like Bitcoin.
he simulator assumes an infinitely large block size and an in-
initely high number of transactions per block if the block size
imit is set to zero. Visualizations showing howmany transactions
re included in blocks and how many are pending would be
ighly instructive. Additionally, this is beneficial for determining
ccuracy.
Fig. 3 demonstrates the time to publish a block to blockchain

n different consensus mechanisms, with the number of EVs
arying from 50 to 500. Table 2 is only used as a reference.
ost important is the height and trend of the data in the re-
ultant graph. The duration of the simulation is set to 4 h. 50
xperiments for each method have been replicated under the
ondition of the same number of EVs. Then we calculate the
verage of these 50 data points of each method and compare
hem. As for the confidence interval, here we take several sets
f data for calculation. Hashgraph gains the best performance
ince it is completely decentralized - all the ETB participates
enerate blocks concurrently. And Hashgraph does not need to
pend time deciding the block publisher and verifying the block’s
egitimacy. The performance of our BAC model is slightly inferior
o Hashgraph in the interval of 50 to 500 EVs since BAC requires
he leader EV with high reputation score to generate and publish
locks. And the legitimacy of the block(i) depends on whether
he subsequent block(i+ 1) can enter the chain. The performance
f PoW is relatively stable because it has a difficulty adjustment
echanism like Bitcoin in our experiments. However, PoW re-
uires huge computing power. And to prevent blockchain forks,
t needs a long enough time (appropriate difficulty) to generate a
lock. PBFT has the worst performance since its time complexity
s O(N2) and communication complexity is too high. The ETB
ystem cannot operate normally if the number of EVs exceeds
00. As can be observed, traditional consensus mechanisms are
nsuitable for P2P energy trading.
Fig. 4 demonstrates the scalability of BAC and Hashgraph,

caling the number of EVs from 500 to 5000. The latency of

AC is about 4 times higher than that shown in Fig. 3. However,

1570
Fig. 3. Latency for a block published, with 50 to 500 EV users.

the scaling performance remains relatively flat all the way to
5000 users, indicating that BAC scales effectively. The latency of
Hashgraph is about 9 times higher than Fig. 3. When the number
of EVs exceeds 1500, BAC outperforms Hashgraph since the ma-
jority of EVs implement distributed storage. Each EV in Hashgraph
must perform the gossip and ‘‘gossip about the gossip’’ protocol,
resulting in two bottlenecks: CPU time and bandwidth. Compared
to PoW and PBFT, BAC achieves latency improvement at any
number of EVs. As shown in Fig. 3 in the original paper, up to 500
nodes, BAC and Hashgraph perform much better than the other
two consensus mechanisms. When the number of EVs exceeds
500, we do not continue to show the performance of PBFT and
PoW. The performance of PBFT only decreases as the number of
nodes increases or stays at a high level. The performance of PoW
stays the same, but the system needs to adjust the difficulty factor
continuously. As the number of nodes increases, the difficulty
factor will become larger and larger, and the arithmetic power
required by the nodes to solve the puzzle will also become
more extensive. Therefore PoW cannot be directly applied to the
resource-constrained vehicular network.

Hashgraph is able to achieve enterprise-level throughput that
is not affected by the number of nodes within a certain range,
while BAC needs to spend some time and communication costs
for the election of leader and committees, as well as the con-
sensus of members within the committees, which also includes
the time to propagate blocks. However, as the number of nodes
increases (more than 1500), the advantages of BAC’s sharding
technique combined with our design of the original BAC can be
manifested. Compared with the bandwidth and communication
consumed by the gossip and gossip about gossip protocols in
Hashgraph, the communication consumed by the consensus of
committee members and ordinary EVs in BAC seems insignificant.
Furthermore, standard nodes struggle to provide the broadband
brought by hundreds of thousands of TPS alone. Nowadays, a
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Fig. 4. Latency for a block published, with 500 to 5000 EV users.

ingle-core CPU can only verify the signatures of a few thou-
and transactions per second in a normal machine configuration,
hile the highest transaction rate of Enterprise Operation System
EOS) super nodes is only around 4000 transactions per second.
n other words, even if Hashgraph has hundreds of thousands
f transactions per second, only bank-grade or enterprise-grade
ardware can support its operation. Moreover, it is a signifi-
ant overhead for an ordinary EV node to process the data in
he ledger, maintain the gossip graph, and the virtual voting
echanism.
While the number of EVs participating in Hashgraph inside a

hard is static, the number of EVs within a shard is dynamic. The
mount of transactions in the Hashgraph is scalable, but not the
umber of EVs. The BAC uses cryptographic random elections,
nd only those selected trusted EVs are allowed to take part in
he consensus at the Hashgraph stage. These EVs are the primary
enerators and verifiers of blocks, and their number is predeter-
ined. The quantity of EVs outside the committee within a given
hard of the V2V blockchain, however, is constantly changing
nd may move between various shards. All miners in the initial
tep of most blockchain sharding systems provide proofs of work,
llowing miners to validate their identities and fend against the
ybil Attack. If the outcomes of any miners’ computations meet
ertain global difficulty requirements, they could become shard
odes. These shards conduct many rounds of PBFT consensus
fter the shard is built to package and publish fresh blocks to
he blockchain network. From a cryptography standpoint, the BAC
ses secondary sharding rather than conventional techniques. The
tatus of the EVs determines how the first shard is organized
similar to network sharding). The second shard involves the
election of the committee from a cryptographic point of view
o avoid the enormous computing power required by PoW, and
o decrease the amount of communication overhead, microblock
synchronous BFT of the hashgraph is used in place of regular
BFT.
Pending transactions (PTs) of BAC and Hashgraph are shown

n Fig. 5. PTs of PoW are shown in Fig. 6. PTs are those that
re awaiting confirmation from EVs before being packaged into
block. The transaction request issued by an EV requester j is

delayed until it has a sufficient credit balance if its current credit
is insufficient. If the network is congested during peak trading
hours, trading requests that have not yet been packaged during
this period are also called pending transactions. Then we calculate
the number of pending transactions of Hashgraph as 1725, BAC
as 825. In terms of transaction processing capability, our BAC is
 t

1571
Fig. 5. Pending transactions in BAC and hashgraph.

Fig. 6. Pending transactions in PoW.

2% better than Hashgraph. The Hashgraph does not support the
ariable change of EVs, so Hashgraph cannot be adopted in V2V
TB. There currently needs to be a way to consider the throughput
f Hashgraph in the consortium and public blockchains, so it
annot be applied to IoT with a large number of nodes. Despite
ts high throughput, Hashgraph cannot be applied in real-world
oT scenarios. PoW can support dynamic addition and deletion of
odes and can be applied in public blockchains. However, PoW
annot be applied to resource-constrained IoT either due to its
ubstantial computational requirements and low throughput.
The limiting values are not considered in our experiments.

he number of EVs within the shard cannot grow indefinitely.
here is no need to consider the limit value. First, the maximum
umber of EVs within the shard in our experimental environ-
ent reaches 5000. In the current IoEV, 5000 cars are enough

o be implemented. Secondly, we use the sharding technique.
ryptography is combined within the shard to elect a central
eadership committee randomly. The leadership committee car-
ies out the core consensus part of the energy trading. Moreover,
he distributed data distribution is done by these central nodes
e.g., some sizeable central servers). Even if the number of EVs
ithin the slice keeps increasing, it will have little impact on
he communication overhead of the IoEV. The communication
omplexity of the classical BFT mechanism is O(N2), and that of
he BAC mechanism is O(N). Theoretically, the communication
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Fig. 7. Pending transactions. (a) Confirmed and unconfirmed transactions with the increase of reputation score. (b) Confirmation time with the increase of credit
score.
complexity for several EVs of 70 in BFT is the same as that of 4900
in BAC. The BAC consensus mechanism dramatically improves the
scalability of the system. Third, the BAC consensus mechanism
applies to the current social form, which retains the centralized
component. The applicable blockchain environment for BAC is the
consortium blockchain. Five thousand electric cars are sufficient
to constitute the consortium blockchain system in practical appli-
cations. If it exceeds this value, BAC must develop in the public
chain’s direction. Furthermore, the EVs exceed a specific value,
meaning that user participation has reached a sufficient level. In
this case, what V2V ETB needs more is universal participation.
Each user may need to maintain a local blockchain, the infinite
scalability we are currently working on.

Our proposed BAC consensus mechanism does not consider
imit values since the simulated number of 5000 (at most) EV
odes is sufficient to demonstrate the excellence of the BAC
pproach. The experiments include PoW, the origin consensus
echanism of blockchain; PBFT, the classical BFT-based consen-
us mechanism; and Hashgraph, a new consensus mechanism
ased on DAG. Currently, V2V architecture is not widely used, so
000 nodes are sufficient to support the pilot work of theoretical
pplications in the early stage of practical applications. We only
ompare the performance of BAC and Hashgraph after 500 nodes.
e do not continue to compare the performance of PoW and
BFT because the performance gap between PoW, PBFT, and BAC,
ashgraph is already evident within 500 EV nodes. The perfor-
ance gap between BAC and Hashgraph is insignificant. BAC is
lightly inferior to Hashgraph within 500 nodes, but this impacts
he V2V ETB system little. Hashgraph cannot be directly applied
o V2V ETB because the number of nodes is fixed before joining
ashgraph. This makes Hashgraph cannot be applied to V2V ETB,
here the number of nodes changes frequently.
There are two types of incentives in BAC. The ETB system

wards EVs’ reputation based on the effectiveness of the block’s
ltimate condition. The othre is the reward for CP or P broadcast-
ng the required blocks to other EVs. As illustrated in Fig. 7, an
V utilizes its credits to attach a fee to a transaction, convincing
1572
Fig. 8. Performance of READ and WRITE from/to the ETB.

the P and CP to include the transaction in the next block to be
published.

The Hyperledger Fabric and Caliper are utilized to test ETB’s
performance. Fig. 8 illustrates our V2V ETB performance under a
different number of workloads from 500 tps to 2000 tps. As can be
seen in the figure, the throughput of READ can reach the highest
to 1183 tps at 1400 tps workload, whereas WRITE reaches 698tps
at 1200 tps workload with less than 0.7-second latency.

6. Conclusion

In this paper, we propose a blockchain-based V2V energy
trading model. In contrast to most studies on blockchain-based
energy trading, this paper suggests a novel BAC consensus mecha-
nism instead of directly adopting the traditional consensus mech-
anisms such as PoW and PBFT. Our BAC allows the system to
continue to work correctly when software errors or Byzantine EVs
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re present. Moreover, our proposed BAC mechanism solves the
roblems that Hashgraph cannot sovle in practical applications.
e use the sharding technique to shard the IoEV based on the

eographic location of the EVs. In addition to being consistent
ith V2V Energy Trading’s properties, this significantly improves
he system’s throughput and scalability. We keep the centralized
omponent to improve the practical utility of the V2V ETB. The
entralized component includes government agencies or tech-
ical departments and EV users to motivate them to maintain
he energy trading system fairly and efficiently. Cryptography is
mployed to elect the central leadership committee in a random
unpredictable) but fair (the more points, the higher the odds)
anner. Hashgraph-based consensus mechanisms are used in-
tead of traditional consensus mechanisms among the nodes of
he leadership committee to achieve high speed and generate
locks concurrently. The BAC mechanism greatly improves the
hroughput and reduces the latency of V2V ETB. Compared with
ashgraph, BAC makes up for the application shortcomings of
ashgraph. BAC is more scalable due to the random leader elec-
ion and sharding. Our BAC method reduces latency by 20% and
8% compared to PoW and PBFT, respectively. The BAC reduces
atency by 10% compared to Hashgraph when the number of EVs
xceeds 1500. In terms of transaction processing capability, our
AC reduces 52% PTs than Hashgraph. As new energy storage
evices, EVs can save the grid huge sums of money in peaking
osts and reduce investments in energy storage. However, this
istributed energy trading approach must take into account the
obility of EVs. Our proposed V2V ETB takes this into account
nd designs a detailed scheme and algorithm for this purpose.
owever, how the EVs and the centralized institutions handle
ross-shard transactions are not well designed in this paper. The
ext step of our study will also design a detailed game theory
ased incentive mechanism.
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