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Registration-Based Bilateral Fine-Grained Access
Control in Vehicular Social Networks
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Abstract—Vehicular social networks (VSNs), as an innovative
mobile communication system, significantly enhance the driving
experience and improve urban traffic management efficiency. To
address the privacy issues that arise from the use of public
channels in VSNs, fine-grained access control (AC) should be
ensured. Nevertheless, existing schemes still face some practical
challenges in the aspects of data source identification, key
escrow, and dynamic vehicle management. Therefore, this article
proposes a registration-based bilateral fine-grained AC scheme
(RBF-AC) in VSNs. Specifically, RBF-AC allows service providers
(SPs) to select target vehicles and offer tailored services, while
allowing vehicles to identify the most suitable SPs based on
their needs, and all of which are realized in a fine-grained level.
Meanwhile, SPs and vehicles are capable of locally generating
their own private and public keys without relying on any fully
trusted authority. RBF-AC also keeps high flexibility and enables
the vehicles to join, leave and update their attributes in a dynamic
manner. Additionally, outsourced verification and decryption are
provided to minimize the computation cost for vehicles. We
present formal security proofs to validate the security of RFB-AC.
The performance evaluation illustrates the practical applicability
of RBF-AC in VSNs.

Index Terms—Fine-grained access control, matchmaking
encryption (ME), registration-based cryptography, vehicular
social networks (VSNs), without fully trusted authority.

I. INTRODUCTION

N THE context of rapidly evolving science and tech-

nology, as the fusion of Internet of Vehicles (IoV) and
social networks, vehicular social networks (VSNs) are pro-
foundly transforming modes of transportation and social
interaction [1], [2], [3]. Through 5G and other communication
technologies, service providers (SPs) can provide all kinds
of services to vehicles by sharing traffic data and social
information. This instant interaction not only optimizes traffic
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Fig. 1. Architecture of VSNs.

flow and public transportation efficiency, but also enriches
users’ daily experiences and improves their driving satis-
faction [4], [5], [6]. Fig. 1 presents a specific architecture
of VSNs, which mainly include SP, vehicles, roadside units
(RSUs), and vehicle cloud server (VCS). SPs act as data
senders by uploading service information to VCS. Meanwhile,
vehicles download interested service data from the VCS
through RSUs. As the processing center and coordinator, VCS
handles large-scale data storage, performs data filtering, and
conducts data preprocessing operations.

While there are many conveniences in VSN, the data trans-
mitted between SPs and vehicles may involve a large amount
of private information, including driving routes, locations, and
paid services, such as parking reservations. Once the data is
leaked, it could pose a threat to users’ safety and property.
Furthermore, SP seeks to deliver specific information and
services to multiple eligible vehicles with varying access priv-
ileges and attributes. Therefore, it is necessary to accomplish
data privacy and fine-grained access control (AC).

Attribute-based encryption (ABE) [7], [8], [9], [10], [11]
is a promising technology that can fulfill the aforemen-
tioned requirements. It enables SPs to define access policies
tailored to requirements, ensuring that only vehicles with
attributes meeting these policies can access the data. However,
ABE is insufficient to meet the practical demands of VSNs.
Specifically, the following issues and requirements should be
considered.

1) Bilateral Fine-Grained AC: SP offers various services
for vehicles, including traffic information, route plan-
ning, parking queries, and weather forecasts. However,
the large amount of irrelevant content makes it diffi-
cult for vehicles to efficiently extract the information
they actually need. In situations where a vehicle only
requires traffic information for its current route, it is
unnecessary to receive and process the information from
multiple areas. As a result, vehicles expect to receive
accurate and reliable data from SP. If a navigation
system shows a clear road that is actually blocked, the
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vehicle may mistakenly choose that route. These issues
of irrelevant information and inaccuracy not only cause
inconvenience for vehicles but may also lead to safety
concerns. Therefore, vehicles must also enforce AC over
SPs to select valid data. Namely, bilateral fine-grained
AC between vehicles and SPs should be ensured.

2) Without Fully Trusted Authority and Secure Channels:
On the one hand, it is unrealistic to establish a fully
trusted authority (TA) in VSNs [12], [13]. Specifically,
TA needs to generate secret keys for SPs and vehicles.
As a result, the security of all data in VSNs will be
severely threatened once TA is compromised. On the
other hand, establishing secure channels for key distri-
bution requires high costs and increases the complexity
of the system. Therefore, fully TA and secure channels
ought to be avoided.

3) Dynamic Vehicle Management: The joining, leaving, and
attribute updates of vehicles in VSNs occur frequently
as a result of their high mobility, posing signifi-
cant challenges to network management and security.
Specifically, when a new vehicle joins the network, it
must be properly integrated into the system to ensure
its access to network resources. Meanwhile, there are
vehicles that leave the network due to disconnecting,
disabling, and other reasons. The departing vehicles
must be prohibited from accessing subsequent data
even though their attributes fulfill the requirements of
SPs. Additionally, the attributes of vehicles (such as
appearance, usage, and ownership) may change due to
transactions or modifications, which further increases the
complexity of management. Consequently, the evolving
changes in VSNs call for an efficient dynamic vehicle
management mechanism.

Nevertheless, the existing schemes can only address some
of the aforementioned issues and fail to provide a compre-
hensive solution. To solve issue 1), bilateral fine-grained AC
schemes [14], [15], [16], [17], [18], [19], [20], [21], [22] were
proposed inspired by ABE and matching encryption. These
schemes not only encrypt data with predefined access policies
but also incorporate data source identification and authenticity
verification. Despite these advantages, [14], [15], [16], [17],
[18], [19], [20], [21], [22] still rely on a TA and fail to achieve
dynamic vehicle management, which leaves issues 2) and 3)
unresolved.

Existing solutions address issue 2) by dividing the respon-
sibilities of TA [23], [24] or removing the key distribution
capability [25], [26]. Whereas, either bilateral AC or data
authenticity is not satisfied in these approaches, causing issue
1) to remain unresolved. Although bilateral fine-grained AC
schemes can be combined with [23], [24] or [25], [26] to
simultaneously address both issues 1) and 2), the straight-
forward way faces challenges. On the one hand, [23], [24]
introduce an additional authority, which must remain indepen-
dent and noncolluding with the key distribution entity, posing
practical difficulties in deployment. On the other hand, [25]
is constructed based on the composite-order pairing groups,
leading to additional security considerations. While [26] has
limited expressiveness and only supports and-gate access
policies.
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In addressing issue 3), [27], [28] integrated attribute updat-
ing functionality into ABE to accommodate attribute changes,
and the exit of users is supported in [29]. Additionally, [30]
offers a more comprehensive solution by providing dynamic
membership management, which supports user joining, exit-
ing, and attribute updates. However, a common drawback of
these schemes is the high computational cost, and they fail to
address issues 1) and 2).

Therefore, the following question emerges: “Can we design
a bilateral fine-grained AC scheme in VSNs that supports
dynamic vehicle management without fully TA and secure
channels?”

A. Contribution

This article aims to answer the above question positively by
proposing a new solution named registration-based bilateral
fine-grained AC (RBF-AC). The underling idea of RBF-AC
comes from registered ABE (RABE) [25]. To be specific, SPs
and vehicles generate the secret keys on their own and register
the public keys and associated attributes with VCS. Here, VCS
represents a key curator (KC) to aggregate all public keys
of SPs and vehicles into a master public key. At the same
time, KC is a transparent and semi-honest entity that maintains
no secret and does not require secure channels to generate
secret keys for users. Furthermore, the key contributions are
as follows.

1) In RBF-AC, bilateral fine-grained AC between vehicles
and SPs is guaranteed. Specifically, SPs are allowed to
bind their own attributes and encrypt the data according
to predefined access policies. In this way, SPs can
precisely filter the target vehicles, ensuring that only
vehicles whose attributes fulfill the requirements can
retrieve service data. Meanwhile, vehicles are capable
of defining policies to filter out irrelevant ciphertext,
keeping only the valid data they need.

2) RBF-AC replaces the fully TA with a KC, which does
not hold any secret value. Furthermore, SPs and vehicles
can perform key generation locally, and KC is only
responsible for key aggregation and public parameter
management. Additionally, RBF-AC does not require
secure channels, which significantly reduces deployment
complexity and costs.

3) Efficient and dynamic vehicle management is provided
in RBF-AC. When the vehicles join, leave, and attributes
change, RBF-AC can update the corresponding param-
eters with the minimal computational cost, ensuring the
system operates smoothly and continuously. Moreover,
the large-scale computation tasks is offloaded to the
cloud server, allowing vehicles to incur fixed decryption
cost.

4) We have rigorously proven the confidentiality and
authenticity of RBF-AC. Additionally, the evaluation of
computation and storage cost demonstrates the superior
performance of RBF-AC.

B. Organization

Section II and III present the related work and prelimi-
naries, respectively. In Section IV, the system model, design
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goals, syntax, and security model of RBF-AC are described.
Section V presents the details of RBF-AC. In Section VI, the
security proof of RBF-AC is elaborated. Section VII analyzes
the performance of RBF-AC. Finally, this article is concluded
in Section VIII.

II. RELATED WORK

This section reviews the related work, including VSNs
and the main cryptographic technologies, i.e., matchmaking
encryption (ME) and registration-based encryption (RBE).

A. Vehicular Social Networks

For achieving the necessary security, efficiency, and func-
tionality in AC for VSNs, Chen et al. [31] introduced a
searchable encryption (SE) scheme for VSNs, which allows
vehicles to perform ciphertext searches using keywords.
However, only one-to-one AC is supported in [31]. To
address this issue, a key-aggregate SE scheme was proposed
by Sun et al. [32] to achieve secure one-to-many AC in
VSNs. Nonetheless, [31], [32] only support single-keyword
searches and do not meet the requirement for conjunctive
keyword searches in VSNs. In consequence, Liu et al. [33]
presented a data sharing system supporting conjunctive key-
word searches, which significantly enhances the practicality
of vehicle information retrieval. Additionally, a secure data
sharing framework for VSNs was proposed in Fan et al. [34],
which makes use of ABE to enable more data AC. However,
the security of vehicle keys will be broken once TA is
compromised. Motivated by this problem, Liu et al. [35]
proposed an AC scheme that supports vehicle revocation
without key escrow, ensuring that the key generation center
remains unaware of the true keys associated with vehicles.

B. Matchmaking Encryption

Ateniese et al. [36] presented ME, which enables the sender
to specify receivers through an access structure. At the same
time, ME allows the receiver to verify if the ciphertext
originates from an established sender. Furthermore, a generic
framework for ME was given in [36] using function encryption
and zero-knowledge proof techniques. Subsequently, identity-
based ME (IBME) was constructed under the stochastic
predicate machine model, and related schemes [37], [38], [39]
were introduced to improve the security, efficiency, and
functionality. Xu et al. [14] put forward attribute-based
ME (ABME) to ensure bilateral fine-grained AC. Then, an
improved scheme [15] was proposed by Sun et al.. based
on [14], which effectively withstands forgery attacks and
achieves bilateral fine-grained AC. Considering the problem
of key leakage, Xu et al. [16] constructed an AC scheme,
which realizes revocation of data recipients by sending the
key update parameters of the current moment to legitimate
users. Zhao et al. [17] developed a data source identification
mechanism for vehicle platoons by combining ABE and inner-
product encryption, which has a more efficient revocation
mechanism compared to [16]. Additionally, the bilateral AC
schemes initiated by Zhao et al. [18] and Hu et al. [19] not only
support user revocation but also place significant emphasis
on the protection of policy privacy. A new ME scheme
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TABLE I
NOTATIONS
Notations Descriptions
U Attribute universe
L Number of users
S Attribute set of user
S’ Updated attribute set of user
pk; Public key for user ¢
sk; Private key for user ¢
Sp The service providers
S Policy for controlling sp
SES S is consistent with S
SIS S is inconsistent with S
v The vehicles
R Policy for controlling v
tg Interest tag
mpk Master public key
aux Auxiliary key

using the anonymous credentials technique was suggested in
Ma et al. [20], which employs blind signatures and zero-
knowledge proofs to hide the sender’s attributes for privacy
protection, but the scheme does not guarantee attribute privacy
when decryption fails. Bao et al. [21] posited a lightweight
AC scheme that prevents adversaries from inferring sensitive
information by concealing access policies, but it only supports
and-gate policies. In Wu et al. [22], a bilateral AC scheme with
expressive access policies was built. This scheme supports
“AND/OR” operations in the access policy, which provides
greater expressiveness than the and-gate, but it also incurs a
higher computation cost.

C. Registration-Based Encryption

To tackle the inherent issue of IBE, Garg et al. [40]
presented RBE, where a KC is introduced to replace
the traditional key generation center. Subsequently, [41]
and [42] extended RBE to enhance anonymity and ver-
ifiability. However, the constructions of these schemes
make nonblack-box usage of cryptographic primitives. [43]
presented by Glaeser et al. utilizes a black-box model
to increase computation efficiency while ensuring the
preservation of both anonymity and verifiability. Compared
to [40] and [43] eliminates the constraints on the order of
user registration. Hohenberger et al. [25] introduced a RABE
scheme in composite-order groups, achieving fine-grained AC.
Francati et al. [26] extended [25] by constructing a registered
functional encryption scheme that additionally supports policy
hiding functionality.

III. PRELIMINARIES

This section describes the relevant notations throughout this
article (as described in Table I) and preliminary knowledge.

A. Bilinear Pairing

Given the cyclic groups G, G3, and G, a bilinear pairing
e : G| x G — Gr fulfills the following characteristics for
any a,b € Z,, g1 € Gi, g2 € Go.
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Fig. 2. System model.

1) Bilinearity: e(g{, gg) = e(g1, g2)°° holds.

2) Nondegeneracy: e(g1, g82) # 1.

3) Computability: e(g1, g2) can be calculated efficiently.

Our construction relies on Type II bilinear groups, where
there is an publicly computable isomorphism ¢ : G, — Gj.

B. Complexity Assumptions

1) Decisional bilinear Diffie—Hellman (DBDH) assump-
tion [38]: Given the tuple {gf, g']b, 85, 85, gg, g5}
{e(g1,82) e(g1. 82)7), where a.b,c.z € Zp, g1 €
G1, g2 € Gy, distinguishing e(gq, 22)°%¢ from e(g1, g2)*
is hard for any probabilistic polynomial time (PPT)
algorithm.

2) Symmetric external Diffie—Hellman (SXDH) assump-
tion [44]: Given the tuple {g2, g1, g, gll’ , g?b . g3}, where
a,b,z € Zy, g1 € Gi, g2 € Gy, distinguishing g?b from
gj is difficult for any PPT algorithm.

3) Computational Diffie—Hellman (CDH) assumption [22]:
Given the tuple {gf, glz’}, where a,b € Z),,g1 € G, g €
G, the probability of calculating g‘l‘b is negligible for
any PPT algorithm.

IV. SYSTEM ARCHITECTURE

In this section, the system architecture of RBF-AC in VSNs
is described, including system model, design goal, syntax, and
security model.

A. System Model

Fig. 2 shows the system model of RBF-AC, which consists
of vehicular cloud server (VCS), SPs, and vehicles.
1) VCS: VCS is a transparent and semi-honest entity and
responsible for releasing public parameter strings. VCS
receives the public keys and attribute sets from users
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(SPs and vehicles) @, generates master public key and
auxiliary key, and distributes them to SPs and vehicles
@. VCS is also responsible for updating the parameters
when the attributes of users change or the vehicles
exit VSNs. Additionally, since VCS possesses sufficient
storage and computation resource, it filters ciphertext
that meets the requirements of vehicles and conducts
partial decryption for verified ciphertexts to reduce the
computation cost of vehicles.

2) SPs: SPs generate the public/private key locally and
upload the corresponding public keys and attribute sets
to VCS. Meanwhile, SPs encrypt the plaintext data
with predefined access policies and mater public key to
control the vehicles and upload the ciphertext to VCS

3) Vehicles: As the data receivers, vehicles should upload
the necessary public keys, attribute sets, and auxiliary
keys to VCS. Additionally, vehicles are able to upload
the interest tags generated based on predefined access
policies and mater public key to VCS @, then download
the corresponding ciphertext from VCS and perform
decryption

B. Design Goal

RBF-AC should satisfy the following goals:

1) Security: To prevent the leakage of privacy-sensitive
information, data should be transmitted in ciphertext to
VCS and can only be revealed in plaintext by authorized
vehicles. Additionally, the authenticity of data must
be ensured to prevent vehicles from being misled by
erroneous information.

2) Functionality: RBF-AC should achieve fine-grained
bilateral AC between SPs and vehicles, without fully TA
and secure channels, and dynamic vehicle management,
including joining, leaving, and attribute updates.

3) Efficiency: Considering the limited computational power
of vehicles, RBF-AC should minimize the computation
cost to ensure its practicality in VSNs.

C. Synatx

RBF-AC is composed of the following PPT algorithms.

1) Setup(r,U,L) — crs: Inputting the security parameter
X, the attribute universe U, and the number of users L,
it generates the common reference string crs.

2) KeyGen(i) — (pkj, sk;): Inputting the index i €
{1,..., L}, it generates the public key pk; and the private
key sk;.

3) Aggregate({(pki, Si)}icr1,01) — (mpk, aux): Inputting the
public keys and attribute sets (pk;, S;) for i € [1, L], it
checks the validity of pk; and generates the master public
key mpk and the auxiliary key aux.

4) Encrypt(mpk, aux, R, m, skgy, Ssp) — ct: Inputting the
master public key mpk, auxiliary key aux, access policy
R, plaintext m, the SP’s private key sks,, and attribute
set Syp, it generates the ciphertext ct.

5) TagGen(mpk,S) — tg: Inputting the master public key
mpk and access policy S, it generates the interest tag zg.
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6) Verify(ct,tg) — {0, 1}: Inputting the ciphertext ct and
interest tag tg, it outputs either O or 1.

7) Transfer(ct) — ct: Inputting the ciphertext ct, it gener-
ates the transferred ciphertext cf.

8) Decrypt(sky,,ct) — m: Inputting the vehicle’s private
key sk, and the transferred ciphertext ct, it generates the
plaintext m.

9) Update(mpk, aux, S, S") — (mpk’, aux’): Inputting the

master public key mpk, auxiliary key aux, attribute set

S, and updated attribute set S” of the user, it generates

the updated parameters (mpk’, aux’).

Leave(mpk, aux, sk,, Sy,) — (mpk’, aux): Inputting the

master public key mpk, auxiliary key aux, private key

sky,, and attribute set S, of a vehicle that exits VSN, it
generates the updated master public key mpk’ and the
updated auxiliary key aux’.

10)

D. Security Model

In RBF-AC, VCS is considered as a semi-honest entity,
meaning it follows the protocol while also potentially being
curious about the plaintext. SPs may be malicious, and they are
capable of impersonating unauthorized users to generate false
data; meanwhile, vehicles are regarded as untrustworthy, pos-
sibly colluding with others to decrypt unauthorized ciphertext.
We require RBF-AC to ensure both data confidentiality and
authenticity. Specifically, only vehicles that are authorized and
registered within the system are allowed to access plaintext,
and SPs cannot be impersonated.

The following game between the adversary A and the
challenger B is introduced to define confidentiality.

Initialization: A chooses a challenging access policy R* and
sends R* to B.

Setup: B executes the algorithm Setup to generate crs and
returns crs to A.

Query Phase: The queries that .4 can perform are as
follows.

1) Key Generation Query: Given an index i € [1,L], B
executes the algorithm KeyGen to obtain (pk;, sk;) and
returns pk; to A.

2) Aggregation Query: Given the tuples (i, S;, pk;) for i €
[1, L], B executes the algorithm Aggregate to compute
(mpk, aux) and returns them to A.

3) Corruption Query: Given a index i € [1, L], B returns
sk; to A.

Challenge: A chooses and sends two equal-length plaintexts
(mg, my) to B. Then, a bit b € {0, 1} is selected by B to
compute the challenge ciphertext cr*.

Guess: A outputs a bit b, if b = b’ and sk; is involved
in the corruption query with S; = R*, A wins. Advi?‘{BF_ AC
describes the advantage of A in winning the game.

Definition 1 (Confidentiality): RBF-AC satisfies confiden-
tiality if the advantage AdVJC‘lO,I];fBF_ Ac 1s negligible for the PPT
adversary A.

The following game between the adversary .4 and the
challenger B is introduced to define authenticity.

Setup: B selects a index i* € [1, L], executes the algorithm
Setup to generate crs, and returns it to A.

IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 15, 1 AUGUST 2025

Query Phase: The queries that A can perform are as
follows.

1) H Query: Given a plaintext m, 3 returns the result H(m).

2) Key Generation Query: Given an index i € [1,L], B
executes the algorithm KeyGen to obtain (pk;, sk;) and
returns pk; to A.

3) Aggregation Query: Given the tuples (i, S;, pk;) for i €
[1, L], B executes the algorithm Aggregate to compute
(mpk, aux) and returns them to A.

4) Encryption Query: Given a tuple (i, S;, R, m), B exe-
cutes the algorithm Encrypt to generate ¢t and returns it
to A if i # i*. Otherwise, I3 returns L.

5) Corruption Query: Given an index i € [1, L], B returns
sk; to A if i # i*. Otherwise, B returns L.

Forgery: A forges ciphertext ct* corresponding to
(i, S, m*). If i = i* and cf* is a valid ciphertext, A wins.
Advﬁ‘ngF_ ac describes the advantage of A in winning the
game.

Definition 2 (Authenticity): RBF-AC satisfies authenticity
if the advantage Advﬁ“fngF_ Ac s negligible for the PPT
adversary A.

V. REGISTRATION-BASED BILATERAL FINE-GRAINED
ACCESS CONTROL SCHEME

This section presents the details of the proposed registration-
based bilateral fine-grained AC scheme (RBF-AC) in VSN.

A. Workflow of RBF-AC

Fig. 3 illustrates the workflow of RBF-AC. At the begin-
ning, VCS executes the algorithm Setup to generate the
common reference string crs. Then, SPs and vehicles invoke
the algorithm KeyGen locally to produce private keys sk, and
sky, along with their public keys pkg, and pk,. Subsequently,
the public keys together with attribute sets Sy, and S, of
SPs and vehicles are uploaded to VCS, which executes the
algorithm Aggregate to validate pky, and pk,. Once the public
keys are valid, VCS generates the master public key mpk
and auxiliary key aux for SPs and vehicles to complete
the system’s registration phase, which signifies that SPs and
vehicles have joined the system.

Subsequently, SPs employ the algorithm Encrypt to generate
the ciphertext ct, while vehicles invoke the algorithm TagGen
to produce the interest tag g that specifies the data they wish
to access. VCS uses the algorithm Verify to match the interest
tag with the ciphertext, filtering out ct that is relevant to the
preferences of vehicles. To reduce the computation burden
for resource-limited vehicles, the ciphertext ct is processed by
VCS through the algorithm Transfer to generate the transferred
ciphertext ¢z, and VCS delivers ¢t to a target vehicle. In this
way, the complex decryption process is outsourced to VCS. At
the same time, the target vehicle can use the algorithm Decrypt
to recover the plaintext m from cf with simple exponentiation
operations.

Additionally, when vehicles need to leave the system or
update the attributes, VCS executes the algorithms Update
and Leave to generate the updated parameters. To be specific,
the algorithms Update and Leave, respectively, generate the
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Fig. 3.
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aux’ :({13,/},‘” ;|»{W,/“ }jetiime)
o
v l

Workflow of RBF-AC.

updated master public key mpk’ and updated auxiliary key aux’
to ensure the system can operate normally.

B. Concrete Construction of RBF-AC
In RBF-AC, SPs and vehicles have equal status and use the

same

1y

2)

3)

key structure.
Setup: Given the security parameter A, the attribute

universe U, and the number of users L, VCS
generates asymmetric bilinear groups BG =
(G1, G2, Gr,p, 81, 82, ¢), selects o, € Z,, and

computes Z = e(g1,8)% h = g'lg. For w €
U and i,j € [1,L] with j # i, VCS randomly
selects t;, uj,w € Z,, computes A; = g;", B; =
AP, Uiy = g™, and W;j, = A?"W. VCS picks
a hash function H : {0,1}* — G, and outputs
crs = (BG,H,Z, h,{A;, Bi}ic1.1), {Uiwliel1.L1weu,
{Wijwlijell,01,izj,wet)-

KeyGen: Any user (SP or vehicle) randomly selects sk; €
Zy, and computes pk; = {T; = g‘ik" , Pii = A;ki} for
JEILLj#1i

Aggregate: Given the public key and attribute set
{pki, Sitier1,11, VCS checks e(g1, Pj,)) = e(T;, Aj) for
j€ll,L],j# i, computes

[T 7y

JelL.L]j#i

4)

5)

6)

7)

8)

9
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/[jw = l_[ Ui,W1 Wi,w =

ie[1,1],weS;

[T

JELLLLji,wgS;

Wijw

and outputs mpk = (T, {Uyhwer) and aux = ({Pi}ici1.11,
{Wiwlielt,L1,wev)-

Encrypt: Given the master public key mpk, auxiliary
key aux, access policy R = (M € Z§*N, p), pri-
vate key skg,;, and attribute set Sy,; of sp;, where
j € L, M is a matrix, and the function p establishes
a mapping between the rows of matrix M and the
corresponding attributes. SP; randomly selects s, 7 €
Zp, hi,hy € Gy such that h = hy - hy, generates a
vector ¥ = (x1,X2,...,xy) and defines A = M - ¥ =
(A, A2y . k)T, where x; = s and xp, ..., xy € L.
SP; then computes

Ci=m-e(g1,8)", Cr=g}

A Ti— ¢ AS—s
Cax=hy" U, Ca=h-T*,Cs=g]
skp.j

Ce =H(Ci] -~ IC5)" Ay

and outputs ct = (Cy, C2, {C3 t}kef1,k], C4, Cs, Cs, R).
TagGen: Given the master public key mpk and access
policy S = (N, ), where N € ZII,(,XN/, v; samples
izl,flz € Gy such that h = izz . fzz, generates a vector
y = 1,y2,...,yn)7, and defines p = N .y =
(w1, o, ..., ,l,LK/)T, where y; = 1 and ya, ..., yn € Zp.
v; then computes

181k = h’f" -/U;(lk), tgr = hy T!

and outputs 1g = ({181 k}ke[1.k7]> 182, S)-

Verify: Given the ciphertext ct, interest tag g, auxiliary
key _aux, and attribute set Syp; of SP;, VCS defines a
set R = {k € [1,K'l:m(k) € Sspj}. If Sgpj = S, then
there exists a set of constants {wi € Zp}cg, such that
> keR, Wkik = 1. VCS then checks

e(Ap,js h) = 1_[ (e(1g1.0: Asp j) - e(g1, WSp,j,p(k))Wk

keﬁl

-e(ig2, Agpj) - e(81, Co - Ppj)

-e(Cs, H(C]| -+ [|Cs) ™!
and outputs 1 if it holds. Otherwise, VCS outputs 0.
Transfer: Given the ciphertext ct, auxiliary key aux, and
attribute set S, ; of v;, VCS defines the set Ry = {k|k
[I,K], p(k) € S,;}. If S,; = R, there exists a set
of constants {wy € Zp}keﬁz such that Zkeﬁz WAk = S.
VCS then computes

01 =[] G Avi) - e(Ca. Whipa)™
keﬁz
-e(C4, Avi) - e(C2, Pyi) - e(Ca, By )
6y = e(C2.A,)

-1

and outputs cf = (Cy, 01, 63).

Decrypt: Given the private key sk, ; of v; and transferred
ciphertext cf, v; computes the plaintext m = C-6; ~9§k”’".
Update: Given the attribute set S;, updated attribute set
S}, master public and auxiliary keys (mpk, aux), VCS
defines the sets I'y = §; — S} and I'> = S} —§;, where I'y
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represents the set of attributes that are in set S; but not in
set S}, and I'; represents the set of attributes that are in
set §; but not in set S;. Forallw e I'y, je[l,L],j#i,
VCS computes
U:v =Uy- =Wiw

o
Uiw, Wj,w “Wiiw

For all w e ', je[l,L],j# i, VCS computes
Wi = W W,

Jii,w*

U, =0, U}

Lw?

VCS outputs (T, hwev, (W], Vet 11, wew)-
Leave: Given the pubhc key pk;, attribute set S;, master
public key mpk, and auxiliary key aux, VCS computes

10)

U/—U Ul

Lw?

W I

Joiwe

T/=T~pk-_l,
P =P PJ_Z, W]{wz

for j € [I,L],j # i, w ¢ S; and outputs
(U hweu AW] jen.oiweu, T AP jer1,)-

Correctness of algorithm Verify:

01 = e(1g2.Ayp)) - e(g1. Co - Pypj) - e(Cs, H(CT1_5) ™"
= e(hn T Apy) -e(81. 357 Pyy)
-1
(g1, HC1| - -+ IC5)7) - e(gf. H(Cy | - - - |C5))
= e( T Ap]) (g1 AAPH;, ’ﬁsp’j)
) oot ol 7
—1
lj
= 6( ZvAij) 81 » 82
ie[l,L]
tiskg, tisk
elangd™ ] &
ell,Ll,i%j
= e(ilZa AS]),/')
O = [ ] (eltgi Asp) - e(@1. Wep i)
keﬁl
W
= l_[ e(hl s sp/) €(Un(k), sp/) e(g1, Wspjn(k)))
keR,
., "
=1 hﬂk sPJ [T &
keR, le[1,L],7 (k) ¢S
gl ’ gllj-u[.”(k) "k
le[ lL]\{/} w(k) ¢S
= (il Sp/
00 = l_[ e(tgl ks Y[?]) e(g1 vp/p(k)))
keR,
—1
e(tg2, Agpy) - €(g1, Co - Pypj) - (Cs, H(CT}_5))
= e(h, Ayp,).

Correctness of algorithm Decrypt:

03 = l—[(e(C3,k, vi) - €(Co Wy i pa) )™
keﬁz

e(C4, Av,,')
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e(CZ» /Pv,i) : €(C2, B,,,,-)71 . e(CZ» Av,i)skv,i
= [ et
keR,
.e(h“i .’]\"—S’ gg) -e(Cz,Av P, - e(gél" g%t)—l
-e(g], gzﬁti) -e(gy, tl)ka,

e(hy, Avi) - [T (5 Avi) - e(gh, Waipa)™
keﬁz

ﬁ;ivk)’Av,i e8], Wy po))™

i - i > ivsky,i
ce(h, gh) - e(T™*, g8y -e(g}, Pri-ga™")

ce(gl, g eh, g5
= e(h’, Ayy) -elh, g5 - e(g), g

—SU] 7 (k) t
JIel TT e s

keR, le[1,L):m (k) ¢S

LUl 7 (k) Wk
H 81

le[1,LI\{i}:m (k) ¢S;
= e(g}, g5
Ci-O3= m-e(gr, )" -eg],g5) " =

-e gi’

C. Dynamicity of RBF-AC

In VSN, vehicles are capable of dynamically joining and
leaving the system and updating attributes due to their mobil-
ity. First, the algorithm Aggregate supports vehicle joining,
but it is limited to one-time operations and does not support
the dynamic addition of vehicles. Fortunately, RBF-AC can
naturally leverage the generic compiler proposed in [25]
to achieve dynamic addition, thereby integrating subsequent
vehicles into the network. Second, when a vehicle leaves the
system, VCS can run the algorithm Leave to adjust the current
master public key mpk and auxiliary key awux. Third, when
the attributes change, VCS executes the algorithm Update
to adjust T and U, associated with the attributes. This is
achieved by defining 'y and I';, which describe the difference
of attributes change.

VI. SECURITY ANALYSIS

This section proves the confidentiality and authenticity of
RBF-AC.

Theorem 1 (Confidentiality): If the DBDH and SXDH
assumptions hold, RBF-AC satisfies confidentiality.

Proof: The following games are utilized to prove the
confidentiality of RBF-AC.

Game 0: 1t is the initial confidentiality game as described
in Section IV.

Initialization: A chooses R* = (M* €
sends R* to B.

Setup: B samples a, b, ¢, 1, o', u;, € Z, and creates two
empty lists Liey : {i, pki, sk;} and L¢or : {i, pk;}. For i,j €
[1,L],i #j, and w € U, B computes crs as follows:
i—blt

ZZ*XZ* , p¥) and

Z=e(g,g)% h=g" A=

/ Cfl(f =b/t)
B; = g§"t AT = gt g
iw Ujw (t/'_b/;)'“',w
Uiw —glf Wi,j,w =Aij =g21 .
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Finally, B returns (Z, h, {A;, Bi}ier1,1), (Ui w}ie[1.L),weu,
{Wijwhijell.LLizjwer) to A.
Query Phase: A performs queries as follows:

1) Key Generation Query: Given the user index i € [1, L],

B samples sk; € Z,, computes pk; = (g1 , ;’ /8- ’k')

returns pk; to A, and adds (i, pk;, sk;) to Liey. .

2) Aggregation Query: Given the tuples (i, S;, pk;) for
i € [1,L], B checks if {i,pki} € Liy. If so, B
runs the algs)\rithm Aggregate to compute {/7:, {f]w}wey,
{Pi}ien.1 {Wiwlien L.wev}. Otherwise, B proceeds as
follows.

a) If [;l;, is valid, B adds i to L., and runs
the algorithm Aggregate to compute {7", {ﬁw}wey,
{P }lE 1,L]» {Wl W}lE 1,L] WEU}
b) Otherwise, B returns L.
Flnally, B returns mpk = (T {ﬁw}weU) and aux =
({Piliert, L1y {Wiwhiel1 L wer) to A.

3) Corruption Query: Given the user index i € [1,L], B
looks up Liy to obtain (i, pk;, sk;), returns sk; to A, and
adds (i, pki) to Leoy.

Challenge: A outputs (mf, m}), B chooses b € {0, 1} and

computes ct* as follows:

Cr=m} e(g,g) =g

C%k—h ng'

Ui = [T Ui
€[1,L], w¢sS;
—S
Co=h - T =g/ | T[ 1] .Cs=4gi
i€e[l,L]
[ kt
Co = H(Cy| - -~ IC5)" - g5
where A} = M} - X, Mj is the k-th row of M*, x =

(s,x2, ..., ) € Z[l,*, & € Z*% and hy = g%, hy
gi“_g such that hy - hp = h. Finally, B returns ct*
(C1, C2, {C3 kkef1.0%75 Ca, Cs, Cp).

Guess: A outputs ' and wins the game if b = b A i €
Leor, Si = R*, ie., Game 0(A) = 1.

Game 1: Tt is the same as Game 0O except that B chooses
71 € Zyp as well as computes and returns cr* as follows:

Cy =mj-e(g1, 82)", Cr =g,

)

.)L*
Car=g1 " 1_[ Uiw
ie[1,L], w¢S;
—5
Cy=g" " HTi ,Cs=gj
ie[1,L]
l ki
Co=H(Cy] -+ [IC5)" - g5,

Guess: A outputs b’ and wins the game if b = b' A i €
Leor, S; = R*, i.e., Game 1(A) = 1. [ |
Lemma 2: If the SXDH assumption holds, for the PPT
adversary A, |Pr[Game 0(A) = 1] — Pr[Game 1(A) = 1]| is
negligible.
Proof: g5 ~ g% can be concluded according to the
SXDH assumption. More precisely, g @a X0 (T Tiepg )~

31993

and g7 " - ([T;e1..y T~ are computationally indistinguish-
able. In conclusion, the ciphertexts of Game 0 and Game 1
are indistinguishable.

Game 2: It is the same as Game 1 except that B chooses
22 € Zy, as well as computes and returns ct* as follows:

Ci=my-e(g1,8)%,Cr =g}

)

Cu=g)" £ [T Ui
ie[1,L], weS;
—S
Ci=g zm xs l_[Ti ,C5=g§
ie[l,L]
t k[
Co = H(Cy - - - ||Cs)" - ga™".

Guess: A outputs b’ and wins the game if b = b' A i €
Leor, Si = R*, i.e., Game 2(A) = 1. [ |

Lemma 3: If the DBDH assumption holds, for the PPT
adversary A, |Pr[Game 1(A) = 1] — Pr[Game 2(A) = 1]| is
negligible.

Proof: Tt can be obtained that e(g, g2)™° ~ e(g1, g2)2
according to the DBDH assumption. Specifically, mj -
e(g1, g2)* and my - e(g1, g2)* are computationally indis-
tinguishable. In conclusion, the ciphertext of Game I and
Game 2 are indistinguishable.

Based on the Lemmas 2 and 3, we can conclude that the
ciphertexts of Game 0 and Game 2 are computationally indis-
tinguishable. Concretely, mj; - e(g1, 22)° and my - e(g1, 82)°?
cannot be distinguished from each other. In Game 2, the
ciphertext mj - e(g1, g2)* is also indistinguishable from a
random group element. Therefore, the probability that A wins
is 1/2.

Theorem 4 (Authenticity): If the CDH assumption holds,
RBF-AC satisfies authenticity.

Proof: If the adversary A can break the authenticity of
RBF-AC, then we can build an algorithm B to solve the
CDH problem. Namely, given the tuple {g{, gé’}, B is aimed
at computing g‘fb .

Setup: B chooses a index i* € [I,L], samples «, S,
ti,uiw € Zp for i € [1,L],w € U, and creates two empty
lists Lkey = {i, pki, sk;} and Ly = {mj, y;, H(m;)}. Then, B
computes crs for i,j € [1,L],i # j,w € U as follows:

Z=e(g1,8)" =e(g1,8)%, h= 8/13
g |G i g L8l it
i = b e i — Bb . ok
g2’ i=1i g2 g2 , 1L =1
u]wtl
i,w ’ l#l
UlW_glf ’ Wivjswz{ ujwb ok
g2 , 1L =1

Finally, B returns (Z, h, {A;, Bi}ie[1.1> {Uiwhie[1.L1.weU>
{Wijwhijell,Ll,i%jweu) to A.
Query Phase: A performs queries as follows:
1) H Query: Given m;, B returns H(m;) to A if
(m;, yi, H(m;)) € Lg. Otherwise, B randomly samples
Vi € Zp, sets H(m;) = gﬁ", returns H(m;) to A, and adds
(mj, yi, H(m;)) to Ly.
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2) Key Generation Query: Given the user index i € [1, L],
B proceeds as follows.

a) If i # i*, B chooses sk; € Z,, computes pk; = g%,
returns pk; to A, and adds (i, pk;, sk;) to Liey.

b) If i = i*, B sets sk = a, pkix = g‘iki* = g‘f, returns
pki to A, and adds (i, pki, ) t0 Liey.

3) Aggregation Query: Given the tuples (i, S;, ;;E-) for
i € [I.L], B checks if {i,pki} € Liy. If so, B
runs the alggrithm Aggregate to compute {T, {Uy}weu,
{Pitier1.1> {Wiwhie(1.L)wev}. Otherwise, B proceeds as
follows.

a) If ];I;, is valid, B adds i to L., and run the
a’lgorithm éggregate to compute {/f, {/UW}WGU,
{Pi}icr1,01s (Wiwlie(1,L,weu}-

b) Otherwise, BB returns L.

FiEally B returns mpk = (T, {ﬁw}wey) and aux =
({Pi}icn1,L1s {Wiwhiel1,L1,wev) to A.

4) Encryption Query: Given a tuple (i, S;, R), B generates
a vector X = (s, x2, X3, ...,x?‘)T € Zﬁj, and computes

Ak = Fy - X, where Fy is the kth row of the matrix F. B

randomly selects © € Zp, hy, hy € Gy such that hy-hy =

h and computes

Cir=m-e(g1,8)", Cr=g)

—s

A 5 A
Cyx = hy* - U %y = hy* - ]_[ Ui
ie[1,L], weS;
—5
Cy=h}- T =hj. g L Cs=2gf
i€[1,L)
ski iQ2 i-ski
Co = H(Cy| - - - [ C5) - AT = g™ . ghihi,

Finally, B returns ct = (C1, C2, {C3 k}ke[1.n%], C4, Cs,
Cs, Co) to A.

5) Corruption Query: Given the user index i € [1,L], B
looks up Liy to obtain (i, pk;, sk;) and returns sk; to A
if i # i*. Otherwise, BB returns L.

Forgery: A outputs ciphertext ct under (i, m*). If i # i*, B

terminates. Otherwise, we have H(CY|| - - - [|C5) = g;[*.
According to the algorithm Encrypt, Ci = gf/ and
C; =H(CY| - ||C’5k)fl -Affi* =g, " g% can be ipncluded.
Therefore, B can compute ¢(Cy) - (C3) 7" = <p(A';*’*) = g‘l’b,
which contradicts the CDH assumption. |

VII. PERFORMANCE EVALUATION

This section compares RBF-AC with the related schemes
XNL+ [14], SYT+ [15], XNH+ [16], and WMZ+ [22] in
terms of functionality, computation cost, and storage cost.

A. Functionality Comparison

Table I presents the functionality comparison between
RBF-AC and [14], [15], [16], [22]. It is obvious that our
RBF-AC can achieve more functions compared to [14], [15],
[16], and [22]. Specifically, only our RBF-AC can achieve
without fully TA, which not only reduces the cost of system
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TABLE II
FUNCTIONALITY COMPARISON

Schemes F1 F2 F3 F4 F5 Fé6 F7

XNL+ [14] [ J O ([ ] O O @) [ ]
SYT+ [15] [ J O [ J O O O [ J
XNH+ [16] [ J O ([ ] ([ ] O [ [ ]
WMZ+ [22] [ J O [ J O O @) [ ]

RBF-AC [ ] ([ ] ([ ] ([ ] [ ] ([ ] ©)

F1: Bilateral fine-grained access control; F2: Without fully trusted authority;
F3: Dynamic join; F4: Dynamic exit; F5: Attribute updates; F6: Outsourced
decryption; F7: Unbounded user number; @ : Satisfied; O : Unsatisfied.

TABLE III
NOTION AND DESCRIPTION OF CRYPTOGRAPHIC OPERATIONS

Notations Descriptions Time (ms)
Tp Bilinear pairing operation 5.6464
T Map-to-point hash operation 23.4527
T Addition operation in G 0.0099
Te Exponentiation operation in G 4.6956
Teg Exponentiation operation in G 0.4951

establishment but also avoids the privacy leakage caused by the
TA compromises. Nevertheless, there exist tradeoffs between
security and flexibility in RBF-AC, i.e., it needs to predefine
the number of users. Additionally, RBF-AC supports dynamic
exit and attribute updates. In this way, the vehicles that leave
the system no longer have access to the data even though
their attributes satisfy the policies of SPs. Meanwhile, when
the attributes of vehicles, such as appearance and ownership
change, RBF-AC can update the vehicle attributes to adjust
new access rights.

B. Performance Comparison

The experiments were conducted on a 64-bit Ubuntu oper-
ating system using a personal computer equipped with an
i5-10400 CPU running at 2.90 GHz and 4 GB of RAM. Under
128-bit level, Type-F pairing over a curve E:y* = x> + x is
selected.

Table III describes the running time of cryptographic oper-
ations. Furthermore, |Z,| = 256 bits, |G| = 3072 bits, |G| =
3072 bits denote the size of an element in Z,, G, and Gr.
Table IV compares RBF-AC with XNL+ [14], SYT+ [15],
XNH+ [16], and WMZ+ [22] for computation and storage
cost.

According to Table IV, the computation and storage cost
of all the schemes are mostly closely related to the size of
the attribute set |S|. In terms of computation cost, XNL+,
SYT+, and WMZ+ require a map-to-point hash operation
for each attribute in the encryption algorithm, while it is
not involved in XNH+ and RBF-AC. Therefore, as the
size of attribute set |S| increases, the encryption cost of
RBF-AC grows more slowly compared to XNL+, SYT+,
XNH+, and WMZ+. For the verification algorithm, RBF-
AC requires fewer exponentiation operations in G compared
to others since the simplicity of the encryption key. For
the decryption algorithm, XNH+ and RBF-AC have fixed
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TABLE IV

COMPARISON OF COMPUTATION AND STORAGE COST
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o Computation Cost Storage Cost
Encryption Verification Decryption Encryption Key Decryption Key Ciphertext
(2]S] +3)T. + (25| (218 4+ 1)Tp + |S| Teg 25| Tp+
XN (4] | 40T, + @[S4 0Tn H(SIH TSI+ DT 1| + (S| + 1T, (8 DSl 21 e (@181 2) 8+ Ol
=3072(|S| + 1) = 614415 = 9216 |S| + 9216
= 56.3164 | S| + 37.5494 = 35.2505 | S| + 29.109 = 11.7978 S| + 0.0099
B8 +2)Te + (2|9| 2|8+ 1)Tp + |S| Te 2|S| T+ .
SYT+ (15 | +1)Tut 2181+ 0T 4051+ DTa 4 (514 DT 1| Teg + (S| + )T 21stiel 211G @151 +2) |G|+ [Gr|
=6144|9| = 6144|59| = 9216 |S| + 9216
= 61.012|S| + 32.8538 = 35.2505 [S| 4 29.109 = 11.7978 |S| + 0.0099
(8|S|+8)Te (3|S|+2)Tp +2|S| Te
Teg + Ta (218 +2) |G| |Zyp)| BIS]+4) |G| + |G|
XNH+ [16] +(4]S| +6)Ta + T, S| Teg +3|5|Ta + T ©
(4151 +6)Ta + Tt 151 Teg + 3151 Ta + Tt = 0.5050 = 6144|S| + 6144 =256 = 15360 |S| + 15360
= 37.6044 | S| + 61.0769 = 26.8552 | S| + 34.7455
(418 +2)T. + (|S|+ 41| Tp+ 21| Tp+
y v n (ISI+ DGl + |Zp] 2181+ 1) |G| (28] +3) |G| + |G|
WMZ+ [22] DTa + (21S)TH 415] Teg + (21S)Ta [8] Teg + (IS] + D) Ta o )
= 3072 5| + 3328 = 6144|S| 4 3072 = 6144 S| + 12288
= 65.6977 | S| 4 9.4011 = 24.5858 |9 = 11.7978 | S| 4 0.0099
(218 4+ 7)Te+ (218 +4)Tp + (|S|+
RBF-AC (18] + 9Ta 4T DTu + (S| 4 8)Ta + T Teg +2Ta 125 12| (18] +4) |G| + |G|
o cc ot H =0.5149 =256 = 256 = 3072|S| + 15360
= 9.4011 S| + 56.3506 = 11.7978 |S| + 46.5631
2000 1200 400
f~o—xnL+ [—®—XNL+
(h—SYT+ (A= SYT+
i [—v—XNH+ / 1000 - 320 | [V XNH+
600 4| g Wz d [ WMZ+
[—#—RFB-AC]| & {—#—RFB-AC
2 / 2 8004 2
§ 1200 4 1 # \Er %ZJ(’-
'i ™ x / / '-i 6004 2 |
= 00 A v/ £ | E 160 |
é // é a0 ! &
4004 804
// 2004
0 2 T T T T T 0 T T T T T 0 * t t t t
0 5 10 15 20 25 30 0 5 10 15 20 25 30 0 5 10 15 20 25 30
Number of attributes Number of attributes Number of attributes
(@ (b) (©

Fig. 4. Computation cost. (a) Computation cost of encryption. (b) Computation cost of verification. (c) Computation cost of decryption

Size(bit)
b
Size(bit)

Number of attributes

(2)

Fig. 5.

computation cost, which is much smaller than XNL+, SYT+,
and WMZ+. The main reason is that the outsourcing compu-
tation technology is adopted in XNH+ and RBF-AC, where
a large amount of decryption cost is outsourced to the cloud
server. Regarding storage cost, RBF-AC achieves a fixed-
size encryption key because all the parameters are included
in the common reference string. In contrast, the size of the
encryption key in XNL+, SYT+, XNH+, and WMZ+ depends
on |S|. Additionally, XNH+ and RBF-AC have a fixed-size
decryption key because the matching of attributes and policies
is performed by the VCS. Compared with XNL+, SYT+,
XNH+, and WMZ+, RBF-AC has the lowest ciphertext storage
cost.

Number of attributes

Size(bit)

20 25 30

Number of attributes

(b) (©)

Storage cost. (a) Storage cost of encryption key. (b) Storage cost of decryption key. (c) Storage cost of ciphertext.

Fig. 4 presents the running time of the encryption, ver-
ification and decryption algorithms. Specifically, Fig. 4(a)
indicates that the running time of the encryption algorithm in
all the schemes is proportional to the number of attributes.
Nevertheless, RBF-AC has the slowest growth rate. When
the number of attributes is 30, the time required for SPs to
generate the ciphertext in XNL+, SYT+, XNH+, WMZ+, and
RBF-AC is 1738.1, 1762.3, 1189.2, 1980.3, and 338.4 ms,
respectively. RBF-AC saves 80.4%, 80.8%, 71.5%, and 82.9%
compared to XNL+, SYT+, XNH+, and WMZ+. The running
time of the verification algorithm in all the schemes is
illustrated in Fig. 4(b). As the number of attributes increases,
RBF-AC achieves the best efficiency. When there are 30
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attributes, the time required for VCS to verify the ciphertext
in XNL+, SYT+, XNH+, WMZ+, and RBF-AC is 1117.9,
1132.5, 839.5, 737.6, and 400.5 ms, separately. Compared
with XNL+, SYT+, XNH+, and WMZ+, RBF-AC reduces
64.2%, 64.6%, 52.3%, and 45.7%. As illustrated in Fig. 4(c),
the running time of the decryption algorithm in XNL+, SYT+,
and WMZ+ grows as the number of attributes increases, while
the outsourcing computing is adopted in XNH+ and RBF-
AC. Therefore, the time required for vehicles to decrypt the
ciphertext remains constant.

Fig. 5 illustrates the storage cost of the encryption key,
decryption key, and ciphertext. Concretely, as shown in
Fig. 5(a), the storage cost of encryption key in RBF-AC is
independent with the size of attribute set |S|. In contrast, the
storage cost of encryption key in XNL+, SYT+, XNH+, and
WMZ+ is proportional to |S|. Therefore, RBF-AC maintains
lower storage cost even though there exists a large attribute
set. The storage cost of decryption key is depicted in Fig. 5(b),
where the cost of XNL+, XNH+, and WMZ+ is related to
|S|. On the contrary, SYT+ and RBF-AC have a fixed-size
decryption key. Fig. 5(c) shows the ciphertext storage cost of
XNL+, SYT+, XNH+, WMZ+, and RBF-AC. It is obvious that
RBF-AC has the lowest cost. When |S| = 30, the ciphertext
storage cost of XNL+, SYT+, XNH+, WMZ+, and RBF-
AC is 196608, 285696, 476160, 293376, and 107520 bits,
respectively. RBF-AC reduces the ciphertext storage cost by
45.3%, 62.4%, 77.4%, and 63.4% compared to XNL+, SYT+,
XNH+, and WMZ+.

VIII. CONCLUSION

This article presents a RBF-AC in VSNs. On the one
hand, RBF-AC achieves bilateral fine-grained AC. Namely, SP
can accurately choose vehicles and offer customized services,
while vehicles can precisely identify the required data from
diverse information sources based on their needs. On the
other hand, RBF-AC allows SPs and vehicles to generate the
keys locally and does not require any fully TA and secure
channels. In addition, efficient dynamic vehicle management
is fulfilled in RBF-AC. Whether vehicles join, leave VSNs
and attributes change, RBF-AC is capable of updating the
corresponding parameters with minimal computational cost.
Finally, we provide formal security proofs and performance
evaluation to demonstrate that RFB-AC is highly suitable
for VSNs and offers superior practicality and potentiality
compared to existing schemes.

Although RBF-AC can achieve nice security features, there
are other security challenges in VSNs to be solved, such as
physical vehicle capture attacks and attribute privacy leakage.
In future work, we will conduct more thorough investigations
for the security challenges in VSNs. Furthermore, the corre-
sponding solutions will be proposed, including forward-secure
data transmission scheme and attribute-hiding data sharing
scheme.
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