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a b s t r a c t 

The rapid development of sensing, automation and communication technologies has led to 

the proliferation of the Internet of Things (IoT), providing recognized promising opportuni- 

ties to build complex industrial systems and applications, leveraging the growing ubiquity 

of Radio Frequency Identification (RFID) and wireless sensor devices. With the pervasive- 

ness of the interconnected systems encompassed with an ever-growing number of RFID- 

enabled devices being deployed, RFID security is an issue of high concern. As lightweight 

security encryption primitive, Physical Unclonable Function (PUF) is used to protect the 

information security of low-cost devices. Unfortunately, they are vulnerable to attacks, so 

countermeasures should be employed in the design. Aimed at low-cost and security of 

connected IoT devices to satisfy various security requirements of RFID technology in IoT, 

a two-stage multiple-choice arbiter (TSMCA)-based PUF in RFID systems is proposed, re- 

ferred as TSMCA PUF. It is aimed at the design of a double PUF-based bidirectional RFID 

identity authentication protocol that permits the realization of bidirectional authentication 

between a server and a tag for the IC authentication in low-cost RFID systems, where the 

exclusive-OR (XOR) and character padding operations are adopted to generate the response 

of the PUF; the string-matching method is used in authentication, without exposing the 

PUF response to the verifier. Evaluation and analysis show that the advantages over con- 

ventional schemes include reduced area, higher randomness, and high stability, yet exper- 

imental results depict that the proposed protocol is promising resilient against attacks and 

practical for the deployment of low-cost hardware. 

© 2019 Elsevier Inc. All rights reserved. 

 

 

1. Introduction 

Radio Frequency IDentification (RFID) is a wireless technology capable of automatic and unambiguous identification yet

essential to the development of the Internet of Things (IoT), making incredible strides for the connected world. RFID systems
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consist of a tag, a reader, and a backend server, where the tag has a unique identity and can enter the working area of the

reader for read/write operations. As depicted in Fig. 1 , the tag encrypts the identification information and sends it to the

reader, which authenticates the received data and the tag ID. An RFID system is categorized either as passive or active

[12] , depending on whether the system utilizes tags with an internal power source or powered by energy transmitted from

RFID readers to broadcast signals continuously. The low-cost RFID devices underline the challenges of securing systems [21] ,

since traditional encryption primitives increase the cost of such devices, as the power consumption of traditional encryption

primitives is excessive high [28] . While the challenges in designing low-cost secured RFID systems include limited capacity

and computation capability of the device [5] , realizing a safe and inexpensive protection technique to ensure the security of

user information is critical [20] . 

The Physical Unclonable Function (PUF) is a physical entity embodied in a physical structure, a hardware circuit that

depends on chip characteristics and profound submicron variations during manufacturing to uniquely characterize each chip

[19] . It is unclonable and unpredictable, as they are unable to simulated or copied, providing security assurance for chips

with low cost and high security. PUF can also be inserted into integrated chips at minimal cost to recognize RFID modules

[23] . The intrinsic delay of PUF and the number of logic gates are unique. As a consequence, responses of two PUFs are

different for the same challenges. As PUFs are unpredictable, attackers that attempt to extract responses will encounter

additional difficulties compared to those found in traditional cryptosystems. PUF has been used in intellectual property (IP)

protection [8] and secure authentication [11] , among several others. 

Embedded system technologies make the development of devices possible at low-cost, low-power, and small-sized [29] .

However, PUF-based RFID identity authentication protocols require an error correction module to stabilize PUF outputs, and

the use of many hash operations in some of these protocols (e.g., [38] and [13] ) results in additional manufacturing costs

and thus economically unviable. Thereafter, the proposed research addresses issues of cost restriction in state-of-the-art

RFIDs, and the contributions are listed next. 

• A two-stage multiple-choice arbiter (TSMCA) based PUF structure is proposed, that is more stable and reconfigurable

than traditional arbiter PUF structures (e.g., four-stage arbiter PUF). Moreover, a double PUF-based bidirectional RFID

identity authentication protocol is proposed for low-cost hardware circuits, that consists of a two-stage PUF, a four-way

selector, and a selection module, 

• A novel PUF string encryption algorithm is proposed, utilizing the latest string-matching authentication mechanism for

high security and efficiency, 

• The double PUF structure to effectively save RFID system costs and avoiding the store of many incentive response pairs

are utilized. The tag does not need non-volatile memory (NVM) to store registration information and no hash operations

are performed, 

• Ban logic analysis, Proverif tool simulation, and security analyses of the protocol are performed, showing that the pro-

posed protocol can effectively resist to many current mainstream attacks, 

• A FPGA version of PUF is implemented to validate the proposed approach and compared with other well-known proto-

cols/filters. 

The remaining of this paper is organized as follows. Section 2 presents the related work, Section 3 introduces the pre-

liminaries of PUFs and PUF protocols, and the proposed RFID bidirectional identity authentication protocol based on double
Fig. 1. An example RFID authentication system. 
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Fig. 2. Structure of four-stage arbiter PUF. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

PUF circuits. Section 4 discusses the analyses of the proposed protocol’s security and performance evaluation, and finally,

Section 5 concludes this paper and presents future directions. 

2. Related work 

With the widespread use of portable devices, the architecture and structure of systems are even more complex and so-

phisticated [27] . Many security solutions have been proposed to ensure the security of RFID systems, such as cryptographic

approach based on physical hardware (e.g., the fire extinguishing method [26] ), cryptography-based secure protocol, and

bitwise operation-based lightweight authentication protocols (e.g., LMAP + protocol and UMAP protocol). Examples of RFID

authentication protocols include hash function protocol [26] , HB protocol [1] , and improved LMAP + protocol. For instance, a

hash function is an encryption algorithm with high hardware cost and used in MD4, MD5, and SHA-256 operations, approxi-

mately 7350–10,868 logical gates [24] are required for such an implementation; to implement the AES encryption algorithm

[2] , 3400 logical gates are needed. That is, about 20 0 0 logic gates in the tag of a typical lightweight RFID system are used

for security, increasing the hardware overhead when manufacturing such RFID systems. In such a design, RFID secure mode

depends on binary secret keys and encryption algorithms, and the keys are always stored in NVM despite its vulnerability

to side-channel attacks [34] and attackers may capture the keys. Most RFID devices are executed in complex environments,

they have ultra-small areas and ultra-low power overhead due to resource limitation. Since traditional cryptology-based RFID

protocols cannot work with these requirements [15] , PUF has widely been considered as a new chip encryption method due

to its low implementation cost and high security [26,16,1,24,2,34,15] . 

PUF utilizes manufacturing variances to generate communication, and this randomness involves transmission delay, hard-

ware structure, and sensitivity to temperature [7] . For instance, a four-stage arbiter PUF consists of four single-arbiter PUFs

and one XOR unit, as depicted in Fig. 2 . Similar to other PUFs, PUF communication is unique and produces an unpredictable

pair of challenge-response messages in RFID devices [24] . The outputs of four single-arbitrators are the input to the XOR

module to form a bit output. This structure improves the security and unpredictability of PUF [10] while leading to higher

manufacturing costs. 

Suh et al. utilized PUF in a RFID system [33] , where each response of the PUF tag is stored in the backend database yet

drew during authentication. If the new response generated from the tag is the same as that stored in the database, then

one-way authentication of the tag valid to the reader is achieved. Though, the method proposed in [13] is not considered

in this research due to the manufacturing cost as well as the vulnerability to Machine Learning (ML) attacks [35] . In recent

years, such a kind of attacks has severe impact on PUF, since the delay parameters of PUF mainly determine the challenge-

response behavior of the arbiter PUF. Machine Learning (ML) algorithms collect and analyze the challenge-response pairs

(CRPs) of the arbiter PUF and randomly generates n PUF models with different delay parameters. Furthermore, these models

are trained by collected CRPs, so the PUF model with the challenge response behavior closest to the original arbiter PUF is

selected among n PUF models. Additionally, the delay parameters of the selected PUF model are randomly mutated so new

PUF models are generated, and continuously repeated as many times as needed until the final trained PUF model produces

a similar response as the original arbiter PUF. 

Ruhrmair et al. proposed a method to model PUF by using ES- and LR-based Machine Learning algorithms [32] , where

the attackers may guess the internal linear delay vector after capturing many CRPs, so the simulated PUF is realized via

software modeling [3] . Majzoobi et al. proposed the authentication verification model and used a PUF model for system

security [25] in the following way: as the trusted manufacturer can access the PUF structure in the prover through the I/O

pins of the chip and retrieve enough CRPs to train the PUF model, it is successfully built with the I/O pin permanently
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destroyed, and no longer can access the PUF via the I/O pin. Next, the trusted manufacturer sends the PUF model to the

verifier, which stores a PUF model for each prover. 

The original PUF and PUF models have similar challenging response behavior. In [25] , it used an authentication veri-

fication model and proposed a slender PUF identity authentication protocol. In the authentication phase of the protocol,

the prover and the verifier jointly generate the challenge information of the PUF. With two response strings generated, the

prover extracts the substring in the random position of the response string (the length of the substring is shorter than the

response string). As the substring is sent to the verifier, it authenticates the received substring with the response information

generated by the PUF model. In [31] , Rostami et al. added the process of filling substrings with random bits [25] , so that the

length of the filled string is equal to the length of the original response string and have the filled string sent to the verifier.

Verifier can extract substring information through response information generated by the PUF model and verify the identity

of the prover through the substring information. The methods presented in [25] and [31] turn impossible the attacker to

directly obtain the information of the substring, which improves the difficulty of ML attacks. However, Mukhopadhyay et al.

successfully attacked the protocols [25] and [31] with methods designed using Machine Learning [22] , proving that these

protocols are not fully resistant to Machine Learning attacks. 

To address this issue, Yu et al. improved the algorithm of PRNG, locked the relationship of the response information and

set the maximum number of authentications d for each device [36] . This protocol achieves the goal of resisting to Machine

Learning attacks by limiting the ability of attackers to collect the CRPs. Nevertheless, the protocol cannot resist replaying

attacks, as the attacker can intercept and replay the identity information of each device, causing the device’s authentication

number c to be higher than the maximum authentication number d . Therefore, the device will no longer be able to access

the server. In response to the problems abovementioned, Gope revoked the restrictions on the number of accesses to devices

[9] and used the pseudo-identity PID method for authentication. In the registration phase, the registry assigns each tag a

temporary identity ( TID ) and a set of pseudo-identities ( PID ). As the attacker destroys the authentication process of the

protocol and causes an invalid TID , the tag randomly selects a PID i for identity authentication. Nevertheless, the protocol is

only applicable to tags with large storage capacity and rich computing resources; moreover, after the attacker exhausts the

PID information inside the tag by intercepting and playing back the TID information, the device needs to be re-registered to

be certified. Two critical issues, including ability against Machine Learning attacks and achieving lightweight authentication

are mainly considered in this proposed approach. 

3. Proposed identity authentication protocol 

3.1. TSMCA PUF 

The four-stage arbiter PUF is the most popular among the common PUFs. Unfortunately, approximately 40,0 0 0 CRPs are

required to conduct ML attacks on a four-stage PUF [3] . To increase PUF security and stability and defend against ML attacks,

a novel TSMCA PUF is proposed. 

A secure PUF structure must satisfy the avalanche effect. That is, as one bit (or several bits) of the challenge changes,

more than half bits of the response flip. An illustration of the TSMCA PUF structure with limited resources is shown in Fig. 3 .

The PUF structure includes a four-way selector between the arbiter and the multiplexer, in which the selector chooses

the path of the signal for the arbiter, and the response must be sent to the arbiter via the selector. The selector is controlled

by five bits, so 24 paths are made available for selection each time, thus achieving high reconfigurability. Compared with the

four-stage arbiter PUF, the proposed structure requires fewer hardware resources and a smaller area. The challenged order

of both PUFs is opposite, and the attacker needs to record two challenge information at the same time, which can effectively

increase the difficulties of the attacker attacking the PUF. 

To achieve responsive stability, a selection module is added to the PUF structure to follow the rule of “the minority

obeying the majority”, where the input signal is constructed by a pseudo-random number generator (PRNG). Each signal is

inputted five times repeatedly, and the result is transmitted to the arbiter. The output value with the highest count is used as
Fig. 3. Structure of a TSMCA PUF. 
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Table 1 

Notation description. 

Symbol Definition 

PRNG Pseudo-random number generator 

TRNG True Random Number Generator 

Seed The seed of PRNG 

PUF _ mod Legal PUF certification model 

T A The random number generated by the server 

T B The random number generated by the tag 

h ( . ) Hash function 

� XOR operator 

‖ The operator to cascade two messages 

c,c ’, c 2 , c 2 ’ The challenge of PUF 

R , R ’, R 2 , R 2 ’ The response of PUF 

L Length of PUF response 

Ind A random index of the bit string 

Sea A function to find string information 

match A function to match strings 

Pad A function for bit-wise padding 

Fig. 4. Generation of the seed of the PRNG. 

 

 

 

 

 

 

 

 

 

 

 

 

 

the output of the PUF. Compared with traditional error correction modules, the proposed structure requires fewer hardware

resources and has excellent stability and reconfigurability, and thus suitable for a system with cost-restricted resources. 

The double PUF structure is included in the proposed protocol. The tag contains an original PUF and the server that

contains a PUF model revealed and shown that it can be built through Machine Learning. Moreover, this PUF model can

be built within a short period, and its behavior is similar to that of the original PUF. Accordingly, the proposed protocol is

adequate and effective for identity authentication. The original PUF is adopted in the TSMCA PUF instead of the four-stage

arbiter PUF due to its proper response characteristics and suitability for lightweight tags. 

3.2. Bidirectional PUF authentication protocol 

In this protocol, the communication between the reader and the backend server is considered safe by default, as tags

require only simple bit and logical operations to achieve secure authentication. It adds a hash function in the verifier to

avoid man-in-middle attacks while altering the PUF and does not expose the response of PUF during the interaction between

server and tag, so more secure than the substring matching method of the slender PUF protocol. 

The proposed bidirectional authentication protocol includes two parts, namely (1) the server that verifies the tag and (2)

the tag that verifies the server. The notations used for the protocol are defined in Table 1 . 

3.3. Production of PRNG seed 

In the proposed protocol, PRNG is utilized to generate the challenge of the PUF, as the output of PRNG is determined by

the seed. The procedure for generating the PRNG seed is shown in Fig. 4 , where a hash function is adopted to the initial

message in the server. 

The server and the tag generate private random numbers T A and T B by using TRNG, with the server calculating

M = h ( T ) �T then sending M to the tag. Once having received M , the tag calculates M = M �T = h ( T ) �T �T and then
1 A A 1 1 2 1 B A A B 
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Fig. 5. The verification process of the server with GW from the tag. 
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sends back M 2 ‖ T B to the server. After received M 2 ‖ T B , the server calculates M 3 = M 2 �T B �h ( T A ) = T A ’ . The result T A ’ is then

compared with the T A : if the equation T A ’ = T A is valid, then M 2 is used as the seed of PRNG, denoted by Seed = ( M 2 ). 

After the successful generation of PRNG seed, the steps of server and bidirectional tag authentication, as well as the

string encryption and extraction process, are introduced in Section 3.4 . 

3.4. Server verifying tag 

The process of verifying the tag by the server is shown in Fig. 5 , as the PRNG outputs the challenge of PUF by using the

generated PRNG seed, as per the discussion presented in the previous section. The detailed process of the server verifying

the tag is as follows. 

teps 1 and 2: The first two steps involve seed M 2 and the output of PRNG as the challenge of PUF, denoted by c ’ = G ( Seed )

and c = G ( Seed ), 

Step 3: Server and tag individually generate the response strings R ’ and R by applying challenges c ’ and c to the PUF

model of server and PUF of the tag. The length of the response string is set to L . The response R ’( R ) is divided

into the two substrings A ’ and B ’ ( A and B ), 

Step 4: The XOR operation is performed on A ’ and B ’ ( A and B ) to obtain PW ’ ( PW ). Then PW ’( PW ) is divided into two

substrings of C ’ and D ’ ( C and D ) with the same length, 

Step 5: Strings C and D of the tag are padded by randomly bits. The GW with the padding represents a new string

containing C and D and then sent to the server, 

Step 6: Authentication information C and D are extracted by the server after receiving GW and by using its own C ’

and D’. When search C ’ and D ’ in GW , C ’ and D ’ are matched from the ind 0 and ind L- 1 positions of GW to find

the substrings C and D , which have the minimum Hamming distances to C ’ and D ’, 

Step 7: C and D are compared with C ’ and D ’, 

Step 8: If the error bits in the comparison are less than the threshold ε, then the server has successfully verified the

tag . 

3.5. Tag verifying server 

After completing the verification of the server to the tag, the tag needs to verify the server as the second part of the

protocol. Fig. 6 details the steps of this procedure. 

Step 1: Server and tag use the corresponding information PW , and the seed of the pseudo-random number generator

is denoted by Seed = { PW }, 

Step 2: The PRNG with PW is used to generate the challenges of PUF_mod and PUF, 

Step 3: Server and tag individually generate the responses R 2 
′ and R 2 by challenges c 2 

′ and c 2 . Server (Tag) divides

the response R 2 ’( R 2 ) into two substrings A 2 
′ and B 2 

′ ( A 2 and B 2 ), 

Step 4: The XOR operation is performed on A 2 
′ and B 2 

′ ( A 2 and B 2 ) to obtain PW 2 
′ ( PW 2 ), and server and tag divide

the PW 2 
′ ( PW 2 ) into C 2 

′ and D 2 
′ and ( C 2 and D 2 ), 

Step 5: The substrings are padded to a specific length by actual needs. GW 2 
′ denotes a new string, including padding,

C ′ and D ’, and then sent to tag for verification, 
2 2 
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Fig. 6. Verifying process of tag with GW 2 
′ from server. 

Fig. 7. Dichotomy XOR method for the string. 

 

 

 

 

 

 

 

 

 

 

 

 

Step 6: The authentication information of C 2 
′ and D 2 

′ are extracted. The tag receives GW 2 
′ and makes use of C 2 and

D 2 . Next, C 2 and D 2 are matched from the ind 0 and ind L -1 positions of GW 2 
′ to find the substrings C 2 

′ and

D 2 ’, which have the minimum Hamming distances to C 2 and D 2 , 

Step 7: C 2 and D 2 are compared with C 2 
′ and D 2 ’, 

Step 8: Tag verifies the server consecutively if the error bits in comparison are less than the threshold ε. 

3.6. String encryption and extraction 

In the proposed authentication protocol, dichotomy XOR and padding methods are used to secure the response, so the

verifier must extract and authenticate the encrypted information by using the correct strings. The processes are demon-

strated in the following sections. 

3.6.1. Dichotomy XOR of string 

The PUF_mod and PUF generate two responses, R ’ ( R 2 ’) and R ( R 2 ), respectively. The XOR operation further transforms

these responses, as shown in Fig. 7 that the assumed length of the response in the prover is L = 32, so the substring of R is

selected from Position ind = 0 to ind = 15 (denoted by A ) and the substring from Position ind = 16 to ind = 32 is denoted by B .

The operation A XOR B is the method to generate PW . 

This procedure requires no extra hash function since only a simple XOR operation is used. Moreover, information PW

does not expose the response behavior of the PUF, as the response behavior of PUF is undetermined, and the attackers

cannot model PUF through traditional machine learning attacks. Hence, this approach performs better in terms of security

and lighter-weighted properties than the traditional method. 

3.6.2. Character padding 

This section describes the padding procedure, where the prover divides the PW into two substrings C and D, cascaded

next with some random paddings to form the new string GW . As depicted in Fig. 8 , the authentication information C and
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Fig. 8. Random padding method. 

Fig. 9. Extraction of the authentication information. 

 

 

 

 

 

 

 

 

 

D are hidden in GW such that the attacker cannot directly capture C and D . The positions of substrings C and D in GW are

random yet the length of GW is not determined, being adjusted on demand. Though, the extraction of a large GW is highly

time-consuming. 

3.6.3. Extraction of the authentication information 

After received GW , the server utilizes C ’ and D ’ to find the real C and D in GW . 

As shown in Fig. 9 , the server divides PW ’ into C ’ and D ’ to perform a match with GW and find C and D . By using the

extracted C and D , the server can individually compare C and D with C ’ and D ’. If the comparison results have fewer error

bits than the threshold set ε in the system, then the tag can be authenticated. 

4. Protocol analysis 

4.1. BAN logic analysis 

4.1.1. Symbols and rules 

BAN logic uses a highly extensive protocol security analysis method, that is widely used in verifying the correctness of

key agreement authentication protocols. This protocol is logical and secure only if it meets certain specific objectives, whose

symbol description is shown in Table 2 . P and Q represent two principals in the protocol, X the information, and K the

encryption key. 

The BAN logic rule is divided into two parts that represent the upper and lower parts of the expression, respectively

known as condition and conclusion. Specific rules are strictly followed when performing BAN logic analysis as follows. 

Rule 1 (Message-meaning rule): 
P |≡P 

K ↔ Q,P � { X} K 
P|≡Q∼X 

. If P believes that it shares key K with Q , and P receives encrypted infor-

mation { X } K , then P believes that Q once sent message X , 
Table 2 

Ban symbols. 

Symbols Instructions Symbols Instructions 

P � X P receives X P | ≡ X P believes information X 

P | ∼ X P sent message X P | ≡ #X P believes X is new 

P 
K ↔ Q K is the shared key of P and Q P ⇒ X P can control X 

(X , Y) Information about X and Y (X , Y) K (X,Y) By K-encryption 
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Table 3 

Protocol idealization. 

Messages Instructions 

1. S → T : h ( T A ) �T A S sends message h ( T A ) �T A to T. 

12. T → S : h ( TA ) �TA �TB , TB T sends a message h ( TA ) �TA �TB , TB to S. 

3. T → S :{ GW } M 2 T sends a message { GW } M 2 to S. 

4. S → T :{ GW 2 ′ } PW S sends a message { GW 2 ′ } PW to T. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Rule 2 (Nonce-verification rule): P |≡#(X ) ,P | ≡Q |∼X 
P| ≡Q |≡X 

. If P believes that X is new and believes that Q once sent message X ,

then P believes that Q believes X , 

Rule 3 (Jurisdiction rule): P| ≡Q⇒ X,P |≡Q|≡X 
P|≡X 

. If P believes that Q can control X and believes that Q believes X , then P believes

X , 

Rule 4 (Freshness rule): P|≡#(X ) 
P|≡#( X,Y ) 

. If P believes that X is new, P believes that ( X , Y ) is new. 

In this research, two servers and tags of the protocol are denoted by S and T . Assuming that the parameters are correct,

then the proposed authentication protocol should meet the following goals: 

(a) S| ≡ h (h ( T A ) � T A � T B (S believes message h (h ( T A ) � T A � T B ) 

(b) S | ≡ { GW } M 2 
(S believes the message { GW } M 2 

) 

(c) T | ≡ { GW 

′ 
2 } PW 

(T believes the message { GW 

′ 
2 } PW 

) 

4.1.2. Idealization 

The protocol is inserted into the BAN logic for verification. First, the protocol is converted into a BAN logic symbol

according to the message passing sequence, as shown in Table 3 . 

Messages 3 and 4 are encrypted by M 2 ( PW ) and sent by the tag to the server. GW ( GW 2 ’) depends on the challenge of

PUF, and M 2 ( PW ) is a key to generate the PUF challenge. Before performing the BAN logic analysis, we also make some

assumptions based on the state of the protocol, as shown in Table 4 . 

A1 implies that S believes h ( T A ) �T A is new, considering that T A is a random number generated by S, and it can be

guaranteed to be new. Next, A2 indicates that S believes that T can control the information h ( T A ) �T A �T B , so A2 is established

as the information is determined by T’s random number T B . A3 indicates that S believes the shared key h ( T A ) �T A with T ,

this piece of information is determined by the random number T A generated by S and the corresponding assumption is

established. Later, A4 and A5 denote that S(T) believe the shared key M 2 ( PW ) with T(S), and thus, M 2 ( PW ) is obtained after

the successful authentication of S(T), so A4 and A5 are also established. A6 and A7 indicate that S(T) believes that T(S)

can control message GW ( GW 2 ’). Two assumptions are established as GW ( GW 2 ’) is determined by the PUF structure of S(T).

Finally, A8 and A9 are also valid since M 2 ( PW ) is calculated by S(T). 

4.1.3. Proof 

The BAN logic in this paper demonstrates that the process must achieve the expected goals based on logic rules

( Section 4.1.1 ), idealization ( Table 3 ), and initial assumption ( Table 4 ). The process is described as follows. 

1. With rule 4 and assumption A1, we have 

S | ≡# h ( T A ) � T A � T B (4.1)

2. By using rule 1, Eq. (4.1) , and assumption A3, we have 

S | ≡ T | ∼ h ( T A ) � T A � T B (4.2)
Table 4 

The initial assumption of the protocol. 

Assumption Instructions 

A1: S | ≡# h ( T A ) �T A S believes h ( T A ) �T A is new 

A2: S | ≡ T ⇒ h( T A ) � T A � T B S believes that T can control this information 

A3: S | ≡ h( T A ) �T A ↔ T S believes that S and T share information 

A4: S | ≡ S 
M 2 ↔ T S believes that S and T share M 2 

A5: T | ≡ S 
PW ↔ T T believes that S and T share PW 

A6: S | ≡ T ⇒ { GW } M 2 S believes that T can control { GW } M2 

A7: T | ≡ S ⇒ { G W 

′ 
2 } PW 

T believes that S can control { GW 2 ’} PW 

A8: S | ≡# M 2 S believes message M 2 is new 

A9: T | ≡# PW T believes message PW is new 
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3. With rule 2, formula ( 4.1 ), and formula ( 4.2 ), we have 

S | ≡T | ≡h ( T A ) � T A � T B (4.3) 

4. By rule 3, assumption A2, and formula ( 4.3 ), we have 

S | ≡h ( T A ) � T A � T B (4.4) 

By adopting the four steps, we can prove that the goal (a) can be achieved. The proof process of goal (b) is as follows. 

1. Eq. (4.5) is established by rule 1, message 3, and assumption A4. 

S | ≡T ∼ { GW } M2 (4.5) 

2. According to rule 4 and assumption A8, we can obtain 

S | ≡# { GW } M2 (4.6) 

3. Given rule 2, formula ( 4.5 ), and formula ( 4.6 ), we have 

S | ≡T ≡ { GW } M2 (4.7) 

4. Given rule 3, assumption A6, and formula ( 4.7 ), we can obtain 

S | ≡{ GW } M2 (4.8) 

Goal (b) can be proven with the above four steps, and the proof of goal (c) is similar to that of goal (b) as follows. 

1. Formula ( 4.9 ) is established according to rule 1, message 4, and assumption A5. 

T | ≡ S | ∼ { G W 

′ 
2 } PW 

(4.9) 

2. Given rule 4 and assumption A9, to obtain 

T | ≡# 

{
G W 

′ 
2 

}
PW 

(4.10) 

3. Given rule 2 and formulas ( 4.9 ) and ( 4.10 ), we have 

T | ≡S | ≡{
G W 

′ 
2 

}
PW 

(4.11) 

4. By rule 3, assumption A7, and formula ( 4.11 ), we have 

T | ≡{
G W 

′ 
2 

}
PW 

(4.12) 

The Ban logic proof process ends with all objectives validated and demonstrates that the proposed protocol conforms to

the BAN logic. In ideal work environments, the proposed protocol can meet the logical requirements of the system. 

4.2. Proverif simulation 

The authentication part of the protocol has been simplified, as shown in Fig. 10 . At this point, the PUF module is formal-

ized as a P function, which is confidential and not obtainable by attacks. P functions and XOR operations are used in the

simplified protocol for encryption and authentication. At the end of the protocol execution, the shared keys sks and skt are

added. Moreover, the original protocol requires that the entity be authenticated appropriately under the premise of hiding

the PUF delay attribute, as the PUF behavior cannot be predicted. Finally, the simplified protocol also meets the requirement

and has a similar algorithm behavior to the original protocol and thus suitable for experimental analysis. 

Proverif is an efficient and stable algorithm analytical tool that can infer concepts based on specific rules [4] , widely used

in the analysis of information that involves the confidentiality and security of protocols. 

In the predefinition part of the algorithm shown in Fig. 11 , ch is the public channel, sch the secret channel, sks and skt

the session keys, P the P function, xor the XOR operation, con the symbol concatenation, and the equations are used to

define the XOR algorithm. From the perspective of protocol security, the goal in the proposed research is to prove that four

queries can be executed safely, where events ServerStart, Event TagStart, Event ServerAuth and Event TagAuth are the events

of the protocol. 

Fig. 12 shows the codes of the server and the tag, and the simplified protocol is formalized into the Proverif language.

As shown in this figure, lines 1 to 3 illustrate the server and tag receive the information of M2 in the secure transmission

channel sch, in the server code. Next, lines 4 to 13 code are Step5 to Step11 in Fig. 10 , indicating that the server receives

the information {TPW, U} from the tag, and starts to verify the identity of the tag. After completed and succeeded the

verification, {SGW, V} is calculated and sent to the tag. Finally, the server calculates the session key sks. In the tag code, the

lines 4 to 9 are Step1 to Step4 in Fig. 10 , indicating that the tag sends the {TPW, U} to the server for authentication. Next,

lines 10 to 16 are Step 10 to Step 15 in Fig. 10 , indicating that the tag receives the information {SGW, V} from the server,

starts authenticating the identity of the server, and if successful the verification, the session key skt is calculated. 

The four security queries were successfully executed, as shown in Fig. 13 . The results in lines 4 and 8 show the security

of sks and skt, proving that the sks and skt information are safe, yet the attacker cannot obtain the shared keys sks and skt.

The results of lines 12 and 16 indicate that the proposed protocol successfully executed two-way authentication in Proverif,

indicating that the protocol is secure in Proverif environments. 
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Fig. 10. Simplified protocol. 

Fig. 11. Predefinition part. 

 

 

 

 

 

 

4.3. Security analysis 

In this section, the proposed protocol is analyzed on how to ensure system security facing various security threats, and

the security is compared with that of the slender PUF protocol. 

4.3.1. Machine learning attacks 

In the slender PUF protocol, the substring W can expose the response behavior of PUF. Despite the increase in difficulties

for attacks, the protocol is not safe against machine learning attacks. Mukhopadhyay et al. proposed a method to attack

slender PUF by using ES-based machine learning and proved that slender PUF protocol is vulnerable since machine learning

attacks have been realized [22] . For the four-stage arbiter PUF, Mukhopadhyay assumes that the length of the slender PUF is

defined as L = 1024 with L = 256, where L is the length of the PUF response string, and L is the length of the substring.
sub sub 
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Fig. 12. Server and tag implementation. 

Fig. 13. Proverif results. 

 

 

 

 

 

 

 

They estimated that the attacker could analyze the critical delay vector information ω inside the PUF only with about

60 0,0 0 0 CRPs [22] . Once the PUF delay vector information ω is exposed, attacks are successfully launched by using machine

learning. 

In the proposed protocol, the server and the tag jointly generate the challenge information of the PUF, and the attacker

cannot impersonate either party to achieve the purpose of completely controlling the PUF challenge information. In the

phase of tag verifying server, the seed of PRNG is PW sent by the tag after the server successfully authenticates the tag.

Therefore, attackers cannot directly obtain PW . Moreover, the TSMCA PUF satisfies the avalanche effect, and replay attacks

do not occur with the duplicate response of PUF. In this work, the response R is processed by a dichotomy XOR. The response
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of PUF GW does not directly determine the string. Also, the entropy of GW is high, and string padding is random to avoid

exposing the original response. Consequently, attackers cannot obtain the response of PUF even if the information GW is

captured during the interaction. Moreover, machine learning attacks cannot select the optimal offspring of the machine

learning, and the delay information in PUF is not obtained. Thus, the proposed protocol is secure in terms of resisting

machine learning attacks. 

4.3.2. Man-in-Middle attack 

Attackers can damage the authentication when specific parameters are obtained or constructed by attackers. The slender

PUF agreement cannot resist man-in-middle attacks [22] . In the slender PUF protocol, the prover and the verifier generate

random numbers N v and N p . Both random numbers are used as the seed of PRNG , as denoted by Seed = ( N v ‖ N p ). Assume

that the method to connect the numbers is denoted by PRNG ( N v ‖ N p ) = LFSR ( N v ) �LFSR ( N p ). Also, it is assumed that the at-

tackers send the random number N v = N p via malicious attackers. After receiving the random number, the verifier performs

PRNG ( N v ‖ N p ), which causes the output of the PUF model to be equal to 0. If the malicious attackers send R sub = 0 or the

all-zero string, then the success rate of the authentication is 1/2. By playback, it can reach 1. 

In the proposed protocol, a hash function is added to the calculation of the server to ensure the security of the chal-

lenge. The server generates a random number T A and encrypts it with the hash function, as denoted by h ( T A ). Then, the

server calculates M 1 = h ( T A ) �T A and sends the result to the tag . The tag performs an XOR operation on its random number

T B and computes M 2 = h ( T A ) �T A �T B . After that, M 2 and T B are sent to the server. After receiving M 2 , the server calculates

M 3 = M 2 �T B �h ( T A ) = T A ’ . Then, T A ’ is compared with T A . If the values are consistent, then M 2 is used as the seed of PRNG to

generate the challenge of PUF. 

At this point, it is assumed that the attackers can capture the interaction information of server and tag, as denoted by

M 1 ‖ M 2 ‖ T B . Also, T A is encrypted by a hash function. The hash function is a one-way irreversible function, and the attacker

cannot know the value of T A through M 1 ‖ M 2 ‖ T B . Hence, malicious attackers cannot alter M 1 ‖ M 2 ‖ T B during the server and

tag interaction . 

4.3.3. Replay attack 

The attacker successfully captures the authentication information of the legal tag and requests authentication with this

piece of information to cheat the legal tag or server. This type of attack applies to protocols that do not update keys

promptly. By contrast, in the proposed protocol, the attackers cannot entirely control the challenge of PUF. In the worst-

case scenario, only a half challenge is controlled, as depicted by M 1 or T B . Nevertheless, TSMCA PUF has a good avalanche

effect. If one or multiple bits of the challenge change, then at least half bits of the response flip. Despite that attacker’s

control half bits of the challenges, the replay attack will not be realized. 

4.3.4. Information exposure attack 

In [31] , Rostami filled a padding string operation based on slender PUF protocol. Although the addition can increase the

difficulty of attacks, filled string PW inevitably exposes the response of PUF due to the insufficient protocol. For instance,

assuming that the length of PW after padding is 1024, and the length of W is 64. The attacker can guess and enumerate all

possible strings with the length of 64 bits, such that 1024 choices are made available to the attacker. Therefore, the attackers

can find the rules of PUF CRPs. 

In the proposed protocol, a dichotomy XOR operation is performed on the response R . This method differs from the

operation that uses W in the slender PUF protocol. The string in protocol PW will not wholly expose the response behavior

of PUF, and the information differs from the original response R through the XOR operation. According to the protocol, the

string is randomly padded after PW is divided into the two substrings C and D , and a new string GW with the length of L is

generated. In GW , the positions of C and D have no order. In this case, PW is further hidden. 

4.3.5. Spoofing attack 

In the slender PUF protocol, one-way authentication is realized while the verifier verifies the prover, though the protocol

assumes the verifier is legal. Nevertheless, many deficiencies exist in practice: an attacker can counterfeit a server to retrieve

user information, for example. 

The protocol proposed in this paper has high levels of security, and bidirectional authentication between server and tag is

realized . The authentication is also realized by an original PUF and a PUF model. If bidirectional authentication is successful,

then we can ensure that the communication parties are trustable entities. Thus, the proposed scheme can resist spoofing

attacks. 

4.4. Performance comparison 

To perform the testing for the uniqueness and stability parameters of the TSMCA PUF proposed in this paper, we use

Xilinx’s XUPV5-LX110T development board with a clock signal of 25 MHz as the experimental platform. The circuit module

is split into multiple specific LUT regions on the FPGA platform, and the same functions of the TSMCA PUF circuit and the

PUF circuits on multiple LUT regions are implemented [6,9] . In the experiment, the challenge signal is set to 64 bits. Each
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Fig. 14. Uniqueness comparison. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

time the 64-bit signal is given, the test platform is cyclically shifted 64 times. Furthermore, each cyclic shift obtains the

output result of the 1-bit arbiter, such that a 64-bit response bit value is obtained each time. 

The inter-chip Hamming distance can express the uniqueness of the PUF, used to refer the difference of the response bit

value of the same challenge signal between different PUF circuits. The higher the inter-chip Hamming distance, the better

the uniqueness of the PUF structure. When calculating the inter-chip Hamming distance, the same challenge signal must

input the PUF in each LUT region, and the PUF response bit value obtained by each PUF is calculated. By measuring and

comparing the response bit values generated by different PUF circuits with these same challenge signals, the uniqueness of

the PUF structure can be verified. The average inter-hamming Hamming distance formula for PUF is expressed as: 

α = 

2 

q ( q − 1 ) 

q −1 ∑ 

i =1 

q ∑ 

j= i +1 

D 

(
P i , P j 

)

n 

× 100% , (4.13) 

q is the number of tested PUFs, where D( P i , P j ) = 

n ∑ 

m =1 

( r i,m 

� r j,m 

) , and r i , m 

represents the m th bit information of the n -bit

response P i . 

To better understand the behavior of TSMCA PUF structure, we enter 100 64-bit challenge signals in the PUF circuit in

each LUT region. The behavior of the TSMCA PUF structure proposed is shown in Fig. 14 . As a result, a 6400-bit response bit

value is obtained; when q = 45, the maximum inter-chip Hamming distance is 59% while when q = 5, the minimum inter-

chip Hamming distance is 39%. In this case, the average inter-chip Hamming distance is 49.6%, which approximates the ideal

value of 50%. 

Colombier et al. [6] reported that the maximum inter-chip Hamming distance obtained is 43% when q = 45; the minimum

inter-chip Hamming distance is 24% when q = 5; and the average inter-chip Hamming distance is 33%. In [9] , the maximum

inter-chip Hamming distance is 39% when q = 45; the minimum inter-chip Hamming distance is 19% when q = 5; and the

average Hamming distance is 25%. Thus, as the value of q increases, the inter-chip Hamming distance increases, and the

relative difference of response bit values increases [6,9] . Therefore, the experimental analysis shows that the TSMCA PUF

structure has functional uniqueness. 

PUF stability can be expressed by intra-chip Hamming distance. The intra-chip Hamming distance of PUF refers to the

difference of the response bit value of the same challenge signal between the same PUF circuits. The smaller the intra-

chip Hamming distance, the more stable the PUF structure becomes. In the proposed implementation, the PUF circuit’s

challenge signal is controlled to the same challenge signal and input the challenge signal to the PUF circuit under different

environmental conditions (i.e., different noise and voltage values) in different LUT regions. By inputting the same challenge

signal for the PUF circuit y times, the stability of the PUF can be verified by measuring and comparing the response bit

values generated by the same PUF circuit with the same challenge. The average intra-chip Hamming distance of PUF is: 

β = 

1 

q 

q ∑ 

1 

D 

(
R i , R i, j 

)

n 

× 100% , (4.14) 

where D( R i , P i, j ) = 

y ∑ 

i =1 

n ∑ 

m =1 

( r i,m 

� r j,m 

) represents the Hamming distance between the original response R i and the output

response R i,y of the yth test, n represents the number of bits of the response and q is the number of tested PUFs. 
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Fig. 15. Stability comparison. 

Table 5 

Security comparison of the different identity authentication protocol. 

Attacks MQ GIMAP PUF-HB# Slender PUF Proposed protocol 

Machine learning No Yes No No Yes 

Replay No Yes No Yes Yes 

Man-in-middle No Yes No No Yes 

Tracking attack Yes Yes Yes Yes Yes 

Nonsynchronous No Yes Yes No Yes 

Side-channel attacks Yes No No Yes Yes 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

For stability issues, an experiment is designed where the same challenge signal is repeatedly input y = 4 times into each

PUF circuit, and a total of 256-bit response information is generated as the output. The results are shown in Fig. 15 . For

the TSMCA PUF, the maximum intra-chip Hamming distance of 0.026 is obtained when q = 45, the minimum intra-chip

Hamming distance of 0.006 is obtained when q = 25, and the average intra-chip Hamming distance is 0.014. As depicted

by Colombier et al. [6] , the maximum intra-chip Hamming distance is 0.032, the minimum intra-chip Hamming distance is

0.016, and the average intra-chip Hamming distance is 0.023. Moreover, Gope et al. [9] shown that the PUF intra-chip Ham-

ming distance maximum is 0.036, the minimum value is 0.012, and the average intra-chip Hamming distance is 0.024. From

the analysis of experimental results and comparison to Colombier et al. [6] and Gope et al. [9] , the TCMCA PUF structure

proposed in this paper has low intra-chip Hamming distance and the robust capability to resist environmental changes. 

Results show that the uniqueness and stability of the TSMCA PUF structure are better than the other two PUF structures,

which implies better suitability in terms of providing security for low-cost RFID systems in harsh environments. 

Many attacks are launched against RFID systems, which include machine learning attacks, replay attacks, and man-in-

middle attacks. Also, RFID systems are influenced by tracking and nonsynchronous and side-channel attacks. When tracking

these attacks, if the parameter values of a system are set to constant, then an attacker can quickly capture the values of

the system and replay them. In nonsynchronous attacks, the attacker may attempt to capture or alter the data if either

the reader or the tag updates the data while the other does not update on time. Due to the nonsynchronous data update,

the authentication cannot fail between them. In side-channel attacks, the attacker detects the power or collects the leaking

information to extract the information in NVM, which is treated as a threat to RFID systems. 

We assume that an attacker can eavesdrop and intercept information passing through the network and tamper it to

perform attacks on the protocol. Table 5 presents the security of the proposed protocol compared with other protocols:

multi-query (MQ) protocol [18] , GIMAP [37] , PUF-HB# [17] , and slender PUF [25] . Still, the proposed protocol can resist

various attacks better than others. 

Table 6 shows a comparison of the computation complexity of the proposed protocol with other protocols. The proposed

protocol has about 150% more computational complexity than the compared ones. 

The proposed protocol for bidirectional authentication between server and tag is implemented without storing essen-

tial information on NVM. The application of NVM is neglected due to expensive hardware resources requirements and not
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Table 6 

Computation comparison of different protocols. 

Protocol Times of interaction NVM Computation complexity Bidirectional authentication 

Multi-query 10 ∼N Yes N No 

GIMAP 5 Yes 13 Yes 

PUF-HB# 3 Yes 15 Yes 

Slender PUF 3 No 11 No 

our protocol 4 No 32 Yes 

Table 7 

Comparison of hardware resource of different 

PUF structures. 

Types of PUF Gate resources LUT 

Controlled PUF 3545 ∼N 1558 ∼N 

PPUF [30] 545 ∼1090 ∗

Mixture PUF 836 ∗

Slender PUF 2180 512 

Our PUF 1090 287 

“∗” represents that the author provides no data. 

Table 8 

Comparison of storage and communication cost. 

Storage and communication requirements Storage cost(bits) Communication cost(bits) 

PUF-HB# 1840 1746 

GIMAP 96 + ( n ∗m )128 ∗

MQ 96 (96 ×2) + (256 + 1024)N 

Slender PUF 0 128 ×2 + 512 

Proposed protocol 0 160 ×3 + 1024 ×2 

“∗” represents that no data is provided. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

conducive implementation in lightweight architecture. Moreover, NVM is vulnerable to physical attacks [34] . Although the

computation cost required by the proposed protocol is higher than that of the others, the proposed protocol is better due

to its lightweight performance. 

The tag is deployed with limited hardware resources, so the resource consumption of hardware in Tag is analyzed in the

proposed implementation. For the PUF structure in Tag, the TSMCA PUF structure has a four-way selector and a selection

module. In the Virtex II-PRO FPGA device, the implementation of the four-way selector requires nearly 21 NAND gates while

the selection module needs 21 registers since approximately 80 gates realize each register. 

Given the safety and lightness of the system, it is assumed that the PUF structure in the slender PUF protocol is a

four-stage arbiter PUF, since it is the most popular PUF and it has better security than single arbiter PUF. Also, a 64-bit

arbiter PUF requires 545 gates, and the four-stage arbiter PUF needs at least 2180 gates. Thus, approximately 512 LUTs and a

trigger are required to realize the protocol in FPGA. The TMCCA PUF structure proposed in this paper requires two arbiters,

a multiplexer, and a counter. Overall, the implementation of FPGA needs only 287 LUTs and a trigger. 

The PUF structure proposed in this paper is compared to the controlled PUF [14] , PPUF [30] , Mixture PUF [18] , and

slender PUF [25] . The controlled PUF requires a hash function in encryption, though the implementation of a lightweight

hash function requires more than 30 0 0 gates. The comparison results are listed in Table 7 . Therefore, the implementation of

the proposed protocol is the most efficient in terms of area: it occupies only 56% of the slender PUF implementation, saving

44% of the total area. 

Table 8 summarizes the consumption of tag memory and communication of existing protocols and the proposed protocol.

To improve security, we assume that the length of the GW ( GW ’) string transmitted is 1024 bits, the length of the random

number is 128 bits, the length of the substring L sub is 256 bits, the ID and query information of an entity is 96 bits, and the

hash function (the SHA of the output is −1) is 160 bits. 

The PUF-HB# protocol incurs minimal communication costs, which is 1746 bits [17] . The Tag memory and communication

consumption in the GIMAP protocol depend on the size of the matrix n 

∗m, and an excessively large matrix space is not

suitable for low-cost RFID systems. The MQ protocol is relatively lightweight in storage consumption, but it requires multiple

information exchanges to complete tag authentication. The slender PUF protocol and the proposed protocol do not store key

messages in tags and rely solely on the tag’s PUF structure to generate critical information. In general, the proposed protocol

has superior performance in terms of security and resource overhead. 
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5. Conclusions and future work 

Designing security solutions in favor of low-cost RFID systems for IoT deployment is challenging due to physical limita-

tions in storage and computational resources and other operational requirements. As discussed in this paper, conventional

PUF and cryptographic protocols are generally not suitable for the direct deployment of RFID systems given the resource

limitations. 

In this investigation, the TSMCA PUF structure is designed and a double PUF-based bidirectional RFID identity authenti-

cation protocol is proposed. The PUF structure can be implemented with limited hardware requirements. A server does not

need to store the CRPs of PUF. In the proposed approach, the XOR method is used to process strings, while the random

padding method is used to encrypt PUF responses. The findings from the security and performance analysis demonstrate

the utility of the proposed approach. 

Despite their potential in RFID authentication, PUFs remain mostly under-explored. First of all, the stability of the PUF is

weak. For the same challenge information, the PUF usually outputs different results under the influence of the environment,

which reduces the security of the PUF. In order to enable the PUF to output stable response information, error correction

code and majority selection method are proposed. These methods cannot guarantee that the CRPs of the PUF will be pre-

cisely the same, though. Therefore, designing a high stability PUF structure is crucial for the development of PUF. Also, PUF

is a security encryption primitive based on hardware characteristics. The hardware age and the output of PUF will change as

time passes. Unfortunately, such changes will make the legal owner of the PUF unable to pass the verification of the verifier.

Therefore, to propose an authentication protocol suitable for aging PUF is an important future direction. 
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