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we develop this model based on multiprocessors to speed up the solution process, and

1 | INTRODUCTION

The lloT is an extension of the Internet of Things (loT) that integrates the communication, collection and processing processes of industrial data
and implements them in the real-time industrial network. The lloT combines loT devices with traditional industrial control system (ICS) to create a
system that is more efficient than traditional industrial control systems. In this regard, the supervisory control and data acquisition (SCADA) system
as the largest subset of the industrial control system, plays a key role in lloT.22 Therefore, the number of attacks they face is increasing day by day.
Among these attacks, network intrusion as the most common and effective attack type, is an urgent need for appropriate measures.>*

In general, intrusion processing methods can be divided into three categories: The first is intrusion prediction and prevention, the second is
intrusion detection system (IDS), which attempts to detect abnormal or illegal network activity in daily network communications, such as packet
payload format detection technology to identify attacks with error instructions.® Finally, as the last safeguard of the system security, the IRSs plays
animportant role in the overall defense system, which can respond to the intruders in a timely manner and minimize the loss of the attacked system.
So IRSs has been widely studied® and applied to various network environments’-1° in recent years.

However, most of the studies cannot be directly applied to the lloT because the lloT not only involves traditional network data, but also is based
on various types of CPS!! and the CPS contains a large number of physical parameters represented by sensors. And most of these studies took

information layer data as the basis of the model.!?
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With this background, in this paper, we design a IRS model called Low-Cost Intrusion Response System (LIRS), which unifies the two types of
datainlloT and uses them as the data source of our model. In order to recreate the invasion response scenario in the real industrial environment as
much as possible, we model the interaction between the attacker and the defender and abstract them into a non-cooperative Starkberg stochastic
game model, which has been demonstrated to be feasible in the paper written by Zonouz et al.®® In our model, we merge the expanded attack tree
with the actual scene node graph to form an expanded attack tree that can provide a formal expression for subsequent model construction and
integrates the alarms in IDS with the security score of each node in the structure. To reduce the impact of false positive rate and false negative rate
of information layer data caused by the use of IDS alarm, we apply POMDP to the calculation of the payoff matrix, which is the core process of the
game-theoretic model. In this model, the system analyzes its best behavior by solving the decision model every time. In this way, we can minimize
the maximum damage to the system caused by the next intrusion behavior of the attacker. Also, the system changes its value model over time, which
reduces the cost of response behavior at a later time.

In the following, this paper improves the existing intrusion response technology from three aspects:

o We evaluate the risk index of the system state according to the physical quantity of CPS components, the CVSS score, and the IDS alarm during

the process of decision-making, which improves the adaptability and prediction accuracy of the evaluation system.

o We conduct modeling using the combination of the POMDP and the game-theoretic model using an expanded attack tree so that we can assess
the system’s attack in real time and make accurate decisions for it. In addition, this model is more compatible to quantification of other types of

indicators.

e The parallel method is used to speed up the operation of the game, and the approximate method is added to the operations solution process of
the Markov decision to reduce the number of iterations.

The remainder of the paper is organized as follows. Section 2 reviews the related work. The response engine and game model are presented in

Section 3. Section 4 analyzes the experimental results and shows the performance of the algorithms. The conclusion is summarized in Section 5.

2 | RELATED WORK

With the increasing importance of lloT, the complexity and vulnerability of industrial networks become evident, so that the system’s response to
intrusions becomes particularly important,® which has led to the development of various IRSs in recent years.1#*> Li et al.1¢ gave an approach to
dynamic decision making for intrusion response that uses the Pareto-optimal set to deal with it. In Reference 17, Sharif Ullah et al. formulated the
interactions between the attacker and the defender as an attack graph and an object instance graph, and they discouraged further intrusions by
increasing the uncertainty of subsequent attacks and the cost of time and space by the attacker. However, when modeling the defense strategy, these
studies only considered the maximum gain under the current state faced by the defender and ignored that the process of intrusion response is a
process of constant interaction between the attacker and the defender, which causes the model to fall into the locally optimal solution.

As acommon modeling method of the non-cooperative behavioral process of multiple individuals, the stochastic game-theoretic model has been
widely used in IDS and ICS81? in recent years. In the field of decision-making based on revenue, Liu Gang et al. provided a new iterative proximal
algorithm to solve asset pricing in cloud computing.2° Xingshuo et al.?! constructed a differential game to reduce the frequency of intrusion. Zonouz
et al.’® proposed a game model using an observable competitive Markov decision process (POCMDP) to reduce system vulnerability. However, in
other research directions, researchers have conducted various in-depth studies on the influence of physical quantities. However, the data sources
used in these articles are all from information layer data, such as IDS alarm and traffic packet information. When applied to lloT, the result may fail
to obtain the optimal solution due to incomplete input data coverage, and the decisions they took may become patchiness due to the neglect of the
influence of physical quantities in the system.

Aiming at the improvement of IRS in IloT, some researchers have implemented new models by combining CPS features with traditional
network features. Orojloo et al.?? built a model to evaluate the security of CPS consisting of the probability of being attacked and the
time-to-shutdown(TTSD) of CPS.2® Chong Wang et al.?* found approximate dynamic programming to appease the MDP model they built, which is
driven by post-decision states and the forward dynamics algorithm. Xuan Zhao et al.?> combined network traffic packets with physical layer param-
eters, such as CPU utilization rate and memory utilization rate of mobile phone, to analyze and predict the behavior of mobile phone users. All these
works have established the mechanism of integrating the physical quantity in the industrial system with the information in the information layer,
and combined with other decision models on this basis to carry out decision simulation and message prediction. However, when they use physical
quantities, the do not carry out error filtering first. If such methods are introduced to IRS under I1oT or ICS environment, the noise and errors in the
physical quantities may lead to misjudgments in the subsequent decision-making process.

Compared with other existing models, the new IRS’s decision-making model based on game-theoretic and POMDP in this paper can effectively

deal with various types of intrusion behaviors in lloT. It unifies the information layer data and physical layer data of sensors, and then abstracts the



YUETAL. WI LEY 30f17

attack degree of each independent node and functional department to form an expanded attack tree. After the decision simulation of the parallel

game model based on POMDR it finally forms the intrusion response decision of the defender under a certain state.

3 | RELATED CONCEPTS

Definition 1 (Stochastic game). A repeated game model with probabilistic transitions. In this model, players repeatedly choose

actions depending on their current state and the action. This model can be described as a seven-element group:
G=<GP,S5,A,D,P,z,R > . (1)

In Equation (1), GP represents the players, S for the system state, A represents the attacker’s action set, D represents the defender’s
action set, P represents the transition probability matrix, = represents the policy set of the game participants, and R represents the
income matrix of the players in the game.

We consider a network intrusion as an attack and defense process and model this process as a stochastic game model. In this model, the attacker
can gain by a specific attack behavior, and the defender resists the attack by taking countermeasures to reduce the losses suffered. In addition, the
model enters a certain state based on probability after the attacking work and the defending action are completed. Take the Prisoners Dilemma as
an example, as shown in Table 1. From the table, it can be seen that the best outcome for both prisoners should be not to confess, the number of
years in prison is the shortest, but here there is a very stable dominant strategy for both sides-confession, because confession can avoid their own
worst situation, regardless of the other party to take the attitude of their own confession is the best, but the results are for both sides and its bad.
In fact, this is a maximum-minimum strategy. In this case, the conflict is caused by an uncertainty in the actions of both sides. Therefore, we need
to calculate the strategy probability of both sides in each state, the corresponding gain and the probability of state transfer in the stochastic game

model, because the attacker and the defender do not know what actions the other side will take due to incomplete information.

Definition 2 (POMDP). The POMDP is a generalization of a Markov decision process and provides a method for modeling a decision
process in which the decision makers cannot directly obtain the state variable representing the current state of the system. Typically,
a POMDP model can also be divided into a six-element group < S,A, Y, B,P,Q,R >. Here we only explain the members, which are
different from those of the stochastic game: Y represents the set of observable state quantities, B represents the belief state space,

Q represents the conditional observation probability matrix.

Definition 3 (linear time-invariant, LTI). A system, due the constraints of linearity and time-invariance, can produce output signals

from any input signal subject. Generally, this system can be described by the following equation:2¢

X1 = AXy + Buy + wy

Yi = CX + V. (2

Definition 4 (probability calculation of attack tree nodes). Since an attack tree is determined from the bottom up, the attack prob-
ability of the entire tree is determined after determining the probability of all leaf nodes. Under the influence of the logic gate, the

attack probability h of a non-leaf node can be calculated by the following iterative calculation:

ez 6(30), if gis an AND gate,
s = .
1 - (1-6(), otherwise

In this equation, i € | represents the child node of node g, and (i) is the probability of being attacked by child node i.

TABLE 1 ThePrisoners Dilemma.

Number of years Pg
Pa Frankly No confession
Frankly —-6,-6 0,-10

No confession 0,-10 -1,-1
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4 | LOW-COSTINTRUSION RESPONSE SYSTEM

Anindustrial control system, as a system that simultaneously contains information space and physical space and aims to monitor and manage one or
more industrial production tasks, often faces interference and invasion from information space and physical space simultaneously. The nature of the
industrial environment determines that the information source of the intrusion response system in the industrial control system is diverse, and the
datais mixed and difficult to handle. Secondly, the complexity of the industrial control system and the interaction of the intrusion response determine
that the influence of the defense strategy on the industrial environment and the behavior of the attacker should be fully considered when deciding
the intrusion response in a more complex industrial control system. To solve these problems, the basic idea of this paper is to integrate the alarm
data and the physical quantities of the industrial sensors of the intrusion detection systeminto a new data system and optimize the non-cooperative
stochastic game model based on the improved partially observable Markov decision process.

4.1 | Datanode cross-layer risk assessment system

The scene of this paper is established in a system where part of the node alarm and part of the physical quantities associated with the physical equip-
ment can be observed so that the extension tree node is formed by part of the observable node plus another part of the unobservable result node.
Among the data sets sampled in a power plant attack and defense drill, the numbers of these two messages (IDS alarms and equipment monitoring
alarms) are given in Table 2.

In the above data, the sensor errors usually occur in the floodgate control system, voltage conversion system and other systems that cannot
obtain states directly through the information layer.” In this case, the risk coefficient evaluation mechanism for a single data set is unable to evaluate
the state of system comprehensively and accurately. Therefore in this case, we will integrate the two evaluation systems into our new evaluation
system.

411 | Network layer node risk assessment model

The data source for the risk assessment of the network layer nodes is the alarm set IDS. The related logs before and after each IDS-alarm time
are counted in the audit log historical data, and a binary set is created with the IDS-alarm according to the event information obtained from the
association relation of the log events. Finally, the binary set between IDS alarm and events can be obtained. At this time, Bayesian equation is used

to calculate the node risk degree for the set.

P() - Toc,P (@1l
P(1) - Ty cer P11 + P() - Ty eer Plol] )

s(lloy) = (4)

Thel e LinEquation (4) represents leaf node l. If it receives an alarm, the value is set to 1; and if it is normal, the valueisset to 0.0, € O" represents
all IDS alarms received by node |, and O represents the set of IDS alarms that the whole system can receive. The § (I|(9I') indicates the probability of
the corresponding event | of the node when the IDS alarm is triggered, where O] represents the different types of IDS alarms in the node, and P(/)
represents the prior probability of the event I. P (o|/) represents the probability of receiving an alert from o, in the event of |. This parameter can be
calculated by the conditional probability equation:

P(o;, )

PO (5)

Poilh =

In Equation (5), the probabilities of P() and P(o;|l) are derived from the statistics of the historical logs. When there is little historical data, P() can
be replaced by an a priori probability using the CVSS-corrected score described, while P(o;|l) in Equation (5) specifies a dataset subject to a constant
probability distribution when there is little historical data, During the computation, the logged historical data is added to the dataset for operation,
and the dataset is removed after the amount of historical data reaches a fixed threshold. Introducing the result of Equation (4) into the network
layer risk estimation can take into account the node risk estimation error and reduce the calculation error caused by a certain degree of error.

TABLE 2 The number of value of two kinds.
Value name Number of values
IDS alarms 3954

Sensor value 834
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412 | ICPSrisk assessment model

Inindustrial control network, the information collected by various sensors about physical quantities and status of industrial equipment is very impor-
tant, so they often become the target of attackers. There are attacks on sensors in industrial networks that corrupt sensor parameters or transmit
false signals for physical quantity information and state information after maliciously controlling industrial equipment. The system can model the
industrial field devices, sensors, and detectors that can independently complete an industrial process as an ICPS. Therefore, the problem in this
section is transformed into building a risk assessment model for ICPS. In addition to creating a model to calculate coefficients, this model must also
create an estimator for sensor information and device status information of physical layer and control layer devices.

First, the attacked discrete state of ICPS is modeled using the random hybrid model and the properties of the linear time-invariant system,?7:28
and then the continuous process system in a certain discrete state is modeled in the random hybrid model using the iterative equation of the linear
time-invariant system.

Discrete state analysis of ICPs. It is assumed that a physical information system has x controllers and Y sensors, and each component has a

normal state and an attacked state. At this time, the number of discrete states of the entire attacked system is in the current state:

X Y x+y) (6)
lDl_;(x+y—i)!'

In any discrete state, the system is a linear time-invariant continuous system. At this point, the properties of the random hybrid model are

brought into the linear time-invariant system, and the equation can be obtained by Equation (2).

Xkp1 = AXy + B(ug + ACK:Sk) + Wi
Yk = Cx + ACKI™ + v (7)

To avoid confusion with the system state vector x, x4 is replaced by s. In Equation (7), ACK;”Sk represents the attacker’s attack signal on the
actuator in the discrete state s,. For the concealment and destructibility of the attack, the attacker will determine the type of attack signal according
to the system characteristics. Since this system is a linear time invariant system, most of the attacks against this type of system are additive attack
signals. In this model, a discrete state transition probability matrix Tris created based on the success rate of the attack for each component involved,
that s, Trz = p(s+1 = §|sk = s'). the sum of each row and column of the matrix are identical to 1.

Second, Assuming that the system is in a certain state s’ = x‘{; € Xp, Xi41 in Equation (7) can be expressed as:

o o)(o o
Xi41 = AS X + Bs (Uk + ) + Wy = A° Xk + B° Uy + BZ Ui + Wk). (8)
1 1lu
k

In Equation (8), the rank of the unit submatrix | is the number of components of the attacker’s attack signal ACK;"Sk. To facilitate the following

computation, this section copies the additive signal owned by ACK;("Sk in the control vector ug, and the other component values are O by default,
. i i i 0 . .
forming u;, and B; = B° <u5i> at this time.
k
For the sensor vector y,, its reading will be inaccurate after being attacked by the additive semaphore. Since this attack semaphore has nothing

to do with the system state variable, the attack signal will be added directly to y,. Now, assuming that yii =V — ACK}("Sk, yk in Equation (7) can be
expressed as:

yzi = Csixk + Vi (9)
Combined with the recursive state estimator in Reference 29 to form a new state estimator, as shown in Equation (10):

Xklk-1 = Ak—lxk—l\k—l
U1 = Mi(y = CeXige—1)
Rigk = k-1 + Br10k—1

Kk = Kigp + KieYie — CieXigpo)- (10)

In Equation (10), if Xc_1x_1 is an unbiased estimate of x,_s, then X1 is offset because the input of the real system is unknown. Therefore, the
unbiased estimate of the unknown input must be estimated by measuring the second equation of the group of Equation (10), and the estimate of the

control amount of the second equation can effectively eliminate the possible deviation of the control amount at k — 1 and use it in the third equation
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to obtain the unbiased estimate )?,j‘k of x,. In the last equation, an update similar to the Kalman filter is used to minimize the variance of the unbiased
estimator obtained by the set of Equation (10) and obtain the final result %y.

M, represents the estimator for the unknown input. According to the literature,* this matrix can be expressed as:
T 1p \-1pTp~ 1
M = (FkRk F) FkRk . (11)

In Equation (11), F, = C¢B_1,R = E[eke[ = CkPk‘k_lC,f + R¢], where e, is the estimated error between the sensor vector estimate ¥, and the
actual vector y,, where R, satisfies the condition R, = E[vkva]. And K represents the income matrix that minimizes the variance of the system state

estimator.

Pyjk-1 = Ak—lpk—l\k—lAz_l + Qi1
Rk = (Ip = CkBi-sMOR (I, = CBi_ 1M
St = (I, — CkBi-aM)Sk(lp, — CkBioaMy)T
P = Un = BieaMCOP -1 (I = Be-tMC)" + B aMRM By,
K = Py, Cp +Spag (@cRea)) ™ ay. (12)

S € RP¥ in Equation (12) represents a random irreversible matrix, a, represents an arbitrary rank(f?Z) x m, and satisfies akf?,ta[ is a full rank
matrix. In Equation (12) Q,_4 = E[wk,iw[_l]. Put the estimators M and K| into Equation (10), the % is the unbiased estimator. At this point, yi‘ in
Equation (9) is the sensor unbiased estimator of the current state.

When the ICPS system is in a discrete state at time k, the participation of the system in the risk coefficient calculation is best represented by
the unbiased estimator of the system state variable %, and the unbiased estimate of the sensor variable in the system. The range of values of this
type of data is uncertain. It cannot be directly processed by the normalization function. In this section, the extraneous state variable system MTTR
(Mean-Time-To Recovery /Repair, MTTR) is introduced to quantify the risks represented by these estimates. MTTR is the fundamental measure of
project reparability. In a fixed cyber-physical system, the maximum value it can reach in a given state of MTTR is fixed. Assuming that the maxi-
mum value is M,,.,, and using historical data to perform function fitting processing for the relationship between the physical size group and MTTR,

and using the fitted function to solve the MTTR in a certain state s', assuming that the computation result is m, then the risk value of the node is

riskg =

'max

42 | Game model

Based on the POMDP method for policy decisions, this chapter proposes a IRS policy resolution framework, which is accelerated and optimized

based on this framework to achieve better performance of the resolution framework.

421 | Intrusion response model construction

In anindustrial control network, there are communication-blocking devices such as gatekeepers/industrial gateways between different layers. Such
devices require that specially structured data packets of adjacent layers be allowed to pass. Under this assumption, this paper considers the different
layers as one of the systems. Independent subsystems, each subsystem state has an initial state and a final state. Based on the risk assessment
system described in Section 4.1, the reward function of the game model is:

R(s,a) = (abs (84(s) — 6, (s'))) " TC. (13)

In the game process, the execution of each operation involves an effective time cost. At the same time, the time costs of both sides of the game
are integrated into the risk evaluation system to obtain Equation (13). In Equation (13), T is the time period in which the strategy takes effect, which
can also be called the time cost. C; and C, are normal numbers. In this equation, the probability difference of the final state before and after the
behavior is evaluated and the difference is used as part of the income function. Assuming that the current subsystem has n subnodes, the equation
for the attainment probability of the final state of the current subsystem is Equation (3).

Depending on the different adjacent states of the logic gates between the subsystems, there are 1 or 2" — 1 possibilities for the final state. In
the industrial setting, when a logic level contains multiple nodes, a substructure similar to the attack tree is formed among the nodes distributed in

the subsystem. When q is the root node, the attack tree structure of node q described by Equation (3) is shown in Figure 1.
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Logical Results
Node

FIGURE 1 Theschematicdiagram of attack tree structure.

Equation (3) also holds for other nodes belonging to the same root node. In a given state s, the probability that the POMDP game model takes
belief state B can be calculated using Equation (14).

> QuikPrhijbn
bt = Prob (S* =s;|Y = y,S=sp,A=a;,b) = ——— (14)
! ( ! ‘ " ) 2 Quikbn
b in Equation (14) represents the probability of being of each belief state. We describe it using the following equations:
b = [T (st - 6 + Lpsop (1= 500 (15)

nexN’

In Equation (15), the [s; = 1] represents the signnum function. We use it to different nodes with different values. And P in Equation (14) rep-
resents the probability of transition between states, which is determined by the initial state transfer matrix, IDS alarm and physical node risk

assessment index. We can calculate this using the following formula:

Phi] = Prob (5+ = 5]|S = Sh,A = 0,—)

PZ},‘[ % (1- pfuCC) + p?ucc’ if a; end state isj (16)
P;:}it % (1= pie), otherwise

In this formula,a; € Aj, represent a possible action that starts in state h.

Actually, after introducing the belief state space, the POMDP problem can be transformed into a Markov chain problem based on the belief state
space to solve it.3! Through the introduction of the belief state space, the POMDP problem can be regarded as a Belief MDP problem. Accordingly,
the method to the solve the MDP can also be introduced into this game model in this paper. Therefore, in this paper, we use the Pb, Rb matrix to

transform the POMDP into a MDP solution to simplify the solution process.
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Algorithm 1. The generation algorithm of belief state transition matrix

Require:
D: leaf node data set of IDS alarms;
D2: set of physical signals for some components;
S: state transition matrix;
A, B, C: the given matrices of components;
Ensure:
Pb: A matrix which stores the transition probability between belief states;
Rb: A matrix that stores behavioral rewards in belief states;
L: State estimator of D2;
1: Naive Bayes classifier T < D2;
2: False positive rate FPpq,False negative rate FNp,,positive rate TPp, and negative rate NPp,:«< D;
3: Calculating L by Equation (10);
4: X, =x_1L;
5: Positive rate (also risk assessment)TPp,:calculated by X, and T.FPp,=FNp,=0;
6: Calculating reward matrix R of the system by Equation (13);
7: get Pb by Equation (14) and Equation (15);
8: Rb:Pb x R;
9: return Pb, Rb, L

Algorithm 1 shows the simplification process of the game model based on POMDP In line 1, the polynomial fitting method is used to fit the data
set D2 to a function representing the relationship between the data component D2 and the attack risk, which is used to evaluate the system state
based on an unbiased estimator. In line 3, the set of Equation (10) is integrated into an unbiased estimator L of a physical information system, and
the physical estimator of the next state is obtained by iterative operations. Using the Bayesian probability formula, the iterative formulain line 4,
and the relationship function obtained in line 1, Algorithm 1 calculates and normalizes the FP, FN, TP, and NP of the two kinds of data sources in
line 2 and line 5, respectively. In lines 6-8, Algorithm 1 switches the variables dependent on different matrices in the model from the system state s
to the belief state b. This kind of matrix can transform the POMDP solution process into a relatively simple MDP solution.

Algorithm 1 completes the preliminary preparation of the decision model, which includes three steps: Determination of valuation indices, quan-
titative and normalized indices, and simplification of the solution model. After matrix transformation, the POMDP can be considered as a belief
MDP The iterative function of the belief MDP model to find the optimal solution is:

Vir1() = Zn(GIS) <R‘s’ + yZP;’S, Vi (S’)> . (17)
aeA s'eS

In the belief MDP model, the reward function p (b, a, b’) of the belief state representation is used to replace the parameter R? in Equation (17),

and p(b,a,b)=3 b(s)b’(s")r(s,a,s'). In addition, Y,

value o. Then, by combining Equation (17) with the game model of this paper, the game solution formula can be obtained by using the min-max

#(a|s) can be replaced by Y _, P(0|b, a) by increasing the belief state b and the observable

s,s'€S acA 0e®

algorithm:
V.(b.a) = max {%P(olb, a){p(b,a,b')

P / bl ! b/ ! bl/ V b/l . 18
+r [maxz (/11,5 (o (B, @ ") + 1V ( ))]}} (18)

The Ay, in this equation means the optional action set of an attacker for belief state b’, and b’ can be calculated by Equation (14). Since the
parameters in Equation (13) take the expression of absolute value, Equation (18) calculates that the expected reward is positive for both sides of the
game. And substitute min for max in the min-max algorithm.

422 | lterative strategy

In this part, we introduce the Multiplicative Weights Update Method (MWUM)?3233 for large MDP’s strategy iteration, this algorithm can speed up
the convergence of algorithms, and this algorithm has the best performance in our simulation. The method uses the multiplicative update rule to
iteratively change the weights to obtain a near-optimal strategy, which can be obtained by the Algorithm 2.
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The algorithm has proved that the weight eventually converges to a point. Therefore, in this section, the algorithm is used to obtain the
convergence value of the maximum likelihood strategy. Since Algorithm 2 takes the reward matrix as input, Rb of Algorithm 1 can be used to
replace M. After several rounds of iteration, the maximum value w‘T in the weight vector w” can be obtained and further used in the MPD
iteration process.

In our model, we combined this algorithm to speed up the iteration of MDP decision process. Before the MDP iteration of a certain state, we
will input the parameters into the MWUM for several iterations firstly, and output the final results after determining its stability, then use this value
vi 7 and the iteration stops when the maximum ratio

Viev Yj
reaches this threshold and the output result or the result satisfies|Vi(b) — V,_1(b)| < € where the ¢ is a normal number.

as the threshold. After each MDP iteration, we calculate the ratio of V given by formula

Algorithm 2. Multiplicative weights update algorithm (MWUM)

Require:
£: An approximation parameter which satisfies0 < e < 1/2;
T: Number of iterations;
M: Total reward matrix;
Ensure:
M;: execpt reward of state s;
1: initialize With each policy i, associate the weight W:1)2=1;p2=1;
2:FORt=1t<=T;t++
3: FORi=1;i<=m;i++

wt
i

. t . __ .
4 pi = Trhaw’
5: witl = wi(1 — e)M(mied)/,
1 I
6: end for

7: choose the maximum M(x;, e;) which with probability proportional to its weight w‘F, get the policy i and its event g;
and if p <M, let p:=M;;
8: end for

9: return maximum of w’

423 | Parallel arithmetic

In practice, we decompose the solution process of Equation (18) into two parts according to the decision-making order, and we solve the MDP value
function of the attacker’s and defender’s belief states respectively. Then, we form the income matrix with the V value of each state after solving, and

use the min-max algorithm to solve the matrix.

Algorithm 3. Parallel POMDP-based game decision algorithm

Require:
D: leaf node data set of IDS alarms;
D2: set of current physical signals for some components;
S: state transition matrix;
Q: conditional observation probability matrix;
A, B, C: the given matrices of components;
Ensure:
max;: the serial numbers in the action/policy set;
1: Initialize: R: an empty matrix which will be used to store the reward of both players;
2: Pb, Rb, L « Use the Algorithm 1 with input parameters;
3:Vy, Ay < Value function results, actions of set that obtained through solving of belief MDP and Algorithm 2;
4: CORE,qs < Bywhich is a collection of different belief states produced by A, and current state b;
5: CORE;.foreach;
6: change the value of SQ by A ;
7: modify the Pb and Rb by Algorithm 1;
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8:V,, A, « Value function results, actions of set that obtained through solving of belief MDP;
9:R(, j):{ Va. Y, },the j satisfies V, =max V;

10: end.foreach;

11: {max;, max; } < saddle point of the R;

12: return max;

In this process, our model calculates the actions and gains that an attacker will take in game theory on the basis of a belief state s’ after the
action g; the defender has taken. The relationship between them is one-to-many, and the behavior between different belief states does not interfere
with each other, so here we adopt a multi-processor parallel method, which can accelerate the computing process of the POMDP to complete this
subprocess.

The overall algorithm of the LIRS is shown in Algorithm 3 which is combined with Algorithms 2 and 1. On line 1-2, we evaluate the current state
of the system statically and initialize the matrices needed for subsequent processes by Algorithm 1. On line 3, we get the vector V, that represents
the value of the possible actions and the vector A, that represents the possible actions via the combination of the MDP and Algorithm 2. On line
4, we decompose the attacker’s decision process into multiple subtasks based on the number of CPU processors, and we also establish multiple
message queues here to handle cases where the number of subtasks is more than the number of processors. Because of the convergence of POMDP
in finite horizon.3* On line 6-10, we use the same process for the individual state of attacks just like line 2-4. We use the minimax algorithm to find
the saddle point on line 11.

In summary, the overall framework of our model can be described in the following Figure 2:

Vulnerability assessment Process of decision

. Reward matrix R
The vulnerability of whole

ART

Minimax algorithm

Best policy R(l,j),then change
the system belief state

|
|
|
system :
Observe physical :
IDS alarms quantities of some | Current belief state b <
components |
|
Computed I
by Eq.(6) : POMDP
) 4 | v
|
Comput Input parameters | The belief space B produced by
db with the correct and | action set A from POMDP
Leaf  €dby unbiased value |
codes  Eq.(1) |
layer Translated | Decompose the
by Fitting | P
function | task into
| subtasks
Designed by : A J
A 4 b(a_n),n=min{
FP,FN,TP,N of the leaf the ' o ber of
nodes relationship : bla_1) m T T | blak)isksn == —— Processors,|A
(in Observe physical,the betw.een | I}

FP,FN=0) physical |
parameters |
Computed by and its |
Eq.(3) vulnerability |
v results :
|
|
|
|
|
|
[
|
|
|
|
|
|
[

FIGURE 2 The process of analysis.
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5 | EXPERIMENTS

In this section, we implement our game model on a simulated small hydropower control system and evaluate the experimental results on it and on
other simulation experiments. Our simulation experiments are conducted on a Windows system with an Intel(R) Core(TM) i7-9750 CPU @2.60GHz
with 16 GB of RAM.

5.1 | Experiment preparation

This system provides an overview of the SCADA of a small hydro power plant, and Figure 3 shows its structure. As shown in
Figure 3, there are several hosts and PLCs, where PLCs represent a simulated pump control device consisting of two actuators(a
motor and an intelligent pump)and a sensor. This LTI structure contains a three-component input vector and a four-component
output vector.

We can see the structure of the entire experimental environment in Figures 3 and 4. On this basis, we abstract the functional nodes represented
by each host and the simulation software executed on them as shown in Figure 5:

In Figure 5, we leave the structures of layers L2 and L3 corresponding to the upper two layers of Figure 4 partially omitted, since the leaf nodes
corresponding to the result nodes of the two layers are both IDS alarms, similar to the PMU nodes of the L1 layer.

And some of the exposed vulnerabilities are shown in Table 3:

By exploiting these vulnerabilities, an attacker can invade the system using multiple nodes. Now we assume that the attack and defense only
respond to the nodes that their strategy can reach, and then we can remove the leaf nodes that cannot be directly affected by both sides from
experimental consideration.

In our experiment, we use the simulation software to simulate the industrial environment implemented by the independent host to simulate
the linear time-invariant system. For example, in the software, a valve control system has three system state quantities, three control quantities and

four observations. Its dynamic matrix satisfies:

0.9856 0 0
A=|0.1023 0.9867 O], (19)
—-0.0030 0.0120 1

0.5301 0.1035 0
B=10.0056 1.025 o | (20)

0.0071 -0.3162 0.2517

FIGURE 3 Photos of real environment.
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TABLE 3 Partofvulnerabilities.

CVE Target devices Target version CVSS score
CVE-2020-14580 Oracle Communications Session Border Controller  8.1.0-8.3.0 8.2 (CVSS 3.1based)
CVE-2017-3486 SQL*Plus component 11.2.04 7.2 (CVSS 3.0based)
CVE-2020-1860 NIP6800 V500R001 series 7.5 (CVSS 3.1based)
CVE-2019-5258 NIP6800 all versions 5.5 (CVSS 3.1based)
CVE-2020-16955 CVE-2020-16928  Microsoft Office Click-to-Run AppVLP all versions 7.8 (CVSS 3.1based)
CVE-2013-3957 Web Navigator in Siemens SIMATIC WinCC SIMATIC PCS7.8.0 SP1 and earlier 7.5 (CVSS 2.0based)
0.7 T T T T T T T T I
—LIRS
0.6 — —IDS Alarms H
.;; Sensor Value
= Y
g oaf JIY \ | .
= "~ = 7ﬁ AWTIA | I N\
> 03 S A
=
2
128 0.2 1
)
0.1 |
0 | | | | | | | | |
0 20 40 60 80 100 120 140 160 180 200
Iteration

FIGURE 6 The performance about evaluation system.

1 0 0
0 095 002
C= , (21)
0047 07071 O
0 0 1
Wi~ N (o, 0.052) Ve~ N (o,o.osz) . (22)

5.2 | Results analysis

In this section, we will compare the experiments in terms of speed and vulnerability of the system after operation. And in experiments, we will
compare our algorithm with the stochastic game model, POMDP and the cross-layer game model proposed by Huang et al.®

5.2.1 | Performance of the evaluation system

In Section 4, we introduce our evaluation system to calculate the risk coefficient of leaf nodes in the expanded tree. Here we will show the improve-
ment of our evaluation system by comparing its effects with the effects of the other two methods. According to the information in chapter 4, we set
the number of IDS alarms and the number of sensor values in the LIRS to a random sequence at a ratio of approximately 5:1.

The results of three different risk evaluation systems are compared in this experiment. As shown in Figure 6, the abscissa axis is the number of
iterations during the POMDP solution process of three evaluation systems, while the vertical axis represents the root node risk coefficient of the
system implemented by the experimental environment. This coefficient is calculated by Equation (3).

Figure 6 shows that the evaluation system of our model achieves the best effect in the performance of the vulnerability of the experimental
environment. Its performance is better than the IDS alarms set only by approximately 6.35% and is better than the sensor value set by approximately
11.93%. The number of iterations needed to reach a stable value is also the lowest.
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TABLE 4 Speed of decisions.

model CPU time of decisions (s) Number of iteration rounds (times)
LIRS 3.1571 48.1785

Stochastic game 3.5177 60.2352

POMDP 3.6320 53.31

Cross-layer model 3.2547 50.3839

TABLE 5 Total time of response engines.

Model Total time (s)

LIRS 18.7113

Stochastic game 14.180

POMDP (without parallel method) 25.8561

Cross-layer model 21.5715
5.2.2 | Speed performance

First, we test the response speed performance. In this experiment we test the response times of several algorithms in the same environment, which
includes fifteen leaf nodes and fifteen non-leaf nodes. The results are shown in Tables 4 and 5 after taking the mean values of several experiments.
Each experiment consists of 10 rounds of attack and defense decisions.

In Table 4, we can find that the average CPU time of each decision is 0.0655,0.0584,0.06782, and 0.06460 s, respectively. The Stochastic game
model takes the shortest time among the three methods because the other two methods require several iterations, thus taking more time. And that
the rate of the LIRS is about 4% higher than that of the POMDP decision and 1.37% higher than the cross-layer model by Huang. Furthermore, we
find that in terms of the number of iterations, the LIRS shows 20.02%, 9.63%, and 4.38% fewer iterations than the other three methods, respectively.
So in terms of total time, LIRS is the best by a narrow margin.

We can find that the stochastic game takes the least time out of three methods because the other two approaches need to update the belief
state b correlation matrix after each attack and defense, and this process takes a long time to read and write the memory. However, the LIRS is

23.63% faster than the POMDP and 13.26% faster than the cross-layer model because of faster reward matrix computation speed.

5.2.3 | Functional representation

In this section, we focus on the comparison of the system through the process and take the vulnerability of the system as the evaluation indica-
tor, which can be calculated by Equations (3)-(5). This experiment was conducted in the simulated environment of the small hydro power plant
described above.

Because of the difference in the income function, measurement of the evaluation indicators and calculation methods between different algo-
rithms, the rate of return is not suitable as the evaluation index of the results. At this point, we can choose some experimental environment related
parameters, such as the node risk coefficient of the system, the MTTR, the TTSD and others, as income indexes instead. These parameters can effec-
tively reflect the current state change of the system after the defense takes measures. Here, we take the root node risk coefficient as the evaluation
coefficient of this experiment according to Section 4.1. The results are shown below:

In Figure 7, we can see that the experiment performed a total of 500 iterations. In Figure 7, the rate of convergence of the two methods is not
very different. When e=107%, the LIRS converges at 76 rounds, the Stochastic game model converges at 103 rounds, and the Cross-Layer model by
Huang converges at approximately 175 rounds. With a gap of 3.92% between the two approximations, the two curves eventually stabilize at 0.2818,
0.3010and 0.2914. We also find that the proportion of V in the maximum income strategy of the LIRS is 99.15% and the ratio of the Stochastic game
model and the cross-layer model are 98.25% and 97.38%, respectively. Therefore, in the back section of the curve, the LIRS produces less policy
noise than the latter, and because of the algorithm, the noise produced by the LIRS is also lower than that of the latter. These data show that our
model is better than the Stochastic game model.

Furthermore, we perform several experiments on the number of nodes and the number of iteration rounds needed for system stability, and the
results are shown in Figure 8.
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FIGURE 8 The curve of times of iteration.

In Figure 8, we can find that the relationship between the number of iteration rounds and the number of leaf nodes is polynomial
in the LIRS, and the value of the points on our model’s curve is lower than the corresponding values of the Stochastic game and the

cross-layer model.

6 | CONCLUSION

In this paper, we developed a game theoretic model for intruder response in SCADA. First, we established an expanded attack tree model, and then
we quantified the IDS alarm set and quantities into the probability of being attacked to form an evaluation system. Then, we accelerated the POMDP
process by (1) using the MWUM algorithm to reduce the number of iteration rounds; (2) decomposing the solution process on the back of the game
according to the number of states and using the parallel method to speed up this process. In the simulation, compared with the other two approaches,
the LIRS achieves the best results in a short time.

In future work, we plan to extend the evaluation indicators to other physical quantities and test other ways to reduce the
state space of our expanded attack tree. We also intend to integrate time data in the industrial control process into our model

evaluation system.3¢:37
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