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Zero-Knowledge Proofs (ZKP) and Homomorphic Encryption (HE) are crucial for data privacy in applications
like cloud, blockchain, and analytics. However, the real-world adoption often faces performance challenges,
particularly in the execution of the Number Theoretic Transform (NTT) required for polynomial multipli-
cation involving sizes beyond 220 and large integer widths (e.g., 256 bits). FPGAs offer a promising platform
for acceleration, but efficiently implementing large-size NTTs remains difficult due to the limited on-chip
resources. The widely adopted four-step NTT method, used to relieve the need for large on-chip memory,
introduces performance bottlenecks. Initially, the traditional dataflow NTT architecture may not fully exploit
available compute capability, which hinders achieving peak performance. Furthermore, during the matrix
transpose phase, the non-sequential access to external High-Bandwidth Memory (HBM) causes inefficiency.

To address these challenges, we introduce HiFA, an FPGA-based automatic accelerator framework designed
for high-performance and flexible large-size NTT computations. HiFA utilizes a stacked NTT architecture for
high parallelism, maximizing HBM throughput. It supports various decomposed polynomial sizes via a novel
reordering module. Additionally, a specialized cyclic shuffle module is integrated to optimize data movement
during the matrix transpose step, alleviating random memory access delay. HiFA also provides an automatic
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Design Space Exploration (DSE) framework that identifies optimal four-step decomposition parameters and
generates corresponding hardware configurations. Our experiments show that the FPGA implementation of
HiFA achieves an average speedup of 2.97× and up to 7.25× improvement in latency over prior state-of-the-art
FPGA solutions. Compared to prior GPU-based methods, HiFA achieves an average energy efficiency gain
of 2.24×.
CCS Concepts: •Hardware→Hardware accelerators; • Security and privacy→ Public key encryption;
• Computer systems organization→ Data flow architectures; High-level language architectures;

Additional Key Words and Phrases: Design space exploration, FPGA acceleration, homomorphic encryption
(HE), number theoretic transform (NTT), zero-knowledge proofs (ZKP)
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1 Introduction
With the rapid development of the Big Data era, the necessity of protecting data privacy has become
increasingly critical. Zero-Knowledge Proofs (ZKP) and Fully Homomorphic Encryption
(FHE) schemes have emerged as essential cryptographic techniques to address this demand [48].
These approaches enable secure computation on encrypted data, ensuring confidentiality while
maintaining functionality, thus attracting significant attention across industries such as finance,
healthcare, and cloud computing [15, 21]. ZKP protocols allow a prover to convince a verifier of the
validity of a statement without revealing the secret information [16]. Homomorphic Encryption
(HE), particularly FHE [14], allows arbitrary computations to be performed directly on encrypted
data (ciphertext), yielding the result of a decrypted calculation equivalent to the one computed
on the original plaintext.
Large-size polynomial multiplication is a major performance bottleneck and a core operation

in modern cryptography [25, 45]. Hence, the practical deployment of ZKP and HE schemes is also
often constrained by polynomial multiplication, necessitating hardware acceleration. The standard
NumberTheoretic Transform (NTT) algorithm, based on theCooley–Tukey (CT) Fast Fourier
Transform (FFT) adapted for finite fields, converts polynomial coefficients into a point-value rep-
resentation, enabling efficient multiplication, reducing the computation complexity from $ (# 2) to
$ (# log# ). While various hardware platforms can implement NTT, FPGA provides promising NTT
acceleration by exploiting fine-grained parallelism and enabling customized, energy-efficient ar-
chitectures for the inherent structure and various parameters of NTT computations over CPU/GPU
implementations [35, 39]. Furthermore, compared to ASICs, the reconfigurability of FPGAs provides
design flexibility for different standards or parameters of cryptographic schemes [8].

The ZKP scheme can involve polynomial size exceeding 220, and particularly, it requires compu-
tations over wide integers with bit-widths of several hundred bits, such as 256 bits. Also, a larger
polynomial size will highly improve the security and support a deeper multiplicative depth in HE
schemes. Such large-size parameters are driven by the need to support complex cryptographic
constructs, including secure multi-party computation, verifiable computation in blockchain, and
privacy-preserving machine learning in cloud environments. However, implementing large-size
NTTs on hardware platforms like FPGA presents significant challenges due to the necessity of
using available on-chip computing and storage resources efficiently.
For a polynomial of size # , the standard NTT requires $ (# log# ) arithmetic operations and

storage for # coefficients and #
2 twiddle factors. Different stages in the transform may share the
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Fig. 1. Decomposition structures in prior large-size NTT accelerators.

same twiddle factors. While effective for smaller polynomials (e.g., # ≤ 214), the standard NTT
becomes impractical for large # (e.g., # ≥ 220) on FPGAs, as the on-chip memory (e.g., block
RAM) is insufficient to store all coefficients and twiddle factors simultaneously. Moreover, the
wide integer widths amplify the computational complexity, requiring extensive modular arithmetic
operations that strain FPGA logic resources.
To address these limitations, the four-step NTT algorithm has emerged as a widely adopted

approach for large-size NTTs in FPGA and ASIC designs [10, 40, 46]. Unlike the standard NTT,
which processes the entire polynomial in a Butterfly Unit (BU)-based kernel, the four-step NTT
decomposes the transform into four phases: (1) a column-wise NTT on smaller sub-polynomials,
(2) a coefficient multiplication and matrix transposition to reorder data, (3) a row-wise NTT, and (4)
another matrix transpose. This decomposition significantly reduces the on-chip memory demand.
By storing only a subset of coefficients and twiddle factors on-chip, the four-step NTT enables large-
size NTTs to be computed on resource-constrained platforms, with the remaining data residing
in High-Bandwidth Memory (HBM) or DDR off-chip memory. However, the four-step NTT
introduces extra overheads, including doubled NTT computations (row- and column-wise), extra
modular multiplications, and non-sequential HBM accesses during the transpose phase. Therefore,
we need to carefully architect the design and off-chip memory access strategy.

As shown in Figure 1(a), prior accelerators PipeZK leverage the existing NTT dataflow architec-
ture to implement the Processing Element (PE) in four-step NTT and use 2D decomposition to
decompose the large-size NTT (# = =1 × =2) into two equal or close numbers (e.g., # = 221 into
=1 = 210 and =2 = 211) [46]. However, based on our observation, equal decomposition may not
always provide a better performance compared to an imbalanced decomposition (e.g., # = 221 into
=1 = 29 and =2 = 212) under specific hardware deployment, thus necessitating a flexible automation
framework to explore and generate the design based on the best decomposition. Moreover, because
each NTT PE in the dataflow architecture consumes a substantial amount of resources, it is difficult
to deploy multiple PEs in parallel, which in turn reduces the overall compute density. To improve
parallelism, SAM [40] employs a multi-dimensional decomposition that lowers each PE’s resource
utilization and enables more PEs to be instantiated concurrently, as illustrated in Figure 1(b).
However, it introduces additional element-wise multiplications and off-chip memory accesses,
and its dataflow architecture leads to inefficient bandwidth utilization. Therefore, we need a new
NTT computation architecture that fully exploits HBM while avoiding the latency penalties of
non-sequential off-chip accesses during the matrix-transpose phase.

To overcome the above limitations, we proposeHiFA, a high-performance and flexible acceleration
framework for large-size NTT on HBM-equipped FPGAs. HiFA employs a stacked NTT architecture
with a novel reordering module to support diverse polynomial sizes to maximize parallelism and
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explore HBM throughput. It also designs a cyclic shufflemodule to streamline data movement during
the transpose phase, mitigating random memory access delays. Additionally, HiFA integrates an
automated DSE framework to optimize four-step decomposition parameters and generate tailored
hardware configurations. In summary, the contributions of HiFA are listed as follows:

(1) HiFA supports an optimized NTT PE that provides four-step NTT execution of imbalanced
decomposition while fully utilizing BUs. It also supports indivisible polynomial size in four-
step NTT and is equipped with a specific coefficient reorder module, which enables different
polynomial size computation.

(2) HiFA provides a cyclic shuffler to avoid the extra latency caused by the random off-chip
memory access before matrix transposition based on the evaluation of the impact of random
memory access for HBM-FPGAs.

(3) HiFA provides a DSE framework for four-step NTT, which gives insight that the close equally
decomposition may not always give the best performance and thus systematically explores
the design space and generates the best NTT implementation.

(4) Compared to state-of-the-art FPGA implementations, HiFA achieves an average 2.97× im-
provement in end-to-end latency and up to 7.25×. In addition, our architecture enhances
FPGA routability and enables higher operating frequency. Compared to GPU-based methods,
HiFA achieves an average energy efficiency gain of 2.24×.

The remainder of this article is organized as follows: Section 2 reviews the standard and four-step
NTT algorithms and outlines the key challenges and opportunities in accelerating large-size NTTs.
Section 3 presents HiFA, describing its overall computation flow, the customized NTT PE, the
cyclic shuffle module that mitigates random off-chip memory accesses, and the on-chip matrix
transpose engine. Section 4 explains our end-to-end DSE workflow. Section 5 reports and analyzes
the experimental results. Section 6 surveys related work on large-size NTT acceleration across
different hardware platforms: CPUs, GPUs, FPGAs, and ASICs. Finally, Section 7 concludes the
paper and discusses future research.

2 Background
NTT can be regarded as a variant of the classical Discrete Fourier Transform within a finite field,
such as the residue class ring of integers modulus ? , denoted as Z? . It uses modular addition and
multiplication to evaluate the polynomial at # th roots of unity in Z? , avoiding complex arithmetic.
As a result, it eliminates floating-point errors during calculations, making it particularly suitable for
cryptographic applications that require high precision [38, 40]. Despite the algorithmic advantage,
NTT computations remain a performance bottleneck in many ZKP and HE workloads. PipeZK
shows that the polynomial arithmetic portion of proof generation accounts for ∼30% of total proving
time, whereas all other polynomial operations contribute less than 2% [46]. In HE schemes, encryp-
tion/decryption and homomorphic operations on ciphertexts inherently involve polynomial mul-
tiplications, making NTT performance critical, especially during procedures like bootstrapping [2].

2.1 Standard NTT vs. Four-Step NTT
NTT algorithm can be realized into two ways: Decimation-in-Time (DIT) and Decimation-in-
Frequency (DIF).The DIT formulation is built based on CT butterflies, whereas the DIF formulation
relies on Gentleman–Sande (GS) butterflies [19, 36]. For a given input coefficient pair (0,1) and
a twiddle factor l8 , the CT and GS butterflies compute the coefficient pairs

{
0 + 1 · l8 , 0 − 1 · l8

}
and

{
0 + 1, (0 − 1) · l8

}
, respectively.

Analogous to the FFT, NTT is typically implemented as a radix-2 iterative algorithm. The input
of length # (usually a power of 2 number) is processed in log# stages of BUs. The coefficients
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Fig. 2. 8-point NTT dataflow based on Cooley–Tukey butterfly unit.

to be computed in the same BU are decided by a stride that is doubled in each stage, ensuring
that after log# stages, every coefficient has interacted with every other coefficient, producing the
transformed output. Figure 2 illustrates a complete 8-point NTT butterfly flow with a bit-reverse
input and normal output, where 2 BUs are put in vertical and 2 BUs are put in horizontal for a 2× 2
Butterfly Unit Group (BUG). By reusing the 2 × 2 BUG twice with a specific coefficient shuffler
in between, we can compute an 8-point NTT. In this article, we refer to this reuse of the BUG as
the stacked architecture for convenience. Similarly, 4 BUs are put in vertical and 3 BUs are put in
horizontal for a 4 × 3 BUG. Each BU involves a modular addition, a modular subtraction, and a
twiddle factor modular multiplication. With a bit-reversed polynomial as input if the dataflow goes
from left to right, NTT is done. The Inverse NTT (INTT) is computed in an inverse dataflow: it
accepts coefficients in normal order and produces outputs in bit-reversed order. We use #))��)

'→#

and �#))��)
#→'

to denote these two different dataflows as what [19] does.
The algorithm requires $ (# log# ) arithmetic operations and storage for at least # coefficients

and #
2 twiddle factors, which are constants used in the transform. This makes it efficient for smaller

polynomials (e.g., # ≤ 214), where on-chip memory can accommodate all data. However, for large
polynomials (e.g., # ≥ 220) on FPGAs, the standard NTT becomes impractical because (1) the
available on-chip memory cannot accommodate all coefficients and twiddle factors simultaneously,
and (2) operating on wide (e.g., log2 (@) = 256) integers substantially increases the cost of modular
arithmetic, thereby straining FPGA resources.

To address the memory and computation constraints of standard NTT for large-size polynomials,
the four-step NTT algorithm leverages the mathematical structure of NTT by decomposing an
# -point transform into four phases. As shown in Figure 3, suppose a 1D polynomial # can be
decomposed into a 2D matrix # = =1 × =2, the steps are as follows:

(1) Column-Wise NTTs. Compute =1-size NTT on all the =2 columns.
(2) Twiddle Factor Multiplication. Multiply the matrix with the corresponding twiddle factors.
(3) Row-Wise NTTs. Compute =2-size NTT on all the =1 rows.
(4) Final Transposition. Transpose the matrix to restore the original 1D polynomial.
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Fig. 3. Four-step NTT algorithm.

Table 1. Comparison with Existing Approaches for Large-Size NTT

Approach
NTT
PE

Arch.

Decomposition
Flexibility Parallelism

Max
Vector
Size

Data
Movement
Overhead

PipeZK [46] Dataflow N N 8 Middle
SAM [40] Dataflow Y Y 32 High

CycloneNTT [1] Stacked N/A N 64 High
HiFA (this article) Stacked Y Y 64 Middle

. = Yes, # =No, # /� =Not Applicable.

2.2 Motivation of HiFA
Four-step NTT reduces data dependency complexity compared to the standard NTT algorithm. It
also enables the parallelism among those sub-polynomial and reduces the number or complexity of
twiddle factors neededwithin the small NTT PEs.While four-step NTT supports the large-size NTTs
and reduces on-chip memory demands, it also brings extra challenges. (1) It doubles the number of
NTT computations (row-wise and column-wise), amplifying computation overhead. (2) It introduces
extra data movement that requires non-sequential access to off-chip HBM during the matrix
transpose phase, leading to inefficient memory bandwidth utilization and thus increased delays.
Table 1 lists several NTT accelerators that have been proposed to address the computational

demands of large-size NTT. PipeZK [46] is a pipelined architecture for ZKP acceleration, with a sub-
system for large-size polynomial computations which uses dataflow architecture to implement four-
step NTT. However, PipeZK lacks decomposition flexibility and parallelism because of the fixed and
costly implementation of NTT PE.Therefore, themaximum vector size, defined as the amount of data
processed per cycle, is highly limited. SAM [40] proposes a multi-dimensional decomposition to sup-
port arbitraryNTT sizes.With a finer-grained decomposition, it is able to explore greater parallelism,
but introduces double/triple NTT computations and extra data movement depending on the number
of decomposition dimensions. CycloneNTT [1] achieves a larger vector size by simply increasing the
size of stacked NTTwithout using four-step NTT. However, it lacks support for arbitrarily large-size
NTT, and as the scale of the kernel grows, the interconnection within the architecture will increase
design complexity. Because of the usage of standard NTT in CycloneNTT, the off-chip memory
needs to be accessed frequently to fetch the necessary inputs and twiddle factors in each stage.
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Fig. 4. Overview of HiFA computation architecture. Customized NTT PE is supported by the DSE and the
automatic code generator.

To enable the state-of-the-art configuration for large polynomials in the four‐step NTT and
explore the high-throughput of HBM-FPGAs while avoiding the additional data movement, we
propose HiFA, a high-performance and flexible acceleration framework. HiFA provides a fully
configurable NTT PE, performs automatedDSE, and provides optimal implementations for large‐size
NTTs.

3 HiFA Design
In this section, we first describe the overview of the hardware implementation of HiFA. Second,
we introduce the architecture of the stacked NTT PE utilized in HiFA and the corresponding
reordering module to support the correctness of an indivisible NTT.Third, based on the observation
of the relationship between HBM bandwidth and random memory access, we elaborate the cyclic
shuffler to mitigate additional latency caused by non-sequential off-chip memory access. Fourth,
we introduce the matrix transpose designed for stack NTT. Finally, we present several additional
optimizations and modular reduction implementation incorporated into HiFA.

3.1 Architecture Overview
Figure 4 illustrates the overview of HiFA’s hardware implementation, highlighting three primary
modules (shaded in blue):

Customized NTT PE. To support two different small polynomial sizes (=1, =2) in the four-step NTT
algorithm, it should be able to compute two different sizes of NTT in one hardware according to
the optimal decomposition. The coefficient reordering module is designed to expand the flexibility
of the NTT PE to support arbitrary polynomial sizes by the same hardware architecture.

Cyclic Shuffler. It shuffles the coefficients that are output from each PE in a cyclic way to ensure
that partial coefficients will be stored in sequence according to the length of the double buffer.
Therefore, the delay caused by non-sequential access to off-chip memory (i.e., HBM) can be greatly
alleviated.
Matrix Transposition. It loads the packed coefficients (e.g., the four numbers in the same color

and column in Figure 4, Stage ¹) from the same HBM in sequence, unpacks the coefficients, and
rearranges them into the 2D transpose buffer, then sends them to different NTT PEs.
Overall, as shown in Figure 4, HiFA consists of five stages (¶–º) based on the four phases of

four-step NTT: In Stage ¶, coefficients and twiddle factors in the 1st round NTT are loaded from
off-chip memory with a bit-reverse order and executed in a series of customized optimal NTT PEs
generated by the automation tool in a forward way. In Stage ·, the coefficients are multiplied by
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the corresponding twiddle factor in respective modular multipliers. In Stage ¸, the coefficients are
circularly written in a double buffer based on the calculated index and read in sequence, and then,
the coefficients are stored in the off-chip memory based on the given non-sequential addresses. In
Stage ¹, the coefficients packed in the same memory blocks are loaded in sequence and distributed
to the 2D transpose buffer for different NTT PEs. After the matrix transpose, the coefficients are
sent back to the customized NTT PEs. In Stage º, the 2nd round NTT is computed in an inverse
way. Once all of the rows are finished, the matrix is transposed one more time to restore the original
NTT sequence. Notice that the bit-reverse operations in between are eliminated by a proper NTT
processing chain, as the previous paper mentioned [46], and the matrix transpositions before and
after are done in the host if possible to reduce the unnecessary on-chip overhead.

3.2 Customized NTT PE
By leveraging the BUG shown in Figure 2, NTT PEs can be implemented in two primary ways, as
described in [23]: a dataflow architecture or a hybrid architecture. In the dataflow architecture,
supporting all log# stages requires log# layers of BUs. For example, if log# = 12, four 4×3 BUGs
will be placed side by side and connected in a deep pipeline. In contrast, the hybrid architecture
arranges BUGs vertically and reuses the same 4 × 3 BUGs across multiple stages, which enables
configurable parallelism and resource utilization. Unlike the dataflow or hybrid architecture, our
stacked architecture explores a higher external parallelism of the NTT computation by assigning
exactly one BUG to each sub-polynomial. By minimizing resource usage per NTT PE, we can
instantiate far more PEs in parallel. Furthermore, we enhance this design by configuring each BUG
to support two distinct polynomial sizes rather than a single fixed size within the same hardware
instance.
NTT Processing Chain. To avoid the unnecessary overhead of on-chip computation, we need

to orchestrate the data in a specific way during the host stage. First, the elements in the original
polynomial are read in row order and represented as a matrix (# = =1 × =2). Then, the matrix is
transposed to # = =2 × =1, and each row in the matrix is sent to the off-chip memory as the sub-
polynomial in a bit-reversed form. Therefore, the 1st round NTT is computed in the #))��)

'→#
flow,

and the output of the 1st round NTT is in normal order. After Stages ·–¹, the matrix is transposed
back to # = =1 ×=2. Each row in the matrix is sent to the NTT PEs as the sub-polynomial in normal
order and computed in the �#))��)

#→'
flow. The output after 2nd round NTT is in bit-reversed form

and will be sent back to the off-chip memory. To restore the final result, the rows in the matrix are
bit-reversed one more time, and then, it is transposed back to # = =2 × =1 and read in row order.

Coefficient Shuffler. Since BUG can only process a certain number of values per cycle among the
entire polynomial, the coefficient shuffler is designed to match the correct coefficient pair across
different cycles. For example, if =1 = 8 as shown in Figure 2, a 2 × 2 BUG is able to finish the
first two stages within every 4 continuous coefficients. When it comes to Stage 3, the BU needs to
wait till it gets the next 4 coefficients. Therefore, it needs a shuffler between two different BUG
computation rounds to rearrange the matched coefficients.
Coefficient Reordering. When the log# stages are not divisible by the layers that can be sup-

ported by the BUG, the coefficient reordering is needed to support the correctness of the arbitrary
polynomial size. Specifically, for a BUG which has + BUs in vertical and � BUs in horizontal, the
front

⌊
log#
�

⌋
· � stages are computed by the NTT PE in normal. The last few remaining b log#

�
c · �

stages are computed normally, but the rest stage(s) in the NTT PE is(are) skipped. At last, the
outputs are reordered to satisfy the expected sequence and sent to Stage ·.

Inspired by the hybrid architecture in AutoNTT [23], we implemented an NTT PE that consists
of a single BUG. Using the same hardware structure, we further extended support for different NTT
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Fig. 5. Effective HBM bandwidth versus burst length (number of consecutive 512-bit beats before a large
address change).

computations. Our approach folds multiple stages into a single BUG, which optimizes resource
utilization and allows us to instantiate multiple kernels on a single FPGA device. In addition, our
design supports INTT without any modifications to the hardware; we simply adjust the parameters
in the host code to invoke INTT. This flexibility enables our architecture to accommodate arbitrary
polynomial sizes and decomposition strategies, while reusing the BU across all stages to maximize
resource efficiency.

3.3 Cyclic Shuffler
HBM partitions its wide external interface into multiple narrow banks (or pseudo-channels) that
can be activated and precharged independently. Each activation of a new row incurs a fixed latency
overhead; consequently, effective bandwidth improves only when a transaction transfers sufficient
data to amortize this cost. The AMD Vitis HBM Bandwidth Explorations tutorial [5] characterizes
this effect by sweeping transaction sizes from 64 B (one 512-bit beat) to 1,024 B (16 beats) under
both sequential and random access patterns. Sequential bursts achieve the device’s peak bandwidth
of approximately 13 GB/s across all transaction sizes, whereas random bursts begin at roughly
one-third of the peak for 64 B requests and increase nearly linearly with transaction size up to
around 256 B, where bandwidth approaches saturation. A small additional gain occurs at 512 B,
and beyond that, no further improvement is observed.

We reproduced a similar experiment on an HBM2-equipped FPGA platform U280, and the results
are summarized in Figure 5. With a single sequential access (1DABC_;4=6Cℎ = 1), representing
random access, both read and write bandwidths drop below 4.4 GB/s due to the high penalty of
random row activations. However, increasing the number of consecutive accesses before a large
address change raises the bandwidth almost linearly, reaching approximately 13 GB/s for both
reads and writes with four consecutive accesses (1DABC_;4=6Cℎ = 4), beyond which fewer gains
are observed. The experimental results align with the performance figures reported in the AMD
Vitis tutorial [5]. This measurement directly informs our reordering strategy: by grouping every
four coefficients into a contiguous block before issuing the transaction, we transform random
HBM accesses into minimum four-value bursts, eliminating the per-access penalty of random row
activations and sustaining near maximum available bandwidth throughout the workflow.
Cyclic Shuffle Pattern for Partial Sequential Access. The cyclic shuffler is designed to ensure

burst-aligned transactions during the transpose phase of four-step NTT, addressing a critical

ACM Transactions on Reconfigurable Technology and Systems, Vol. 18, No. 4, Article 54. Publication date: December 2025.



54:10 Q. Hu et al.

bottleneck in NTT accelerators by minimizing HBM bandwidth underutilization and reducing
latency. It employs a double buffer to manage coefficient reordering between multiple NTTs.
The shuffle pattern leverages a cyclic sequence to reorder NTT coefficients, grouping them into
contiguous blocks that alignwith the optimal burst length, asmotivated by the bandwidth analysis in
Figure 5. We define the coefficient‐reordering function 5 (8) in Equation (1), which maps the 8th
input coefficient to its new buffer position:

5 (8) = ((8 × 1DABC_;4=6Cℎ) mod 2~2;82_BℎD55 ;4A_;4=) + 8 mod 2~2;82_BℎD55 ;4A_;4=
=1/(+ × 2) , (1)

where 8 is the index of the coefficient in its original stream, 1DABC_;4=6Cℎ is the number of values
we expect to group into each sequential access, 2~2;82_BℎD5 5 ;4A_;4= determines the depth of the
cyclic shuffler buffer, =1 denotes the sub-polynomial size, and + is the number of BUs in vertical.
This formula maps each coefficient to a new position, ensuring that every 1DABC_;4=6Cℎ coefficient
is grouped contiguously.

During the transpose phase, our goal is to place coefficients occupying the same relative position
across different NTT instances contiguously in HBM. Writing them directly to non-sequential
addresses would fragment the traffic into numerous 64-byte transactions, drastically lowering
effective bandwidth. To avoid this penalty, we first stage the coefficients from several NTTs
in on-chip buffers. We then apply the cyclic shuffle strategy that reorders the buffered data so
that coefficients destined for adjacent HBM locations are emitted back-to-back. This re-mapping
transforms the inherently irregular access pattern into long, burst-aligned writes, eliminates bank
conflicts, and sustains near-peak HBM throughput.
Figure 6 illustrates the cyclic shuffle strategy with an example for # = =1 × =2 = 16 × 16. In

Figure 6(a), suppose one NTT PE computes 4 NTTs. Each cycle, there are 4 coefficients input by NTT
PE, and the depth for computing one NTT is 4; in total, it needs 16 cycles, where each PE accesses
coefficients in the same order. The color indicates that the coefficients belong to four different
NTTs, while the numerical values represent their consumption index by the NTT PEs (NTT 1 to
NTT 4). After applying the cyclic shuffle pattern, as depicted in Figure 6(b), the coefficients are
reordered into a cyclic sequence with a stride of 4, ensuring that each group of four consecutive
coefficients is accessed sequentially.

To facilitate efficient memory transactions, the cyclic shuffler sequentially outputs the data from
its double buffer and places it into the off-chip HBM memory at addresses computed using the
following mapping formula. Specifically, for the 8th coefficient, the corresponding HBM address
ℎ(8) is determined by:

ℎ(8) = (8 mod 1DABC_;4=6Cℎ) + 8

2~2;82_BℎD55 ;4A_;4=
× 1DABC_;4=6Cℎ

+ 8 mod 2~2;82_BℎD55 ;4A_;4=
1DABC_;4=6Cℎ

× =1

+ × 2
, (2)

ensuring that groups of 1DABC_;4=6Cℎ coefficients are written to contiguous memory locations that
align with the burst length, while subsequent groups are separated by a larger stride due to the
cyclic nature of the reordering. This approach minimizes random memory accesses, leveraging the
sequential burst capabilities of HBM to sustain high throughput during the transpose phase.

3.4 Matrix Transpose
To enable efficient data access in subsequent stages, the reordering of coefficients between column-
wise and row-wise NTT computations is a critical step in optimizing performance. Directly per-
forming a matrix transposition on-chip can be resource-intensive, as it demands significant memory
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Fig. 6. Cyclic shuffle strategy with 4 buffered NTT for 2 × 2 BUG NTT PE (# = 256, =1 = =2 = 16). (G,~)
represents the processing order of each coefficient in an NTT PE, where G denotes the reception/transmission
cycle of the coefficient, and ~ denotes its consumption index by each NTT PE. The color distinguishes the
coefficients between different NTTs.

bandwidth and storage capacity. Conversely, executing the transpose off-chip introduces substan-
tial latency due to the random memory access patterns typically involved in such operations. To
address these challenges, HiFA employs an innovative strategy that maximizes the utilization of
each read/write operation by leveraging coefficients packed within the same 512-bit HBM burst.
This approach, combined with a cyclic shuffle strategy, effectively eliminates the need for a direct
matrix transpose, thereby reducing both on-chip memory overhead and off-chip access latency.

Figure 7 provides a detailed illustration of the matrix transpose pattern for an NTT with # = 256,
utilizing a

√
# -based decomposition for the NTT PE, where =1 = =2 = 16, and implementing four

NTT PEs in parallel. Each entry (G,~) in the figure corresponds to a coefficient indexed consistently
within the cyclic shuffler. As shown in Figure 7(a), four coefficients are packed together even though
they belong to four different polynomials after the matrix transposition. The read sequence in
Figure 7(a) depicts the initial coefficient layout distributed across multiple HBM channels. During
each cycle, these four packed coefficients are unpacked and directed to the respective 2D transpose
buffers of the four PEs. In Figure 7(b), it enables all four coefficients to be consumed in the same
cycle. For example, the four coefficients (0, 0), (0, 1), (0, 2), and (0, 3) are read from a single HBM
burst and then written into the four separate NTT buffers. Once every buffer is filled, each NTT
PE begins processing its polynomial. By adopting this localized micro-transpose strategy, HiFA
alleviates the memory bottleneck of conventional matrix transposition and boosts overall NTT
throughput.

3.5 Additional Hardware Optimizations
Optimizing HBM Utilization. In HBM-FPGAs, the availability of HBM ports provides significant
memory bandwidth potential. However, to fully harness this capability, careful optimization of HBM
utilization is necessary, particularly when considering the interplay between load/store operations
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Fig. 7. Matrix transpose pattern among four 2 × 2 NTT PEs (# = 256, =1 = =2 = 16).

and computation within various NTT PEs. Through detailed profiling, it was observed that the
time required for computation is over twice that of the data load/store operations from/to HBM.
This imbalance indicates that the system is compute-bound rather than memory-bound, presenting
an opportunity to optimize HBM usage without sacrificing overall performance. Therefore, HiFA
reduces the HBM ports that are allocated for loading and storing coefficients by half or more,
effectively halving the number of HBM ports resource usage.
Enhanced Routing Efficiency. Another critical optimization focuses on the physical design and

routing challenges inherent in FPGA implementations. The NTT computation relies heavily on
on-chip memory and multipliers, which can introduce significant routing complexity due to the
size and interconnect requirements. To mitigate this, the buffer and multiplier are split into smaller,
manageable tasks.

The combined optimizations of HBM utilization reduction and buffer/multiplier splitting enhance
the efficiency of resource utilization and routing in the HBM-FPGAs, enabling a more efficient and
scalable NTT implementation for high-performance cryptographic applications.

3.6 Modular Reduction Implementation
Modular reduction plays a crucial role in NTT implementation as all the underlying computations
are performed in modular arithmetic. Barrett reduction [9] and Montgomery reduction [33] are
widely employed in research to optimize modular multiplication in hardware in terms of resource
and latency. However, we noticed that using the general Barrett and Montgomery reduction for
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Algorithm 1: Word-Level Montgomery Reduction Algorithm [19, 31]

larger modulus sizes, such as 256 bits, takes a prohibitively expensive amount of resources and
leads to higher latency.
To optimize modular arithmetic, we adopt theWord-Level Montgomery (WLM) reduction

algorithm, as described in [19, 31] and detailed in Algorithm 1. This algorithm avoids direct modular
operations by iteratively performing multiplications, additions, and bit-shift operations within
the reduction loop (lines 4–10), leveraging the properties of NTT-friendly primes. By utilizing
a user-defined word size F , the WLM algorithm decomposes the reduction computation into a
series of multiplications, where the number of iterations � =

⌈
log2 (@)

F

⌉
depends on the modulus size

log2 (@) and the word sizeF . This approach provides fine-grained control over latency and resource
utilization, achieving significantly lower resource consumption compared to traditional Barrett or
Montgomery reduction methods for the same modulus size.

4 Design Space Exploration
In this section, we provide a comprehensive overview of the design space exploration process for
HiFA. We begin by reviewing prior work on DSE methodologies for NTT accelerator. Subsequently,
we identify limitations of these approaches that do not adequately address the requirements of our
framework. Next, we introduce our proposed DSE framework, accompanied by an explanation of
the associated workflow figure and an algorithm that clarifies the implementation details. Finally,
we present a detailed analysis of resource and performance estimation, along with an overview of
the optional parameters employed in the actual DSE implementation.

4.1 Prior Work on DSE for NTT Acceleration
Both NTTGen [43] and AutoNTT [23] provide design space exploration for standard NTT FPGA
accelerations. NTTGen integrates application parameters such as latency, polynomial degree,
and a list of prime moduli, along with hardware resource constraints including DSP, BRAM, I/O
bandwidth, and platform-specific metadata. To generate design candidates, the DSE systematically
enumerates possible configurations of the NTT core. Any candidate meeting all resource constraints
is included in the list of valid designs, which are subsequently subjected to synthesis and place-and-
route processes. In contrast, AutoNTT begins by employing a DSP resource model to determine
the BU organization of NTT PE based on the available DSP resources. It then leverages latency
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Fig. 8. Overview of DSE workflow.

and resource analytical models to identify the design with the lowest latency. Finally, the selected
architecture and configuration are passed to the code generator to produce the HLS code.

SAM [40] derives three primary design parameters through design space exploration in four-step
NTT acceleration: the size of each NTT PE, the number of parallel lanes, and the buffer capacity.
The DSE seeks to balance compute and memory latencies, thereby adjusting the tradeoffs between
resource utilization and parallelism to set the final design parameters. SZKP [12] performs an
extensive design space exploration for the ZKP accelerator, encompassing both individual modules
and the entire chip architecture. Specifically, it investigates the dimensions of each NTT PE and
the number of parallel lanes as critical components of the four-step NTT module.

Inspired by the previous methods, we take polynomial-related parameters and platform resource
constraints as inputs and explore the BUG type and parallelism within our design space. Fur-
thermore, based on our observations that imbalanced 2D decomposition outperforms balanced
decomposition in certain cases, we extend the design space to include 2D-decomposition parameters,
addressing the limits of the existing DSE schemes for four-step NTT approach.

4.2 Proposed Workflow and Detailed Algorithm
Figure 8 illustrates the automated workflow of HiFA. The process begins with two user-specified
inputs: polynomial parameters and platform resource limits, which define the search space. These
inputs are fed into a DSE engine that evaluates candidate implementations across three dimensions:
BUG type, 2D decomposition, and BUG parallelism. Guided by an analytical performance model,
the DSE continues iterating until it identifies the configuration that minimizes predicted latency
within the given resources. This configuration is then passed to an HLS code generator, which
outputs a CPU–FPGA heterogeneous accelerator. If the build is successful, the framework adopts
the current configuration. Otherwise, it adjusts the resource constraints and iteratively searches
for a new configuration until a successful design is found.
Algorithm 2 outlines the detailed workflow for the proposed design space exploration process.

It takes the polynomial size # and bit width, as inputs and produces optimized HLS code as
output. Lines 3–5 initialize the necessary values based on these input parameters, setting up the
resource budget and computing key design constraints, including the extraction of the DSP limit
#*"�(%_1D364C from ' and the DSP cost per modular multiplier #*"<D;C8?;84A derived from, .
This enables the calculation of the maximum number of modular multipliers"<D;C8?;84A . Lines 9–13
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Algorithm 2: Design Space Exploration Algorithm for HiFA

calculate the candidate BUG types) and their correspondingmaximum parallelism % , computing the
maximum processing elements"%� as

⌊
"<D;C8?;84A/(+ × � + 2+ )

⌋
, and setting %8 to 2

⌊
log2 ("%� )

⌋
for

power-of-2 efficiency. Lines 14–23 further refine the exploration by selecting top : decomposition
pairs (=1, =2) for each candidate pair (), %), where log2 (=1) is set to {

⌊
log2 (# )/2

⌋
,
⌊
log2 (# )/2

⌋
+

1,
⌊
log2 (# )/2

⌋
+2}, and log2 (=2) is defined as log2 (# )−log2 (=1), followed by resource consumption

estimation and validation against '. Lines 24–33 evaluate the optimal design by comparing the
estimated latency of all candidate configurations and selecting�>?C via argmin. Finally, Lines 34–36
address build failures by adjusting the resource budget (e.g., decreasing DSP limits) and iterating
the process from Lines 7–33 until a successful build is achieved.
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4.3 Resource and Performance Estimation
We further elaborate on the details of our resource and performance analytical models, as utilized in
Algorithm 2. These models offer a lightweight approach for estimating the computational resources
and performance.

LUT and FF Resources. Existing research primarily employs machine learning to estimate LUT and
FF consumption in general-application RTL/HLS designs [13, 24, 29]. These approaches typically
depend on a large database of C-to-FPGA results from diverse benchmarks to support model
training. To save the extensive computational resources required for such training, we utilize a
lightweight resource analytic model to predict logic utilization within our DSE algorithm. For
every parameterized module (e.g., twiddle factor allocator, BUG, coefficient shuffler, cyclic shuffler,
and matrix transposition), we first generate a small test set by synthesizing a few instances with
different configurations. We then fit a simple linear regression to the resulting (data size, LUT/FF)
pairs to capture how resource demand scales with different configurations. At exploration time,
the cost of a candidate design is computed by summing the predicted LUT and FF counts of its
modules. A ±5% fluctuation is added in the results because the regressions are empirical. These
fast and tolerable predictions allow the search engine to prune infeasible points early and keep the
exploration runtime within seconds.
DSP Resources. DSPs are consumed by two kinds of modular multiplications: those performed

inside the BUs of each NTT PE and the additional twiddle-factor multiplications required by the
four-step algorithm. For an FPGADSP block with a fixed multiplier size of3B?_F83Cℎ1×3B?_F83Cℎ2
bits, the DSP slice consumption for a modular multiplier is based on the full multiplication before
the WLM reduction loop and partial multiplications in the loop (Algorithm 1). For � multiplications,
where the 8th multiplication has operand bit widths 08 and 18 , the total DSP slices required is:

#*"<D;C8?;84A =

�∑
8=1

⌈
08

3B?_F83Cℎ1

⌉
×
⌈

18

3B?_F83Cℎ2

⌉
. (3)

The overall DSP demand is calculated as:

#*"�(% = #*"<D;C8?;84A × (+ × � + 2+ ) × % . (4)

BRAM Resources. BRAM is mainly consumed by three parts: the input/output FIFO, the coefficient
shuffler #*"�>45 5 _�'�" , and the 2D transpose buffer #*")A0=B?>B4_�'�" . The input/output FIFO
is needed when the number of HBM ports is reduced, determined by both sub-polynomial sizes =1,
=2, and the � in BUG. The BRAM for the FIFOs and coefficient shuffler is configured with dual-port,
enabling read operations on one port and write operations on the other port to ensure continuous
dataflow. Similarly, the transpose BRAM is implemented with a dual-port configuration that allows
both read and write operations on both ports to avoid bank conflicts. These two components are
represented as follows:

#*"�>45 5 _�'�" = % × 2+ ×
⌈

log2 (@)
1A0<_F83Cℎ

⌉
×

⌈
2=1
2+

1A0<_34?Cℎ

⌉
, (5)

#*")A0=B?>B4_�'�" =max{2+ , %} × 2+ ×
⌈

log2 (@)
1A0<_F83Cℎ

⌉
×

⌈ =2
2+

1A0<_34?Cℎ

⌉
. (6)

URAM Resources. To balance on-chip memory utilization, the twiddle factors for the NTT PE and
the cyclic shuffler are allocated to URAM blocks. Each twiddle factor URAM block within the TF
buffer supports 2 BUs. In the stacked architecture, each NTT stage B requires 2B twiddle factors.
However, depending on the number of vertical BUs in the BUG, the twiddle factors for each stage
can be replicated or distributed across multiple buffers. Consequently, based on the polynomial
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size, the supported NTT stages, and the number of parallel TF buffers, we denote the number of
twiddle factors allocated to each buffer in layer 8 as )�_�* �8 . The URAM is implemented with
a dual-port configuration that supports both read and write on both ports. During data loading
to the URAM, both ports are utilized for writing operations. When reading twiddle factors from
the URAM, both ports are employed to read data for the BU. The URAM consumption for twiddle
factors is calculated as follows:

#*")�_*'�" = % × +

2
×
⌈

log2 (@)
DA0<_F83Cℎ

⌉
×

�−1∑
8=0

⌈
)�_�* �8

DA0<_34?Cℎ

⌉
. (7)

Assuming the number of NTTs shuffled by the cyclic shuffler is 2 . Based on a dual-port configu-
ration that supports read operations on one port and write operations on the other port, to support
continuous data loading across different iterations of the cyclic shuffler, the URAM consumption
for the cyclic shuffler is calculated as follows:

#*"�~2;82_*'�" = 2 × % × 2+ ×
⌈

log2 (@)
DA0<_F83Cℎ

⌉
×

⌈
2 × =1

2+

DA0<_34?Cℎ

⌉
(8)

Latency. In our performance analytical model, we first consider the one-time sub-polynomial
processing latency, referred to as the customized NTT PE in Figure 4. Let �*�_%� denote the
pipeline depth of a BUG, and let"*!)�_%� denote the pipeline depth of a single modular mul-
tiplier. Furthermore, let �>4 5 5 (ℎD5 5 ;4A_�!8 be the delay introduced by the 8th shuffler. For a
sub‐polynomial of size =1 (with =2 treated analogously), the latency in terms of clock cycles can be
written as:

!0C4=2~=1 =

;>6 =1
�

−1∑
8=1

max
{ =1
2+

, �*�_%� +�>4 5 5 (ℎD5 5 ;4A_�!8
}
+ �*�_%� + =1

2+
. (9)

To demonstrate the latency contributions as defined by Equation (9), Figure 9 illustrates the
input-to-output timing path. This example is configured with �*� = + × � = 4 × 3, a sub-
polynomial size =1 = 212 = 4096, and a BUG pipeline depth �*�_�% = 45 clock cycles. The delays
for�>4 5 5 (ℎD5 5 ;4A_�!8 are defined as 2+ = 8, (2+ )2 = 64, and =1

2+ = 512 for 8 = 1, 2, 3, respectively.
In Stage (a), coefficients are loaded from off-chip memory and transmitted to the NTT PE. The
coefficients are first processed by the BUG and subsequently passed to the coefficient shuffler.
Stage (b) mirrors the cycle count of Stage (a), as the data loading time =1

2+ exceeds the one-time
PE computing duration �*�_%� + �>4 5 5 (ℎD5 5 ;4A_�!1 and �*�_%� + �>4 5 5 (ℎD5 5 ;4A_�!2.
The overlap occurs when the last cycle of coefficients from Round 1 is shuffled, allowing Round 2
to start as the BUG becomes idle. In Stage (c), the total cycles are determined by the one-time PE
computing time, as the processing duration of the PE in Round 3 exceeds the data loading time
during this phase. No overlap occurs in this shuffler, as the coefficient shuffler must fully process
all data before Round 4 starts. In Stage (d), the BUG processes the final round (Round 4) without
additional shuffling, after which the coefficients are written to the subsequent task. The latency for
this stage is �*�_%� + =1

2+ .
For a polynomial of size # = =1×=2, the total computational latency comprises two NTT rounds,

one extra modular multiplication, and the pipelined matrix transposition. Consequently, the overall
latency can be expressed as:

!0C4=2~# =
!0C4=2~=1 × =2 + !0C4=2~=2 × =1

%
+"*!)�_%� + #

2+ × %
. (10)
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Fig. 9. Pipeline timing diagram illustrating the input-to-output timing path for the NTT Processing Element
(PE), with an example configuration of =1 = 212, �*� =+ × � = 4 × 3, and �*�_�% = 45.

Fig. 10. Resource utilization of different BUGs and parallelism for polynomial size # = 224 on U280.

4.4 Parameter Space Exploration
The theoretical performance model is characterized by four tunable parameters: the polynomial
size # , the BUG configuration, the NTT decomposition, and the degree of parallelism % . These
parameters interact in non-trivial ways.

BUG Configuration and Parallelism. Choosing a larger BUG instantiates more BUs, which shortens
the execution time of each sub-polynomial. Raising % launches additional NTT PEs in parallel and
therefore boosts throughput. In HiFA, the theoretical performance model is fully determined by
three parameters: the BUG type, the parallelism % , and the selected NTT decomposition. Once these
parameters are specified, the framework analytically estimates the corresponding performance,
thereby giving an implementation with the best performance. Figure 10 shows that, for a 64-bit
modulus, the U280 can host at most % = 4, 8, and 16 concurrent NTT PEs under the 8 × 4, 4 × 3,
and 2 × 2 BUG configurations, respectively. Because the matrix transpose engine requires % to
be a power of two, these values set the effective upper bound on parallelism, even though some
device resources remain available. On the U50 with a 64-bit modulus, the 8 × 4, 4 × 3, and 2 × 2
BUG configurations can host at most % = 2, 8, and 16 concurrent NTT PEs, respectively. For 256-bit
designs, the U280 accommodates up to % = 1 and % = 2 PEs under the 4 × 3 and 2 × 2 BUGs,
while the U50, limited by the number of DSPs, can only support % = 2 PEs with the 2 × 2 BUG
configuration.

ACM Transactions on Reconfigurable Technology and Systems, Vol. 18, No. 4, Article 54. Publication date: December 2025.



A High-Performance and Flexible Acceleration Framework for Large-Size NTT 54:19

Polynomial Decomposition.The number of BUs mainly decides the maximum degree of parallelism
on different available resources. Consequently, Figure 11 plots kernel cycles versus the number
of BUs for 64-bit NTTs with # = 221, 224, and 226 on U280. Each colored cluster represents one of
four 2D decompositions obtained by factoring # into sub-polynomials that range from a near-
balanced split around

√
# to increasingly skewed pairs. Within a decomposition, individual points

correspond to a larger BUG or a higher parallelism. For # = 221 (Figure 11(a)), the cycles decrease
steadily as the BUs budget grows, reflecting the benefit of instantiating more BUs. The best tradeoff
occurs at 160 BUs, where an 8 parallel 4 × 3 BUG operating on a 29 × 212 decomposition achieves
the lowest cycles while using fewer resources. The # = 224 case (Figure 11(b)) illustrates that an
evenly balanced decomposition is optimal, while allocating a larger number of BUs delivers the
best performance. When the polynomial size increases to # = 226 (Figure 11(c)), a similar trend
appears; however, an asymmetric decomposition of 212 × 214 paired with an 8 × 4 BUG using four
PEs produces the lowest cycle count.
In summary, the DSE framework automatically adjusts the decomposition, BUG configuration,

and PE parallelism to match the available on-chip resources. These results confirm the importance
of DSE and show that the default decomposition does not always yield the best performance.

5 Results and Analysis
5.1 Experimental Setup
All experiments are conducted on AMD/Xilinx U280 [6] and U50 [7] datacenter FPGA boards.
Designs are written in TAPA framework [18] and compiled with Vitis HLS 2023.2. The resource
utilization is collected after the place-and-route. The bitstreams are executed on the physical boards
using XRT 2022.2. We measure the kernel execution time and the off-chip memory read/write time.
Both the polynomial coefficients and pre-computed twiddle factors reside in off-chip memory at
kernel launch. The design supports both NTT and inverse NTT without re-synthesis; all outputs
are verified against a CPU reference implementation.

5.2 Overall Performance and Validation
This section summarizes the latency, operating frequency, and FPGA resource utilization of the
NTT accelerators HiFA. We evaluate 64-bit coefficient designs for polynomial sizes # from 220 to
226, and 256-bit coefficient designs for # from 220 to 224, reflecting typical parameter requirements
for HE and ZKP workloads; each row of tables also records the BUG type, the degree of parallelism
% , and the decomposition parameter of (=1, =2). We also report the estimated latency and resource
utilization calculated based on the analytical model in Section 4. The latency results for each
of the optimized designs were derived from a combination of synthesis reports and theoretical
calculations. Specifically, we calculated the average latency per module from multiple synthesis
results and then applied Equations (9) and (10) to determine the total latency in clock cycles. For
practical comparison with observed performance, the estimated runtime was derived by dividing
the cycle count by the corresponding clock frequency. The resource assumptions for this analysis
are based on BRAM, configured with a data width of 36 bits and a depth of 512 entries, while each
URAM is similarly configured with a data width of 72 bits and a depth of 4,096 entries. Finally, the
DSP is assumed to be a standard 27 × 18 multiplier configuration, as per the specifications of the
targeted devices (e.g., U280 and U50).

For 64-bit polynomials on the U280 FPGA (Table 2), our DSE selects a 4 × 3 BUG with % = 8 for
# = 220 and # = 221, as the associated decompositions (=1, =2) minimize overall latency compared
to other options by enabling higher parallelism in smaller sub-polynomials. For polynomial sizes
ranging from 222 to 226, an 8 × 4 BUG with % = 4 proves more effective, balancing resource
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Fig. 11. Estimated cycles–BU tradeoffs of log2 (@) = 64 polynomial coefficient for two polynomial sizes under
different decompositions.

utilization with computational demands for larger # values, where the increased BUG size supports
efficient scaling without excessive latency penalties. On the U50 (Table 4), resource constraints
make an 8×4 BUG configuration with % = 4 infeasible, as it would push LUT utilization close to the
device’s limit. Consequently, our DSE flow consistently selects the 4× 3 BUG with % = 8. Compared
to the estimated results, the latency derived from the proposed analytical model demonstrates close
alignment with the measured values, with an average relative difference of approximately 4.38% for
Table 3 when compared to Table 2, and 6.5% for Table 5 when compared to Table 4. This consistency
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Table 2. The Best Performing Design on U280 for log2 (@) = 64

# BUG %
Decomp.
(=1, =2)

Freq.
(MHz)

Latency
(<B) :LUT :FF BRAM URAM DSP

220 4 × 3 8 (211, 29) 217 0.8 431
(37.6%)

451
(18.95%)

128
(7.04%)

176
(18.33%)

3,064
(33.97%)

221 4 × 3 8 (212, 29) 212 1.51 404
(35.31%)

402
(16.91%)

192
(10.57%)

176
(18.33%)

3,064
(33.97%)

222 8 × 4 4 (211, 211) 250 2.17 548
(48.01%)

551
(23.22%)

592
(32.58%)

192
(20%)

3,648
(40.44%)

223 8 × 4 4 (212, 211) 211 5.02 565
(49.48%)

574
(24.16%)

592
(32.58%)

192
(20%)

3,648
(40.44%)

224 8 × 4 4 (212, 212) 243 8.15 536
(46.96%)

546
(22.98%)

592
(32.58%)

192
(20%)

3,648
(40.44%)

225 8 × 4 4 (213, 212) 220 20.56 549
(48.08%)

589
(24.8%)

656
(36.1%)

192
(20%)

3,712
(41.15%)

226 8 × 4 4 (214, 212) 201 45.81 555
(48.66%)

598
(25.19%)

788
(43.37%)

320
(33.33%)

3,712
(41.15%)

Table 3. Estimated Latency and Resource Utilization Based on the Configuration in Table 2

# 2 BUG %
Decomp.
(=1, =2)

Est.
Lat.
(<B)

FB CB TB BRAM TF CU URAM M DSP

220 16 4 × 3 8 (211, 29) 0.76 0 128 128 128 48 128 176 21 3,360
221 8 4 × 3 8 (212, 29) 1.52 0 256 128 192 48 128 176 21 3,360
222 16 8 × 4 4 (211, 211) 2.38 512 128 512 576 64 128 192 21 4,032
223 8 8 × 4 4 (212, 211) 5.31 512 128 512 576 64 128 192 21 4,032
224 8 8 × 4 4 (212, 212) 8.65 512 128 512 576 64 128 192 21 4,032
225 8 8 × 4 4 (213, 212) 20.96 512 256 512 640 64 128 192 21 4,032
226 8 8 × 4 4 (214, 212) 45.16 512 512 512 768 64 256 320 21 4,032

Decomp.: Decomposition. Est. Lat.: Estimated Latency.
M: #*"<D;C8?;84A . DSP: #*"�(% .
FB: #*"���$_�'�" . CB: #*"�>45 5 _�'�" . TB: #*")A0=B?>B4_�'�" . BRAM: #*"C>C0;_�'�" .
TF: #*")�_*'�" . CU: #*"�~2;82_*'�" . URAM: #*"C>C0;_*'�" .

underscores the efficacy of the estimation equation in accurately capturing latency trends. It is
observed that for # = 226 in Table 4, the estimated latency shows a 16.02% underestimation relative
to the measured value. This is because of the reduced bandwidth caused by a configuration with
2 = 4, where the burst size is insufficient to sustain optimal data transfer rates.

The achievable clock frequency, along with the utilization of LUTs and FFs, is influenced by
four internal primary factors. (1) A larger number of multipliers increases the consumption of
LUTs and FFs. (2) The larger size between the decomposed sub-polynomials, denoted as =1 and =2.
The configurable array sizes for both coefficient and twiddle factor computations are configured
to accommodate the larger of the two sub-polynomials. This dictates the total register count
and the complexity of the data path, thereby directly impacting LUT and FF utilization. (3) The
balance of the decomposition, i.e., whether =1 = =2, significantly impacts the achievable clock
frequency. Unbalanced decompositions need additional control logic and a second set of smaller
arrays to manage the distinct computational requirements of the different sub-polynomial sizes.
This architectural overhead introduces a longer critical path, consequently increasing frequency
and resource utilization. (4) The divisibility of the logarithms of the decomposed sub-polynomials.
For instance, if the BUG has a horizontal dimension of � = 3 (e.g., for a 4 × 3 BUG) or � = 4 (e.g.,
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Table 4. The Best Performing Design on U50 for log2 (@) = 64

# BUG %
Decomp.
(=1, =2)

Freq.
(MHz)

Latency
(<B) :LUT :FF BRAM URAM DSP

220 4 × 3 8 (211, 29) 208 0.86 436
(61.49%)

379
(24.96%)

128
(11.02%)

176
(27.67%)

3,064
(51.51%)

221 4 × 3 8 (212, 29) 207 1.61 418
(59.05%)

409
(26.92%)

256
(16.54%)

176
(27.67%)

3,064
(51.51%)

222 4 × 3 8 (211, 211) 229 3.06 426
(60.06%)

502
(33.07%)

192
(16.54%)

176
(27.67%)

3,040
(51.11%)

223 4 × 3 8 (211, 212) 200 6.36 436
(61.46%)

378
(24.87%)

192
(16.54%)

176
(27.67%)

3,040
(51.11%)

224 4 × 3 8 (212, 212) 227 11.12 402
(56.71%)

444
(29.2%)

192
(16.54%)

304
(47.8%)

3,040
(51.11%)

225 4 × 3 8 (213, 212) 181 31.91 432
(60.98%)

390
(25.65%)

392
(33.76%)

304
(47.8%)

3,064
(51.51%)

226 4 × 3 8 (214, 212) 176 72.79 442
(62.27%)

395
(25.96%)

616
(53.06%)

336
(52.83%)

3,064
(51.51%)

Table 5. Estimated Latency and Resource Utilization Based on the Configuration in Table 4

# 2 BUG %
Decomp.
(=1, =2)

Est.
Lat.
(<B)

FB CB TB BRAM TF CU URAM M DSP

220 16 4 × 3 8 (211, 29) 0.79 0 128 128 128 48 128 176 21 3,360
221 8 4 × 3 8 (212, 29) 1.55 0 256 256 256 48 128 176 21 3,360
222 16 4 × 3 8 (211, 211) 2.81 0 128 256 192 48 128 176 21 3,360
223 16 4 × 3 8 (211, 212) 6.30 0 128 256 192 48 128 176 21 3,360
224 16 4 × 3 8 (212, 212) 10.88 0 256 128 192 48 256 304 21 3,360
225 8 4 × 3 8 (213, 212) 29.78 0 512 128 320 48 256 304 21 3,360
226 4 4 × 3 8 (214, 212) 61.13 0 1,024 128 576 80 256 336 21 3,360

Table 6. The Best Performing Design on U280 for log2 (@) = 256

# BUG %
Decomp.
(=1, =2)

Freq.
(MHz)

Latency
(<B) :LUT :FF BRAM URAM DSP

220 2 × 2 2 (210, 210) 220 6.45 300
(25.72%)

345
(14.28%)

251
(13.8%)

80
(8.33%)

2,912
(32.28%)

221 4 × 3 1 (211, 210) 216 12.35 395
(33.99%)

448
(18.64%)

294
(16.18%)

88
(9.17%)

3,640
(40.35%)

222 4 × 3 1 (211, 211) 182 28.91 394
(33.95%)

392
(16.26%)

436
(24%)

88
(9.17%)

3,640
(40.35%)

223 4 × 3 1 (212, 211) 140 69.24 398
(34.29%)

416
(17.3%)

551
(30.32%)

64
(6.67%)

3,640
(40.35%)

224 4 × 3 1 (212, 212) 208 92.32 387
(33.37%)

415
(17.27%)

551
(30.32%)

128
(13.33%)

3,640
(40.35%)

for an 8 × 4 BUG), and the logarithm is indivisible by H, it will introduce a coefficient reordering
task. This additional logic for data realignment increases the consumption of logic resources.
For factor (1), the design employing an 8 × 4 BUG configuration utilizes more LUTs and FFs

compared to the design utilizing a 4× 3 BUG configuration. In the 8× 4 BUG configuration (detailed
in Table 2) for log2 (@) = 64, the achievable clock frequency exhibits a decline, and LUT and FF usage
increase as the sub-polynomial size =1 grows from an input size of # = 225 to 226, as per factor (2).
Similarly, for the 4× 3 BUG configuration with log2 (@) = 64 (Tables 2 and 4), a continuous decrease
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in frequency and a corresponding increase in LUT and FF usage are observed as polynomial sizes
scale from # = 220 to 221, 223, 225, and 226. For factor (3), as detailed in Tables 2 and 4, notably,
# = 222 and # = 224 on both the U280 and U50 platforms achieve the highest frequencies and
relatively low LUT and FF usage within the set. This is attributed to their balanced decompositions
(=1 = =2 = 211 and =1 = =2 = 212, respectively). A balanced decomposition allows the two rounds of
NTT operations to share the same PEs with simplified control logic, thereby reducing the critical
path delay and overall resource overhead. For factor (4), # = 224 exhibits lower LUT and FF usage
compared to # = 222 across both the 4 × 3 and 8 × 4 BUG configurations, attributable to the
divisibility of the decomposed sub-polynomials =1 and =2 by the horizontal dimensions + = 3
and + = 4.

The amount of BRAM is determined by the FIFOs, coefficient shuffler, and transpose buffer, while
the utilization of URAM is governed by the twiddle factors and cyclic shuffler. DSP consumption is
directly influenced by the number of multipliers in each configuration. When estimating the BRAM
count in each table, the total is calculated by summing the resource requirements of the ��,��, and
)� and dividing the result by two. This approach reflects the assumption of a 36-bit by 512-entry
memory configuration, which utilizes half of a single 36 Kb BRAM block. Similarly, the URAM
count is determined by adding )� and �* . It is worth noting that our analytical model slightly
underestimates the actual BRAM utilization, particularly in designs with large FIFOs. This is due to
the implementation of FIFO-based data streaming within the TAPA framework [18], which uses
relay_station modules that consume additional BRAM resources beyond our estimation. However,
for # = 225 and 226 in Table 5, we still observe an underestimation, even though no large FIFOs are
present. We determined that this extra BRAM is consumed by the tasks that also involve twiddle
factors. The number of URAMs estimated by our model perfectly matches the actual resource
utilization. For DSP, our model provides a theoretical upper bound, as it does not account for the
synthesis-level optimizations such as multiplier sharing and resource packing.
Tables 6 and 8 present the performance of our 256-bit four-step NTT accelerator on the U280

and U50 platforms, respectively. For each polynomial size # = 220 through 224, we also report the
chosen BUG configuration, parallelism factor % , decomposition (=1, =2), achieved clock frequency,
end-to-end latency, and utilization of key FPGA resources. These data reveal how our framework
adapts the BUG configuration and parallelism to each device’s resource constraints. On the U280
(Table 6), a 2 × 2 BUG with % = 2 is employed for # = 220. As # increases, we switch to the
4 × 3 BUG where % = 1, because its BUG and corresponding decomposition generate a better
performance than the 2 × 2 BUG configuration. Table 8 summarizes the best‐performing 256-bit
NTT configurations on the U50 FPGA for polynomial sizes # = 220 through 224. In all cases, we
employ a 2×2 BUG with parallelism % = 2. This is because a larger BUG would push LUT utilization
beyond a feasible limit. The latencies obtained from the proposed analytical model are close to the
measured values when compared to the estimated results, exhibiting an average relative difference
of approximately 6.83% between Tables 6 and 7, and 4.77% between Tables 8 and 9.
For log2 (@) = 256, the 4 × 3 BUG design exhibits a relatively lower frequency compared to the

2 × 2 BUG design, as indicated in Table 6, primarily due to the increased number of multipliers,
aligning with factor (1). However, a notable decline in frequency is observed from # = 221 to
# = 222, 223, and 224 in Table 6. This drop is attributed to the resource placement and routing
challenges, as # = 221 utilizes six slots on the U280, whereas # = 222, 223, and 224 are constrained
to five slots, complicating the efficient allocation of logic and memory resources. Consequently,
# = 224 achieves the highest frequency among these configurations, benefiting from its balanced
decomposition (=1 = =2 = 212) and the divisibility of log2 (=1) by � = 3, as outlined in factors (3)
and (4). In contrast, # = 222 (=1 = =2 = 211) gets the second-highest frequency, outperforming the
unbalanced decomposition of # = 223 (=1 = 212, =2 = 211) due to the advantages conferred by factor
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Table 7. Estimated Latency and Resource Utilization Based on the Configuration in Table 6

# 2 BUG %
Decomp.
(=1, =2)

Est.
Lat.
(<B)

FB CB TB BRAM TF CU URAM M DSP

220 16 2 × 2 2 (210, 210) 7.09 256 64 128 224 16 64 80 198 3,168
221 16 4 × 3 1 (211, 210) 13.43 256 64 512 416 24 64 88 198 3,960
222 16 4 × 3 1 (211, 211) 29.62 256 64 512 416 24 64 88 198 3,960
223 8 4 × 3 1 (212, 211) 74.61 256 128 512 544a 24 64 64b 198 3,960
224 16 4 × 3 1 (212, 212) 97.20 256 128 512 544a 24 128 128b 198 3,960

aThe TF is implemented using BRAM and is included in the BRAM.
bThe TF is implemented using BRAM and is excluded from the URAM.

Table 8. The Best Performing Design on U50 for log2 (@) = 256

# BUG %
Decomp.
(=1, =2)

Freq.
(MHz)

Latency
(<B) :LUT :FF BRAM URAM DSP

220 2 × 2 2 (210, 210) 238 6.08 303
(41.48%)

361
(23.22%)

251
(21.62%)

80
(12.58%)

2,912
(48.96%)

221 2 × 2 2 (211, 210) 206 14.72 309
(42.25%)

334
(21.49%)

299
(25.75%)

80
(12.58%)

2,916
(49.02%)

222 2 × 2 2 (212, 210) 208 31.67 307
(41.92%)

339
(21.82%)

355
(30.58%)

144
(22.64%)

2,916
(49.02%)

223 2 × 2 2 (211, 212) 199 66.93 308
(42.18%)

326
(20.94%)

497
(42.81%)

64
(10.06%)

2,912
(48.96%)

224 2 × 2 2 (212, 212) 228 123.44 308
(42.27%)

362
(23.33%)

370
(31.87%)

144
(22.64%)

2,912
(48.96%)

Table 9. Estimated Latency and Resource Utilization Based on the Configuration in Table 8

# 2 BUG %
Decomp.
(=1, =2)

Est.
Lat.
(<B)

FB CB TB BRAM TF CU URAM M DSP

220 8 2 × 2 2 (210, 210) 6.56 256 64 128 224 16 64 80 198 3,168
221 8 2 × 2 2 (211, 210) 16.15 256 128 128 256 16 64 80 198 3,168
222 8 2 × 2 2 (212, 210) 31.68 256 256 128 320 16 128 144 198 3,168
223 8 2 × 2 2 (211, 212) 70.15 256 128 256 416a 16 64 64b 198 3,168
224 8 2 × 2 2 (212, 212) 121.66 256 256 256 384 16 128 144 198 3,168

aThe TF is implemented using BRAM and is included in the BRAM.
bThe TF is implemented using BRAM and is excluded from the URAM.

(4). Similarly, in Table 8, # = 220 and # = 224 exhibit the highest achieved frequencies, attributable
to the combined effects of factors (3) and (4). Furthermore, # = 220 outperforms # = 221 and
# = 223 in frequency, primarily due to the benefits of factor (4). Regarding resource utilization
trends, the consumption of LUTs and FFs exhibits relative stability with minor fluctuations across
the configurations detailed in Tables 6 and 8. In our analysis, we observed an overestimation of
BRAM utilization for the # = 221 configuration (Table 7) and the # = 224 configuration (Table 9).
This difference is due to the synthesis optimizing and reducing the BRAM required by the transpose
buffer. Moreover, the estimated URAM utilization continues to align with the actual implementation.
For DSP, our analytical model provides a theoretical upper bound as observed and discussed in
log2 (@) = 64.

Overall, these results indicate that our framework customizes the BUG configuration and paral-
lelism level based on the resources of each FPGA and is able to provide a validated performance and
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Fig. 12. Latency versus cyclic‐shuffler buffer size for a log2 (@) = 256, # = 224 polynomial. All cases run at
200 MHz, except the 32-NTT case, which runs at 126 MHz.

resource estimation. On the U280, abundant on-chip memory and DSP capacity allow deployment of
a larger BUG, yielding lower end-to-end latency. In contrast, on the U50, tighter resource constraints
limit the BUG size, resulting in higher resource utilization while still maintaining comparable clock
frequencies. Consequently, our approach sustains high concurrency and efficiently accelerates
large-size NTTs within the on-chip budgets of diverse FPGA platforms.

5.3 Analysis of Individual Optimizations
Cyclic Shuffler. Building on the HBM characteristics discussed in Section 3.3, we evaluated how
cyclic buffering influences end-to-end NTT latency. Figure 12 shows the tradeoff between URAM
utilization and kernel latency as the number of buffered polynomials varies; each sub-polynomial
has size 212, uses 256-bit coefficients, and is processed by a 4 × 3 BUG with % = 1. All examples
achieve 200 MHz, except the 32-NTT case, which runs at only 126 MHz. For clarity, only the cyclic
double buffer is stored in URAM, while all other data remain in BRAM. The baseline design (no
buffering) exhibits a latency of 170.85 ms and consumes no URAM. Adding a single cyclic buffer (1
NTT) raises URAM usage to 64 blocks but still keeps a similar latency at 170.78 ms. Doubling the
buffer to two polynomials still uses only 64 URAM blocks because each block stores 4,096 × 72 bits,
and we stripe four blocks to form one 256-bit row. Consequently, because the sub-polynomial is
organized as 8× 512 coefficients, four URAM blocks can accommodate up to eight sub-polynomials;
the additional buffering therefore further reduces latency without increasing on-chip memory
usage. When the buffer size increases to 16 sub-polynomials (16 NTTs), URAM usage doubles to
128 blocks, yet execution latency improves by only a 1.02× speedup, indicating that buffering more
than eight NTTs yields only marginal gains. However, buffering more than 16 NTTs (i.e., 32 NTTs)
does not improve performance and degrades the frequency.

These results demonstrate that by enforcing as few as four to eight consecutive NTT coefficient
streams before issuing each HBM transaction, the shuffler effectively converts a random access
pattern into near-optimal 4-burst transfers, thereby recovering almost all of the 13 GB/s bandwidth.
However, when the buffer size increases from 8 NTTs to 16 NTTs, extending the cyclic shuffler
to rearrange more than 16 NTTs only slightly reduces latency but significantly increases URAM
utilization.The exact overhead varies with the BUG template and sub-polynomial size. Consequently,
we choose the buffer length on a case by case basis.

Resource Utilization of Modular Reduction Methods. Table 10 highlights how our modular reduction
methods affect HiFA’s on-chip resources. In the 64-bit case, a specialized Mersenne-prime-based
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Table 10. Resource Utilization for Reduction Methods on
HiFA

Method log2 (@) Reduction LUT FF DSP
SAM [40]

64
N/A - - 24a

HiFA WLM 1,106 757 17∼19
HiFA Mersenne 1,128 546 12

SAM [40] 256 N/A - - 242a
HiFA WLM 12,252 11,411 182

aEstimated from the full-design resource utilization.

reduction method reduces the DSP count compared to the WLM approach. We also observe that
DSP usage can vary across different polynomial sizes and HLS mappings. Moreover, against the
SAM multiplier, our BUs consume fewer DSPs in both 64- and 256-bit designs, which contributes
to achieving higher clock frequencies.

5.4 Comparison with State-of-the-Art Methods
Table 11 presents a detailed comparison of HiFA with two state-of-the-art FPGA NTT accelerators,
SAM [40] and CycloneNTT [1], as well as the ASIC NTT accelerator PipeZK [46], across various
modular reduction schemes, moduli, and polynomial sizes, evaluated based on performance and
resourcemetrics. Referring to the previous works [23, 30], we adopt theArea-Delay Product (ADP)
as a metric to evaluate resource utilization across different FPGA platforms, where a lower value
indicates better efficiency. To minimize per‐PE resource use and maximize parallelism, SAM adopts
a complex multi‐dimensional NTT decomposition. However, this approach incurs additional off-
chip memory traffic and significant interconnect overhead, which in turn depresses the achievable
clock frequency and hinders scalability on large FPGA platforms. Thanks to its carefully optimized
architecture, HiFA attains higher clock frequencies than both SAM and CycloneNTT. In the 64-bit
workloads, HiFA delivers 3.56× and 4.31× lower latency than SAM for # = 220 and 224, respectively;
even when normalized to the same frequency or compared by clock-cycle count, the speedups
remain 2.7× and 2.89×. Moreover, despite using only half as many DSPs as SAM, our design
still achieves 1.94× and 1.55× improvements for # = 220 and 224 when log2 (@) = 256. On-chip
memory utilization is also reduced relative to SAM. Compared to SAM, HiFA achieves a 4.3× lower
ADP on average. This improvement reflects the higher computational capability of its PEs, which
reduces execution latency. In addition, the reduced BRAM suggests that HiFA’s architecture is more
routing-friendly on FPGA, enabling us to achieve higher clock frequencies.

By contrast, CycloneNTT implements a similar stacked NTT kernel but is constrained by on-chip
memory capacity, forcing off-chip accesses to shuffle coefficients after each BUG computation
stage. These repeated off-chip transactions introduce substantial latency that negates the inherent
performance advantages of the standard NTT algorithm. In HiFA, we instead use on-chip buffers
to locally shuffle sub-polynomial coefficients, so that off-chip memory is accessed only once during
the transpose phase. Another limitation of CycloneNTT is that it cannot accommodate polynomial
sizes whose number of NTT stages is not an integer multiple of the BUG horizontal size � (e.g., the
CycloneNTT-6 variant fails for # = 220), severely limiting its applicability. It also instantiates only
a single NTT PE, leading to routing congestion and a degraded clock frequency in the larger BU
implementation (e.g., CycloneNTT-6). In the 64-bit cases, HiFA achieves latency speedups of 1.11×,
7.25×, and 1.04× for # = 220, 221, and 224, respectively. For # = 224, CycloneNTT implements a
32 × 6 BUG design. It uses 1.83× more BRAM and runs at a lower frequency. Our framework thus
achieves a 1.51× lower ADP. Although HiFA exhibits higher ADP than CycloneNTT at 220 and 221,
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Table 11. Performance and Resource Comparison across FPGA/ASIC Platforms

Method log@ # Reduction Platform Freq.
(MHz)

Latency
(<B)

(Speedup)
:LUT :FF BRAM DSP ADP

(Speedup)

SAM [40] - U250 165 2.84 (3.56×) 267 328 2,126a 2,736 1,546 (4.63×)
HiFA WLM U280 217 0.8 (1×) 424 418 1,216 3,064 334 (1×)

CycloneNTT-5 [1] Mersenne C1100 176 1.04 (1.11×) 170 121 960 960b 259 (0.91×)
HiFA

220

Mersenne U280 200 0.93 (1×) 420 320 768 1,944 285 (1×)
CycloneNTT-3 [1] Mersenne C1100 300 10.86 (7.25×) 17 17 144 144b 386 (0.79×)

HiFA 221 Mersenne U280 205 1.5 (1×) 420 300 896 1,944 491 (1×)
SAM [40] - U250 165 34.12 (4.31×) 267 328 2,126a 2,736 18,572 (4.98×)
HiFA WLM U280 246 7.92 (1×) 535 544 1,232 3,648 3,727 (1×)

CycloneNTT-6 [1] Mersenne C1100 161 8.08 (1.04×) 564 319 2,304 2,304b 5,152 (1.51×)
HiFA

64

224

Mersenne U280 250 7.75 (1×) 507 412 1,256 2,304 3,413 (1×)
SAM [40] - U250 100 12.61 (1.94×) 593 534 2,269a 6,776 8,564 (4.65×)

PipeZK-scaled [46] Montgomery - 220 15 (2.31×) - - - - -
HiFA

220

WLM U280 220 6.48 (1×) 300 351 737 2,912 1,840 (1×)
SAM [40] - U250 100 183.56 (1.55×) 593 534 2,269a 6,776 124,665 (2.92×)
HiFA

256

224 WLM U280 165 118.18 (1×) 380 399 986 3,640 42,668 (1×)

ADP: Area-Delay Product = Latency × (:LUT + :FF + BRAM + DSP)/5.
aConverted KB to 36 K BRAM.
bCalculated using the Mersenne-prime reduction method.

it offers greater flexibility by supporting a broader range of prime moduli, which makes it more
adaptable to diverse application requirements.

PipeZK implements a dataflow NTT PE with limited flexibility in parallelism. As an ASIC design
with a higher frequency, it was scaled down to match the frequency of HiFA. At # = 220, HiFA
outperforms the scaled PipeZK by 2.31×. Overall, HiFA achieves a maximum latency improvement
of 7.25× and an average speedup of 2.97× compared to prior FPGA implementations, with an
average ADP gain of 2.91×.
We also present a performance and energy efficiency comparison in Table 12, evaluating our

FPGA-based implementation (HiFA on the U280) against GPU-based methods. These include 4step-
ntt [34] on the NVIDIA V100 for NTT operations with 64-bit coefficients across polynomial sizes
ranging from # = 220 to 224, as well as bellperson [11] and GZKP [28] on the NVIDIA V100
and GTX 1080Ti platforms for NTT operations with 256-bit coefficients across polynomial sizes
# = 220, 222, 224. The table shows latency (<B), throughput (NTT/B), total power consumption (, ),
dynamic power consumption (, ), and energy efficiency (<B ·, , with the energy gain relative to
HiFA). The power consumption of the GPU utilized by 4step-ntt is measured during kernel runtime.
For bellperson and GZKP, the power consumption of the corresponding GPU platforms is estimated
by scaling the power of the respective GPU by a factor of 0.75. The total power consumption and
the dynamic power consumption of the FPGA are measured directly on the actual board.
In a comparative performance analysis against the 4step-ntt GPU approach [34] on the V100

platform, our HiFA implementation exhibits higher latency, resulting in a negative power gain.
However, our dynamic power consumption is approximately 12.49× lower than that of the 4step-ntt
GPU method. When compared to other GPU-based implementations, HiFA demonstrates superior
performance on the GTX 1080Ti, achieving lower latency and higher throughput than bellperson
across all tested scenarios. Furthermore, HiFA shows a clear advantage in power efficiency, con-
suming less power than both bellperson and GZKP on the GTX 1080Ti, as well as bellperson on
the V100. On average, our method achieves an energy gain of 2.24× compared to these GPU-based
methods.
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Table 12. Performance and Energy Efficiency Comparison across GPU Platforms

Method log2 (@) # Platform Latency
(<B)

Throughput
(NTT/s)

Total
Power
(, )

Dynamic
Power
(, )

Energy
Efficiency
(<B ·, )

(Energy Gain)
4step-ntt [34] V100 0.118 8,474 183.84 160.27 22 (0.66×)

HiFA 220 U280 0.8 1,250 41.19 9.64 33 (1×)
4step-ntt [34] V100 0.216 4,629 236.01 212.44 51 (0.80×)

HiFA 221 U280 1.51 662 41.99 10.20 63 (1×)
4step-ntt [34] 64 V100 0.436 2,293 232.37 208.80 101 (0.83×)

HiFA 222 U280 2.17 460 56.13 20.97 122 (1×)
4step-ntt [34] V100 0.892 1,121 248.66 225.09 222 (0.69×)

HiFA 223 U280 5.02 199 63.91 28.61 321 (1×)
4step-ntt [34] V100 1.873 533 247.88 224.31 464 (0.84×)

HiFA 224 U280 8.15 122 67.90 31.24 553 (1×)
bellperson [11] V100 5.19 192 187.5a / 973 (3.67×)
GZKP [28] V100 1.07 934 187.5a / 201 (0.76×)

bellperson [11] 220 GTX 1080Ti 23.8 42 187.5a / 4,463 (16.81×)
GZKP [28] GTX 1080Ti 2.87 348 187.5a / 538 (2.03×)

HiFA U280 6.45 155 41.15 10.56 265 (1×)
bellperson [11] V100 12.69 78 187.5a / 2,379 (1.26×)
GZKP [28] V100 4.96 201 187.5a / 930 (0.49×)

bellperson [11] 256 222 GTX 1080Ti 70.5 14 187.5a / 13,219 (7.00×)
GZKP [28] GTX 1080Ti 12.83 77 187.5a / 2,406 (1.27×)

HiFA U280 28.91 34 65.35 34.72 1,889 (1×)
bellperson [11] V100 46.74 21 187.5a / 8,764 (1.43×)
GZKP [28] V100 20.99 47 187.5a / 3,936 (0.64×)

bellperson [11] 224 GTX 1080Ti 234.59 4 187.5a / 43,986 (7.18×)
GZKP [28] GTX 1080Ti 56.18 17 187.5a / 10,534 (1.72×)

HiFA 224 U280 92.32 10 66.31 34.11 6,122 (1×)
aEstimated by multiplying the platform’s maximum power by a coefficient of 0.75.

6 Related Work
CPU-Based Acceleration.The Microsoft SEAL library [32], a widely adopted framework for FHE,
supports BFV and CKKS schemes with a CPU-based NTT implementation optimized for modern
processors. OpenFHE [3] is a community-driven FHE library that supports multiple schemes,
including BGV, BFV, and CKKS. Its NTT implementation is primarily CPU-based, with optimizations
for multi-core processors via OpenMP for parallelism. In the domain of ZKP, DIZK [42] introduces
a distributed algorithm that utilizes compute clusters to enable parallel processing for applications
involving billions of circuit gates. Despite these efforts, purely CPU-based implementations of
cryptographic schemes still fail to meet practical requirements.

GPU-Based Acceleration. Özcan and Savaş [34] propose GPU NTT algorithms that minimize slow
global memory accesses and exploit spatial locality, even tuning CUDA parameters (kernel count,
thread block size/shape) to maximize throughput for each polynomial size. GME [37] accelerates
FHE using AMD CDNA GPUs with custom microarchitectural extensions and optimizes NTT by
improvingmemory access locality. Badawi et al. [4] employmulti-GPU clusters with data parallelism
and use Discrete Galois Transform to reduce memory usage for NTT, enhancing FHE scalability.
Both approaches significantly boost FHE performance for privacy-preserving computations.

Recent GPU research also focuses on scaling the NTT kernel to ever-larger ZKP circuits. cuZK [27]
follows a classical log# butterfly schedule, streaming intermediate data through global memory
so thousands of threads can process #

2 butterflies per stage, and it integrates seamlessly with
parallel multi-scalar multiplication and matrix-vector multiplication modules for large-size proofs.
GZKP [28] redesigns the memory hierarchy by performing all data shuffling inside low-latency
shared memory and arranging thread blocks so that global-memory accesses remain contiguous,
thereby eliminating costly global shuffles. UniNTT [20] decomposes the transform hierarchically
across multiple GPUs and pairs primitive-root reuse with pipelined communication and layout
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optimizations, allowing NTT stages at each hierarchy level to execute with minimal memory and
interconnect overhead.
FPGA/ASIC-Based Acceleration. Prior FPGA studies explore standard NTT that can be fit in on-

chip resources [19, 22, 43] and the four-step NTT that is designed for offloading the storage during
the NTT computation [10, 17, 40, 45] to support the wide moduli and million-point polynomials
required by FHE and ZKP. ASIC work also pushes the similar ideas [12, 41, 44, 46, 47].
Proteus [19] is a parametric hardware framework that generates pipelined Radix-2 NTT archi-

tectures, supporting both single-path delay feedback and multipath delay commutator approaches.
OpenNTT [22] is a fully automated, open source framework that compiles NTT hardware ac-
celerators and incorporates on-the-fly twiddle factor generation to support various NTT types
and parameter sets. NTTGen [43] is an automated framework for generating low-latency NTT
designs tailored for HE applications on FPGAs, taking application parameters, latency, and resource
constraints as input to produce synthesizable Verilog code. However, these architectures limited
flexibility for diverse NTT sizes and types beyond specific parameters. Additionally, they lack the
key points to address four-step NTT bottlenecks like transposition overhead.
CycloneNTT [1] supports a larger polynomial size compared to the previous methods, but it is

still limited by the bit-width (i.e., 64 bits). Although it proposes different NTT kernels to support
various polynomial sizes, it can only support the corresponding divisible polynomial sizes and thus
cannot explore the maximum performance. Moreover, due to the limited on-chip storage, it has to
frequently access the off-chip storage to obtain relevant computing parameters.

ESC-NTT [17] is a fully pipelined, flexible NTT architecture designed for FHE and PQC, which
provides three customized NTTmodules for a maximum of 4,096-point NTT. It supports a transpose
and rearrange module by constructing FIFO arrays. However, it implements two different types of
NTT Pes, respectively, for the two rounds of NTT computations in the four-step NTT algorithm,
which is unnecessary. HMNTT [26] employs the four-step NTT algorithm and a pipelined transpose
module by optimizing the NTT PE to alleviate backpressure and data conflicts in the workflow. SHP-
FsNTT [10] combines deep pipelining with parallelism and employs a memory-access scheme that
eliminates the need for a dedicated matrix transpose engine in its four-step NTT implementation.
However, these designs are constrained to 216-point transforms with 64-bit modulus. When scaling
to a larger NTT size, new obstacles arise. In particular, the off-chip memory will be accessed far
more frequently, and the irregular access patterns incur higher latency. This increased memory
latency can introduce backpressure, degrading overall pipeline throughput.
PipeZK [46] first implements 2D four-step NTT decomposition on the dataflow architecture

for polynomial size up to 220. SAM [40] uses multi-dimensional decomposition to flexibly support
various large-size polynomials (up to 228) with fixed small hardware NTT units (i.e., 64-point
NTT). It also optimizes data movement and on-the-fly twiddle generation for this decomposed flow.
However, none of the existing work explores the design space among different 2D decompositions,
which leads to the inability to fully explore the optimal decomposition configuration in four-step
NTT. Moreover, to fully explore the performance of the NTT PE, we need to carefully avoid the
non-sequential off-chip memory access.

7 Conclusion
In this work, we present HiFA, a high-performance and flexible acceleration framework that supports
large-size NTTs across multiple bit-widths and modular reduction schemes. HiFA integrates a
stacked BUG PE, an on-chip cyclic shuffle buffer, a localized micro-transpose engine, and an
automated DSE flow to accelerate four-step NTT on HBM-equipped FPGAs. By minimizing per-PE
resource consumption and converting random memory accesses into near-optimal bursts, HiFA
achieves up to a 7.25× reduction in latency and an average 2.97× speedup over state-of-the-art
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FPGA designs, while remaining portable across different platforms. Compared to prior GPU-based
implementations, HiFA achieves an average energy efficiency gain of 2.24×. In the future, HiFA
can be extended to multi-FPGA clusters, further increasing parallelism and boosting performance
to fully leverage the framework’s flexibility and DSE capability. We also plan to integrate HiFA
into end-to-end FHE and ZKP workflows on FPGA, enabling the entire cryptographic scheme to
run in hardware.
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