IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 10, 15 MAY 2025

14297

A Novel Dynamic Hill Cipher and Its Applications
on Medical IoT

Jie Jin"™, Mengfan Wu, Aijia Ouyang™, Keqin Li

Abstract—Cryptography is one of the most important areas
in information security. Cryptography ensures secure commu-
nication and data privacy, and it is increasingly being applied
in healthcare and related fields. As an important classical
cryptographic method, the Hill cipher has always been closely
studied by experts and scholars. In order to enhance the
security of the conventional Hill cipher (CHC), a novel dynamic
Hill cipher (NDHC) is proposed in this work. The proposed
NDHC not only replaces the static key matrix of the CHC
with a time-varying dynamic key matrix (TVDKM) to change
the image pixel values over time ¢ but also uses the Logistic
chaos sequence scrambling the image pixel positions, which
greatly enhances the security of the CHC. However, how to
effectively obtain the dynamic inversion key matrix (DIKM) of
the TVDKM becomes an urgent issue in the NDHC decryption.
In order to quickly find the DIKM, a fixed-time convergence
fuzzy zeroing neural network (FTCF-ZNN) model is constructed,
and the convergence and robustness of the FTCF-ZNN model for
solving the DIKM are verified through theoretical analysis and
comparative experimental results. Moreover, the effectiveness and
security of the proposed NDHC for medical images encryption
and decryption are also validated by experiments.

Index Terms—Chaos sequence, encryption and decryption,
fuzzy logic, Hill cipher, zeroing neural network.

I. INTRODUCTION

ITH the widespread popularization of the IoT and the
Wadvent of the information age, numerous information
security issues have emerged, such as privacy breaches,
information security becomes increasingly important nowadays.
The emergence and development of cryptography provide
a safeguard for solving information security problems, and
play a crucial role in medical confidentiality. In medical
diagnostics, various imaging techniques are used to process
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different cellular or organ lesions, including positron emission
tomography (PET) [1], single-photon emission computed
tomography (CT) (SPECT) [2], CT [3], and magnetic resonance
imaging (MRI) [4]. Medical institutions encrypt sensitive
information, such as patient records, diagnostic results, and
case histories to ensure that unauthorized personnel cannot
access or view this information during storage. Medical data
sharing forms the basis of cooperation between medical
institutions, but privacy issues are also the main obstacle to
data sharing between institutions. Therefore, to address the
issue of information leakage, encrypting private information is
very necessary. Cryptography, as a popular research field, has
important applications in message authentication [5], secure
communication [6], [7], and digital currency [8], among other
areas [9]. With the continuous development of cryptography,
various encryption methods have emerged, such as the Vigenere
cipher [10], [11], [12], Caesar cipher [13], [14], [15], chaotic
cipher [16], [17], [18], [19], and Hill cipher [20], [21]. Although
there are many types of encryption methods, they mainly
consist of five components: 1) plaintext; 2) key; 3) ciphertext;
4) encryption; and 5) decryption. As an important mathematical
tool, matrix theory has been widely used in the aforementioned
cryptography.

Based on the above analysis, to encrypt important medical
image information and ensure that only authorized medical
personnel can access sensitive patient information, this article
focuses on the study and improvement of the Hill cipher.
The conventional Hill cipher (CHC) algorithm was proposed
by American mathematician Lester S. Hill in 1929, and it
belongs to the symmetric key cryptosystem, where the same
key is used for both encryption and decryption. The Hill
cipher mainly includes three parts: 1) plaintext; 2) key; and
3) ciphertext. The plaintext is the information to be encrypted,;
the ciphertext is the secret information obtained from the
encryption system; and the key is the encryption parameter that
makes the encryption more flexible and secure. The Hill cipher
is a polygraphic substitution cipher that uses linear algebra
principles for encryption and decryption. It is worth noting
that the CHC uses static and invariant keys. For example,
Chen et al. [22], Chen et al. [23], Hua et al. [24], and
Yu et al. [25] used static sequence ciphers generated by
keys to encrypt plaintext. However, due to its time-invariant
nature, if an attacker obtains multiple sets of ciphertext
and plaintext pairs, they may reconstruct the key matrix
through linear algebra techniques, thereby compromising the
entire encryption system and affecting the security of the
CHC.
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Chaos theory, originating from the “butterfly effect” has
developed into a typical field of nonlinear science. Essentially,
chaos is a quasi-random and irregular motion generated by
deterministic nonlinear systems. Its fundamental characteristic
is extreme sensitivity to initial conditions and small parameter
changes, leading to long-term unpredictability of trajecto-
ries. In recent years, with the maturation of chaos theory,
its application research has received widespread attention.
Fields, such as chaotic synchronization control [26], [27],
[28], [29], chaotic cryptography [30], [31], [32], and chaotic
neural networks [33], [34], [35], have become current research
frontiers.

It should be noted that the aforementioned CHC typi-
cally involves modifying the pixel values of the encrypted
images to some specific values, the image pixel positions
are not changed, and the security of the CHC is limited.
Therefore, to further enhance the security of CHC for image
transmission, a novel dynamic Hill cipher (NDHC) not only
scrambles the image pixel positions with Logistic chaotic
system [36], [37], [38] but also makes the pixel values of
the encrypted images change over time ¢ is proposed. The
NDHC image encryption not only replaces the static matrix
key of the CHC with a time-varying dynamic key matrix
(TVDKM) but also inherits the advantages of the CHC,
which significantly increases the difficulty of decryption and
enhances the ciphertext security. Moreover, as the TVDKM of
the proposed NDHC changes over time ¢, which also causes
the NDHC encrypted image ciphertext to change over time ¢
as well.

However, introducing the TVDKM in the NDHC increases
the security of the CHC, but it also presents challenges for the
NDHC decryption. In the NDHC encryption, the TVDKM is
multiplied with the original image pixel matrix to modify its
pixel values, but the dynamic inversion key matrix (DIKM) of
the TVDKM should be multiplied in the NDHC decryption to
recover its original pixel values, and how to effectively obtain
the DIKM of the TVDKM becomes an urgent issue in the
NDHC decryption.

As an effective method to deal with dynamic problems,
ZNN model is popularly applied in scientific and industrial
fields. Unlike the traditional gradient-based neural networks,
the ZNN takes full consideration of the time-varying coef-
ficient speed compensation, and it has been successfully
applied in dynamic matrix inversion [39], [40], [41], dynamic
quadratic minimization [42], [43], time-varying linear equa-
tion solving [44], robots control [45], [46], and chaotic
synchronization [47]. Additionally, considering the inevitabil-
ity of noise during information transmission, it is necessary to
have devices with anti-interference capabilities during decryp-
tion to eliminate the impact of noise in ciphertext transmission
for security, and there are a lot of ZNN models with anti-
noise ability have been reported in recent years. Therefore,
this work chooses the ZNN to deal with the above mentioned
dynamic problem, and a fixed-time convergence fuzzy zeroing
neural network (FTCF-ZNN) model with superior convergence
and robustness is constructed to solve the above DIKM of the
TVDKM for the NDHC decryption.
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TABLE I
SUMMARY OF THE ABBREVIATIONS AND SYMBOLS

ZNN Zeroing neural network
CHC Conventional Hill cipher
NDHC Novel dynamic Hill cipher
TVDKM Time-varying dynamic key matrix
DIKM Dynamic inversion key matrix
FTCF-ZNN | Fixed-time convergence fuzzy ZNN
% The fuzzy operation
\Y The maximum value operation
A The minimum value operation
U Union of Fuzzy Rules

This article consists of six sections. Section I introduces
the main work of this article and its development his-
tory. Section II details the basic principles and methods of
the Hill cipher system and chaotic permutation algorithm.
Section III demonstrates the construction process of the
original ZNN model and the constructed FTCF-ZNN for
solving the DIKM of the TVDKM for the NDHC decryption.
Section IV rigorously proves the superior performance of
the constructed FTCF-ZNN model for solving the DIKM.
Section V presents comparative simulation experiments of the
FTCF-ZNN model with other recently reported models for
solving the DIKM of the TVDKM for the NDHC decryption,
and the experiments of the proposed NDHC for medical
images encryption and decryption. Section VI summarizes
the work of this article and envisions future development
areas. The abbreviations appearing in this work are counted
in Table I, and the main work includes the following.

1) Replacing the static key matrix of the CHC with
a TVDKM, an NDHC for medical images encryp-
tion is proposed. Additionally, the proposed NDHC
not only scrambles the image pixel positions with
Logistic chaotic system but also makes the pixel values
of the encrypted images change over time ¢, which
further enhances the security of the medical images
transmission.

2) In order to quickly and effectively find DIKM of the
TVDKM for the NDHC decryption at the receiver,
an FTCF-ZNN model with superior convergence and
robustness is constructed.

3) Theoretical analysis and comparative simulation exper-
iments of the FTCF-ZNN model with other models
validate its superior performance for solving the DIKM
of the TVDKM in the NDHC decryption. Moreover, the
feasibility of the proposed NDHC for medical image
encryption and decryption is also validated.

II. CHC AND PROPOSED NDHC
A. CHC

The CHC was first proposed by Richard Hill in 1929,
where he used matrix theory and mathematical methods to
design a new type of cryptographic algorithm. The CHC is
a classical block cipher algorithm that employs principles of
linear algebra and matrix theory for image encryption. The
encryption and decryption of CHC is shown in Fig. 1, and the
detailed steps of the CHC are presented below.
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Fig. 1. Diagram of CHC.

The encryption process of CHC is as follows.

1) Step I1: Transform and store the original medical image
in the plaintext pixel matrix C € R**".

2) Step 2: Design an n-dimensional reversible matrix K €
R™" as the key for the CHC.

3) Step 3: By multiplying the key matrix K with the
plaintext matrix C, the ciphertext matrix S = K * C is
obtained.

The decryption process of CHC is as follows.

1) Step 1: Calculate the inversion matrix K~! of the key
matrix K.

2) Step 2: Multiply the inversion key matrix K~ with the
ciphertext matrix S = K * C to obtain the decrypted
plaintext matrix, denoted as C = K 'sS=K'sxKxC.

3) Step 3: Transform the plaintext matrix C to the original
medical image.

The above is the detailed medical image encryption and
decryption of the CHC. It should be noted that the key matrix
K of the CHC is static and time-invariant, and the CHC
algorithm only changed the original image pixel values to
some specific values, which significantly increases the risk
of ciphertext being cracked. In view of the confidentiality
requirements of medical information, the CHC does not satisfy
the requirements of practical applications.

Therefore, this work replaces the traditional static key
matrix K of the CHC with a TVDKM K(¢) to achieve better
confidentiality, and the elements of K(#) will change their
values with time #, which poses a significant challenge to
illegal decryption. Moreover, the chaos-based permutation
encryption algorithm is also used, and the proposed NDHC
not only changes the image pixel values but also rearranges
the image pixel positions. The following section will detail
the encryption and decryption of the proposed NDHC with
TVDKM K (1).

B. Proposed NDHC

Unlike the above CHC, the proposed NDHC not only
scrambles the image pixel positions with Logistic chaotic
system but also modifies the image pixel values. Therefore,
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Fig. 2. Tllustration of the process of image pixel positions scrambling.
(a) Generate the scrambling matrix. (b) Scramble the original pixel matrix.

the Logistic chaos-based scrambling algorithm for image pixel
positions scrambling is introduced in advance.

1) Logistic Chaos Scrambling Algorithm: Scrambling
based on Logistic chaos is a common data encryption tech-
nique that utilizes the properties of Logistic chaos mapping to
confuse and scramble data, thereby enhancing data security.
Logistic chaos is a simple yet effective nonlinear dynamical
system, with the iterative formula as follows:

Xng1 =7 X - (1 —xp) e

where x, is the current state, x,4 is the next state, and r is
the chaos parameter, typically ranging between [3.57, 4.0].
The general procedure for Logistic chaotic scrambling is as
follows. First, initialize and generate a chaotic sequence using
(1). Then, cut out a segment of the generated sequence that
is the same size as the plaintext matrix C, and arrange it into
matrix Q. Next, rearrange each column of matrix Q to obtain
matrix P. Simultaneously, generate a new matrix T to record
the index of the original position of each element in matrix
Q. For example, the element “1.21” in matrix P is in the third
position of the first column in matrix Q, so its corresponding
position in matrix 7 is recorded as “3.” The element “1.32” in
matrix P is in the first position of the first column in matrix
0, so its corresponding position in matrix T is recorded as
“1,” and the analogy is repeated to obtain the matrix 7. The
schematic is presented in Fig. 2(a), and Fig. 2(b) illustrates its
scrambling process, detailed as follows.
1) Step 1: For the first row elements (3,2,1,3,5)
of matrix 7, select the corresponding elements
(P31, P22, P13, P34, P55) from each column of matrix C
and shift them in sequence to the first row in matrix D,
presenting as (11, 7, 3, 14, 25).
2) Step 2: For the second row elements (1,4,5,4,?2)
of matrix 7, select the corresponding elements
(P11, P42, P53, P44, p2s5) from each column of matrix C
and shift them in sequence to the second row in matrix
D, presenting as (1, 17, 23, 19, 10).
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Fig. 3. Diagram of the proposed NDHC.

3) Step 3: For the third row elements (2,5,3,1,4)
of matrix 7, select the corresponding elements
(P21, P52, P33, P14, p45) from each column of matrix C
and shift them in sequence to the third row in matrix D,
presenting as (6,22, 13, 4, 20).

4) Step 4: For the fourth row elements (5,1,4,2,1)
of matrix 7, select the corresponding elements
(P51, P12, P43, P24, p15) from each column of matrix C
and shift them in sequence to the fourth row in matrix
D, presenting as (21,2, 18,9, 5).

5) Step 5: For the fifth row elements (4,3,2,5,3)
of matrix 7, select the corresponding elements
(P41, P32, P23, P54, p35) from each column of matrix C
and shift them in sequence to the fifth row in matrix D,
presenting as (16, 12, 8, 24, 15).

The actual scrambling process follows a similar procedure,
and the final scrambled image D is obtained.

It should be noted that Logistic chaotic system is highly
sensitive to initial values and parameters. Here, we, respec-
tively, set the initial value and parameter in (1) to xo = 0.5 and
r = 3.58 to ensure its stability. Moreover, in order to prevent
its transient response errors, we discard the data from the first
500 iterations of the chaotic system, and select a relatively
stable set of data for the next encryption analysis.

The encryption and decryption of the proposed NDHC is
presented in Fig. 3, and its detailed steps are presented below.

2) Encryption of NDHC: The encryption of the proposed
NDHC:

1) Step 1: Transform and store the original medical image
in the plaintext pixel matrix C € R™".

2) Step 2: Use the above Logistic Chaos-based scrambling
encryption algorithm to rearrange the pixel positions
of the plaintext pixel matrix C € R™", and the first
scrambled pixel encrypted matrix D € R"*" is obtained.

3) Step 3: Design an n-dimensional reversible TVDKM
K(t) € R™" as the key for the proposed NDHC.

4) Step 4: By multiplying the TVDKM K(f) € R"*" with
the first scrambled pixel encrypted matrix D € R**", and
the second encrypted pixel matrix S(t) = K(¢) * D with

IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 10, 15 MAY 2025

both pixel position arranged and pixel values changed
with time ¢ is obtained.

Unlike the CHC encryption, the TVDKM K(¢) is dynamic,
and the second ciphertext matrix S(f) = K(¥) * D is also
dynamic and changes with time 7, which greatly enhances its
security for medical image transmission.

3) Decryption of NDHC: The decryption of the proposed
NDHC:

1) Step 1: Calculate the DIKM of the TVDKM, denoted

as K~1(r) e R™".

2) Step 2: Multiply the DIKM K~1(t) with the second
ciphertext matrix S(f) = K(¢#) x D to obtain the first
decrypted plaintext matrix D, whichis D = K “L)xS@).

3) Step 3: Perform the inverse Logistic Chaos-based scram-
bling algorithm on the above obtained first scrambled
ciphertext matrices D, and the image pixel plaintext
matrix C is recovered.

4) Step 4: Transform the plaintext matrix C to the original
medical image.

The above describes the entire process of NDHC encryp-
tion/decryption. It is evident that the NDHC structure is similar
to the CHC. The difference lies in using a more secure
dynamic key instead of a static key, resulting in element values
in the pixel ciphertext matrix that continuously change with
time ¢. In addition, a chaotic algorithm is used to change the
pixel positions of the plaintext matrix. The two encryption
methods in the proposed NDHC are independent, causing no
complications for its decryption process.

It should be noted that the usage of the TVDKM K(7)
increases the security of the proposed NDHC, but how to
quickly and effectively find DIKM K~!(r) of the TVDKM
K(f) becomes an urgent issue in the NDHC decryption.

Due to its effectiveness for time-varying problems solving,
the ZNN method is adopted in this work for effectively finding
the DIKM K~'(r). To further enhance its convergence and
robustness for the above DIKM K~ (r) solving, an FTCF-ZNN
model is constructed in the next section.

III. TRADITIONAL ZNN MODEL AND CONSTRUCTED
FTCF-ZNN MODEL

This section first introduces the construction process of
traditional ZNN model, then the FTCF-ZNN model with
superior convergence and robustness for the above DIKM
K~1(r) solving is constructed.

A. Traditional ZNN Model

The above DIKM of the TVDKM for the NDHC decryption
can be depicted in

AMDK () =1 € R™" 2)

where K(¢) is the known TVDKM for the NDCH encryption,
I is the identity matrix, and A(#) is the unknown DIKM for
the NDCH decryption to be solved, denoted as A(f) = K “1().
Next, we will detail the construction process of the ZNN
model for solving the above DIKM A(r) = K~ (r).
Define the following dynamic error function monitoring the
process of DIKM solving:

E(t) = AOK(®) — I. 3)
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Obviously, when the error function E(f) converges to 0, we
can easily obtain the solution A(f) = K1), and the ijth
element of E(?) is denoted as e;;(f).

Here, we use the following evolutionary formula for the
convergence of E(f):

E(t) = —rB(E(t)) 4)

where r > 0 is an adjustable convergence factor, B(-) is the
activation function array, and E (t) is the derivative of the error
function E(7).

Finally, by substituting (3) into (4), the traditional ZNN
model can be obtained as

AWK @) = —AWDK (1) — rB(E(1)) &)
where A(f) and K(7) are the time derivatives of A(¢) and K (),
respectively.

Typically, information is inevitably subject to noise

interference during its transmission process. Therefore, in
order to expand the applicability and satisfy the practical
requirements of the model, having a certain noise resistance
capability is essential for the model. Hence, the ZNN model
with noise can be presented as follows:

AK(t) = —AWWK(®) — rB(E(1)) + N() (6)

where N(f) represents the additive noise.

It should be noted that the choice of activation function S(-)
significantly impacts model performance. Table II introduces
several common forms of activation functions and their corre-
sponding models, and the recently reported models presented
in Table II will be used for the purpose of comparison with our
newly constructed FTCF-ZNN model for solving the DIKM
of the TVDKM for the NDHC decryption.

B. Constructed FTCF-ZNN Model

As the choice of activation function B(-) significantly
impacts model performance, we will introduce the fuzzy-logic
system (FLS) theory to design a fuzzy activation function,
then, we will construct a new FTCF-ZNN model with superior
convergence and robustness for solving the DIKM of the
TVDKM for the NDHC decryption.

Here, the process to generate the fuzzy parameter v > 1 is
introduced in advance.

1) Fuzzy-Logic System: Given that fuzzy-logic theory per-
forms excellently in handling uncertainty issues, enhancing
system flexibility, and adaptability, it is commonly used in the
control of nonlinear systems. However, noise is inevitable and
unpredictable in the transmission of image information, which
increases the model’s uncertainty. Therefore, introducing the
fuzzy-logic theory in the newly constructed FTCF-ZNN model
helps reduce the complexity of system modeling and design,
address time-varying issues in noisy environments.

Mamdani fuzzy reasoning is one of the most common fuzzy
reasoning methods, with its primary form being IF-THEN,
and the Mamdani rule is adopted in this work. The Mamdani
rule involves three main steps: 1) fuzzification; 2) selection of
fuzzy rules and fuzzy mechanism reasoning; 3) defuzzifica-
tion; and 4) its specific structure is shown in Fig. 4. In Fig. 4,

14301

Fuzzification: H(x) Defuzzification

Input: E) HFUZZ}' mput: m}—* 4'{ Fuzzy output: n H Output: v ‘

Fuzzy
inference

Fig. 4. Structure of FLS.

E(t) serves as the input to the FLS, and it may be affected
by noise during transmission. m and n act as the fuzzy input
and fuzzy output, respectively. Finally, the fuzzy parameter v
is obtained. The specific process of the FLS is presented as
follows.

1) Fuzzification: First, identify the input E(f) in the
problem. Then, convert it into fuzzy input m and select
an appropriate membership function to describe the
variable membership degree. For a given precise input,
calculate its membership degree in each fuzzy set using
the membership function. In this article, the Gaussian
membership function (GMF) is used to obtain the fuzzy
output n

Y
M} )

Hx) = exp|:— 252

2) Selection of Fuzzy Rules and Fuzzy Mechanism
Reasoning: The main purpose is to establish a connec-
tion between the fuzzy input E(¢) and the fuzzy output
n by selecting appropriate fuzzy rules. This work adopts
the Mamdani rule, which is one of the most common
fuzzy reasoning methods. The Mamdani fuzzy inference
rule has a rule form of IF-THEN, defined as follows:

Rulel : if E(t) = ZO then n = ZO

Rule2 : if E(tf) = PS then n = PS

Rule3 : if E(t) = PM then n = PM

Rule4 : if E(t) = PB then n = PB 8)

where ZO, PS, PM, and PB represent error values
of zero, small error, medium error, and large error,
respectively. Additionally, let RuleK = Rulel URule2 U
Rule3 U Rule4, where k = 1, 2, 3, 4. From this, we can
derive the formula n = E(r) ORuleK, where < represents
a fuzzy operation.

3) Defuzzification: By defuzzifying the obtained parameter
n, the fuzzy parameters v can be obtained. The specific
defuzzification method is as follows:

v = argmaxMg,, ORulek(n) ©)]

where Mg@orue(m) = ME@oRulel ¥V ME@oRule2 V
ME@yvruies V' ME@oRuleds ME@oRule, = SUP(MEppr A
M), K =1,2,3,4, v and A stand for the maximum

and minimum value operations.
Based on the fuzzy parameter v generated by the above FLS,
the following fuzzy activation function FTCF-AF is designed:
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TABLE II
RECENTLY REPORTED MODELS AND ACTIVATION FUNCTIONS

NO. | Model names Formula of AFs
I LAF-ZNN Bz) ==
1
2 | SBPAF-ZNN B(a) = UelltlelPlsan@) - g < p <1
3 | NLAF-ZNN | f(z) = w1 exp (|2|°) [z['~“sgn(z)/c + was + wsgn(z), 0<c<1l, 0<wi, 0<ws, 0<ws
1
B = (arldl” + @l +aslxl —as)sen(. (1) T(m) = Tye = ———
rai(1 —v)
Here, v is the fuzzy parameter obtained from the aforemen- 2n+2 v N\ "3
oot b P + - (@ran)® + @ray - 9)F) T (14)
ione . VX (ray) T

By replacing the activation function S(-) in the traditional
ZNN model (6), the newly constructed FTCF-ZNN model with
noise matrix N(¢) for solving the DIKM of the TVDKM for
the NDHC decryption is presented as follows:

AK() = —ADK (@)
= r(@|EOF + a2l EOI"! + a3l E®)] - as)
N (an

where N(?) is the noise matrix, its ijth element is denoted as
n,-j(t).

IV. THEORETICAL DISCUSSION ON THE
FTCF-ZNN MODEL

In this section, the convergence and robustness of the
constructed FTCF-ZNN model for solving the DIKM of the
TVDKM will be discussed, and Lemma 1 is provided in
advance.

Lemma 1 [48]: If there exists a function that is com-
pletely continuous, unbounded, and positive-definite function
K: R" — R U {0}, such that:

1) K(m) =0 <= m=0;

2) any solution m(f) satisfying the following formula:

K(m(0) < —aK?(m(1)) — bKY (m(1)) + ¢ (12)
fora > 0,b > 0,0 < ¢ < ¥,a > c, then the system (12) is
fixed-time stable.

Then, the following estimate holds: K(r) = 0, r < T'(my), with
the setting time bounded to

1

a(l —¢)
2v—1

bF (¥ — 1)
in which T(mg) = T(m(0)).

T(m(0)) < Tmax =

+ (b% n (a—c)%)l_w (13)

A. Convergence Analysis of the FTCF-ZNN Model

Theorem 1: Assuming the existence of a solution to the
DIKM in (2), and the noise in the FTCF-ZNN model (10)
satisfies N(¢) = 0, the FTCF-ZNN model (11) can accurately
and rapidly converge to the DIKM A(f) = K ~1(#) for the
NDCH decryption in a fixed time 7(m). The upper bound
expression of 7'(m) is given by

where a1 > a4 > 0,a> > 0,a3 > 0,0 <v < 1.

Proof: First, if E(¢) in evolution (4) converges to 0 in
fixed time, it follows that the proposed FTCF-ZNN model (11)
also converges to the DIKM A(r) = K=L() in fixed time.
Considering that evolution (4) is composed of n subsystems,
we arbitrarily select one subsystem of the evolution (4) to
validate its convergence, as outlined below

eij(1) = —rB(e(1)) (15)
where i,j € {1,2,...,n}. [ |
Next, we select the Lyapunov function Uy = |el-j(t)|2 to

verify the stability of the ij subsystem of evolution (4). The
specific proof process is as follows:
U(t) = 2|e;(0)] - |ey(®)]|
= 2fey 0] - (=r( (a1 |eg@[" + arles0|""") )sen(lez o))
+2|ey (0] - (=r((as]eg(0] — as)))sen(|ez])
= =2r-a |eij(t)|"+l —2r- az|e,-j(t)|"Jr2
—2r-a3|e,;,'(t)|2+2r-a4|eij(t)|. (16)

Let F(x) = —2g - asx? + 2g - asx, where x = |e;;(t)| > 0, it
is clear that F(x) has a maximum value, taking the derivative
of F(x) and we obtain

F(x) = —4r - a3x + 2r - as. (17)
When x = (as/2a3), F(x) attains its maximum value §
a2
F(X)max =6 = —. (18)
2a3

Then
U < —2r-ar|ey0)|"™ = 2r- asley)|" 45, (19)

Since the Lyapunov function U(f) = |eij(t)|2, (19) can be
simplified as

. ntl n+2
Ut) < =2r-ai|Uy| 7 =2r-a|Uy| = +6. (20

Finally, according to Lemma 1, it is easy to deduce that the
convergence time 7'(m) of the ijth subsystem of the evolution
equation (4) and the upper bound of the fixed convergence
time Tax of the FTCF-ZNN model (11) to converge to the
DIKM A(7) = K~ () satisfy

1 on+2

T(m) < Thax =

rai(l —v) vx(raz)Z%v

2

((Zraz)% + Qra; — 8)%)7 .
The proof of Theorem 1 is completed. |
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B. Robustness Analysis of the FTCF-ZNN Model

To address the inevitable noise interference in practical
applications, this section discusses the robustness of the
constructed FTCF-ZNN model (11).

Theorem 2: When the TVDKM K(¢) in (2) is reversible,
and the absolute value of the ijth element of the noise
matrix N(?) in (11) satisfies |n;()| < Ale;(®)|, raz > A, the
FTCF-ZNN model (11) can rapidly and accurately obtain the
inversion matrix of the dynamic time-varying key D(¢) within
a fixed time 7,). Furthermore, the expression for the upper
bound of the fixed convergence time T, is as follows:

1 2n+2

T(m) < Thax = +
" rap(l—=v) (raz)%

((Zraz)% + (2ra; — M)%)

Similarly, selecting the Lyapunov function U(f) = |e,:,~(t)|2 to
verify the stability of the ij subsystems in evolution equation
(4). At this moment, e;;(t) = —rfB(e;(?)) + n;j(?), the specific
proof process is as follows:

U(t) = 2|ej(0)| - |e;(0)]

= 2ley (0] - (~rarleg " + arle O

2

+aszle;j()| — assgn(le;@)|) + nij(t)) (21
since |n;j(1)| < A|E;;(?)|, thus, we obtain
U = =2r- aileg®]"™" = 2r - azley(n)|"+?
4200 —r-a3)|e(O + 2r - aslej(t)].  (22)

Let G(x) = 2(A—r-a3)x2+2r-aax, because of raz > A, G(x)
has a maximum value, which can be determined by taking its
derivative. When x = (ras/2(A — r - a3)), G(x)max achieves its
maximum value u

2.2
3reay

G(X)max = 1
Then
Uty < =2r-arleg0)"" = 2r- asley()|"™ + . (24)
Since the Lyapunov function U(f) = |eij(t)|2, (24) can be
simplified as
. ntl nt2
U@ = =2r-ai|lUy| 7 =2r-ax|Up| * +p. (29

Finally, according to Lemma 1, the convergence time 7 (m)
of the ijth subsystem of the evolution equation (4) and the
upper bound of the fixed convergence time Tiax of the FTCF-
ZNN model (11) with noise to converge to the DIKM A(r) =
K1) satisfy

1 2n+2

T(m) < Thax = +
" raj(l=v) (raz)%

((Zraz)% + Qra; — M)%)

The proof of Theorem 2 is completed.

Theorem 1 ensures the convergence of the constructed
FTCF-ZNN model, while Theorem 2 guarantees the robustness
of the constructed FTCF-ZNN model for solving the DIKM
of the TVDKM.

14303

V. COMPARATIVE EXPERIMENTS

In order to validate the advantages of the constructed
FTCF-ZNN model for solving the DIKM of the TVDKM for
the NDHC decryption at the receiver, comparative simula-
tion results of the constructed FTCF-ZNN model with other
recently reported models in Table II for solving the DIKM
of the TVDKM for the NDHC decryption at the receiver is
presented. Moreover, the proposed NDHC is also applied to
encrypt and decrypt the grayscale and RGB medical images
to validate its effectiveness in medical images encryption.

A. Comparative Simulation Experiments of the FTCF-ZNN
Model With Other Models for Solving the DIKM of the
TVDKM for the NDHC Decryption

As mentioned above, replacing the static key matrix K of the
CHC with a TVDKM K(f) enhances the proposed NDHC for
information transmission security. However, its time-varying
nature poses challenges for the receiver to effectively obtain
the DIKM K~!(r) of the TVDKM K(r) to decrypt the
ciphertext.

In order to effectively address the issue of obtaining the
DIKM K~!() of the TVDKM for the proposed NDHC
decryption, the FTCF-ZNN model is constructed. The fol-
lowing discussion will focus on the simulation results of the
constructed FTCF-ZNN model and other recently reported
models for solving the DIKM of the TVDKM in various
environments.

Here, the TVDKM K(#) in (2) is randomly chosen in (26),
and the constructed FTCF-ZNN model and other recently
reported models in Table II are all used for solving the DIKM
A®) = K~1() with the matrix coefficient TVDKM K(?) in
(26) for the purpose of comparison

—3sint :|

1 +2cos2t
ko= [ 2sin2 1+ 2cos2s

In the ideal noise-free environment, the simulation results
of the FTCF-ZNN model and other models for solving the
DIKM K~ !(¢) of the TVDKM are shown in Fig. 5.

Based on Fig. 5(a), it can be observed that the neural state
solutions of all models converge to the theoretical solution
(red dashed curves) of the DIKM K~1(7), indicating that all
models are capable of obtaining the solution for (2). The
FTCF-ZNN model, however, exhibits the shortest convergence
time, approximately around 0.2 s, while the remaining models
converge with the state solution at around 1.2 s. In order to
observe the performances of all the models clearly, the residual
errors ||A(f)K(¢) —I]| of all models are displayed in Fig. 5(b).
It is evident that the curve representing the FTCF-ZNN model
(red solid line) converges to O in the shortest time, which
indicates that the constructed FTCF-ZNN model has superior
performance in solving the DIKM of the TVDKM for the
NDHC decryption in noise-free situation.

It is worth noting that noises are inevitable, which raises
the question of whether the constructed FTCF-ZNN model
also exhibits excellent convergence and robustness in noisy
environments. The subsequent simulation experiments will
verify the noise suppression capability of the FTCF-ZNN
model.

(26)
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Fig. 5. Constructed FTCF-ZNN and other models for solving DIKM A(¢f) =
K1 (¢) without noise. (a) Neural state solutions of the models [T-S are the
theoretical solutions of A(7)]. (b) Residual errors ||A(t)K(t) —I|| of the models.

Fig. 6 is the neural state solutions and residual errors
IA(®HK () — I|| of the FTCF-ZNN model and other models
for solving the DIKM A(¢) = K ~1(#) of the TVDKM for the
NDHC decryption under combination noise N(f) = 2sin 3¢ +
0.3e(—0.2¢) + 3t.

Based on Fig. 6(a), it is evident that under the interference
of combination noise N(¢), the state solutions generated by
other models (black, green, and blue solid curves) do not
align well with the theoretical solution of the DIKM A(¢) (red
dotted curves), only the neural state solutions (red solid line)
generated by the constructed FTCF-ZNN model in this article
exhibits a excellent alignment with the theoretical solution (red
dotted curves).

In order to observe the performances of all the models
clearly, the residual errors ||A(f)K(f) — I|| of all models for
solving the DIKM A(f) of the TVDKM under the above
combination noise is displayed in Fig. 6(b). It is apparent
that other models struggle to reduce their residual errors
JA(®H)K () — I|| to zero, and they exhibit significant errors,
whereas the constructed NLS-ZNN can still converge to zero.
Consequently, it can be argued that the proposed FTCF-ZNN
model demonstrates excellent robustness and convergence.

Based on the aforementioned experiments, we can conclude
that the constructed FTCF-ZNN model (11) in this article
possesses efficient and accurate capabilities in solving the
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Fig. 6. Constructed FTCF-ZNN and other models for solving DIKM A(¢) =
K~1(#) with noise N(f) = 2 sin 3r+0.3¢(—0.2¢) +31. (a) Neural state solutions
of the models [T-S are the theoretical solutions of A(7)]. (b) Residual errors
|A(H)K (t) — I]| of the models.

DIKM A(t) of the TVDKM for the NDHC decryption, and it
fully satisfies the practical requirements.

B. Experimental Application of the Proposed NDHC in
Medical Images Encryption and Decryption

In medical imaging, the X-ray images are usually used for
diagnosing fractures and lung diseases, the CT images, MRI,
ultrasound images, and PET scans are used for diagnosing
brain and other diseases. The medical Images encountered in
daily life are typically categorized as grayscale images and
RGB color images, and the two kinds of medical images will
be used for the validation of the proposed NDHC algorithm.

Grayscale images contain only black and white, and they
are commonly used to represent the brightness and grayscale
levels of objects without considering color information. Each
pixel value represents the brightness at that point, with O
typically representing black and 255 representing white. Color
images, on the other hand, are based on grayscale images but
are transformed into three dimensions. For example, an RGB
color image of 528 x 528 can be represented as (528, 528, 3),
where the first two terms represent the rows and columns of
the matrix, and 3 represents three basic color channels: red
(R), green (G), and blue (B). Therefore, color images are
also known as RGB images, where any color can be obtained
through combinations of these three primary colors.
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According to Fig. 3, the NDHC encryption process for color

images is as follows.

1) Extract the pixel matrices of the R, G, and B channels of
the image, respectively, as the first layer (C7), the second
layer (C3), and the third layer (C3) plaintext matrices.

2) Scramble the plaintext matrices C1, Ca, and C3, and the
pixel positions scrambled ciphertext matrices Dy, Dy,
and D3 are obtained.

3) Use (27) to generate three TVDKM K (¢), K»(¢), and
K5(1).

4) Then, multiply the above scrambled ciphertext matrices
D1, D3, and D3 with the TVDKM K| (¢), K»(¢), and K3(t)
to obtain the pixel values changed ciphertext matrices
S1(0) = K1(0)*D1, $2(t) = K2 (D)% D2, S3(1) = K3(t)* D3

KVt = Kl =Kk
10 x (9 + sin(?)), it i=j

= {10 x (cosdt/(i —j)), if i>]
10 x (sindt/(j — i), if i<].

27)

The above is the proposed NDHC encryption process for
the RGB color images in the transmitter.

The NDHC decryption process involves multiplying the
ciphertext matrices S (?), S2(f), S3(z) by the DIKMs K 1(t),
Ky ' (0, K;'(1) of the TVDKM K (1), K2(r), and Ki(7) to
obtain the scrambled ciphertext matrices D1 = K 1_1 ) *S1(0),
Dy = K5 '(t) % S2(t), and D3 = K3 (1) % S3(2).

It is worthy to mention that how to quickly and effectively
obtain the DIKMs K[! (1), K; ' (1), and K3 ' () of the TVDKM
Ki(t), Kx(t), and K3(¢r) is very crucial for the proposed
NDHC encryption, and the FTCF-ZNN model with superior
convergence and robustness constructed in Section III-B and
validated in Section IV, and Section V-A is used for the above
thorny DIKM problem solving.

Similarly, the detailed NDHC decryption process for color
images is as follows.

1) Multiplying the ciphertext matrices Si(¢), S2(¢), S3(f)
by the DIKM K;'(1), K5 '(t), K;'(r) to obtain the
scrambled ciphertext matrices D1 = Kl_l(t) * S1(H) =
Ki'(0) % Ki(t) % D1, Dy = K, ' (1) % Sa(r) = K, ' (1) %
K>(1) %Dy and D3 = K3 ' (1) %S3(t) = K3 ' (1) xK3(1) % Ds.

2) Perform the inverse Logistic Chaos-based scrambling
algorithm on the obtained scrambled ciphertext matrices
D1, Dy, and D3 in step 2, and the plaintext matrices Cj,
C,, and C3 are recovered.

3) Transform the plaintext matrices Cq, Co, and C3 into R,
G, and B channels of the image, the original RGB color
image is restored.

The above is the proposed NDHC decryption process for
the RGB color images in the receiver. It is important to note
that the decryption order must not be disrupted, or the original
image cannot be correctly recovered.

This describes the encryption and decryption of the
proposed NDHC for RGB color images. The NDHC encryp-
tion and decryption for grayscale images is easier than the
color images, and it only need to carry out on a single
channel. In simple terms, NDHC encryption and decryption
operations of grayscale images are performed on a single
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Ecrypted | age

Original Image C

(b)

Fig. 7. NDHC encryption and decryption results of MRI grayscale image
(528 x 528 x 1). (a) Key time r = 5.3 s. (b) Key time t = 11.8 s.

matrix, following the same NDHC color image process as
described above.

The MRI grayscale images in Fig. 7 and the CT color
images in Fig. 8 are used to test the proposed NDHC encryp-
tion and decryption processes. The time points of the TVDKM
K1(1), K»(1), and K3(?) in experiments are set to be 1 = 5.3 s
and ¢t = 11.8 s, respectively.

It is evident that the human eye cannot observe any con-
nection between the ciphertext image and the original image,
and the original image can be restored after decryption, which
demonstrates that the proposed NDHC can effectively encrypt
and decrypt both grayscale and color images. Moreover, it
can be clearly observed that there is a significant difference
between the encrypted ciphertext image in Fig. 8(a3) and (b3),
the reason leading to this significant difference is the different
time points (f = 5.3 s and r = 11.8 s) of the TVDKM K (7),
K> (1), and K3(¢) used in the experiments.

In order to intuitively observe the security of the NDHC
proposed in this work, the histograms analysis of the “CT”
image is shown in Fig. 9. Fig. 9(a) shows the RGB his-
tograms of the original CT image, and it can be seen that
the distribution of pixel values of the original image in
each channel is uneven. However, the pixel positions and
values of the encrypted image in Fig. 9(b) obtained after the
NDHC encryption operation are completely disrupted, and the
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Fig. 8. NDHC encryption and decryption results of CT color image (528
x 528 x 3). (a) Key time t = 5.3 s. (b) Key time t = 11.8 s.

histogram of each channel of the NDHC encrypted CT image
is smooth and even, which means the image information is
completely covered after the NDHC encryption. Finally, it can
be observed in Fig. 9(c) that the original image can be well
restored after the NDHC decryption operation, which further
verifies the feasibility of the proposed NDHC method in this
work.

The above experimental results indicate that the proposed
NDHC encrypts and decrypts grayscale and RGB color med-
ical images perfectly and enable the recipient to quickly and
accurately obtain the desired information upon reception. In
addition, the security of the NDHC encrypted images are
greatly enhanced due to the adoption of the dynamic time-
varying key matrix.

VI. CONCLUSION

Cryptography is a hot topic in the information age of the
Internet. The rapid development of the Internet has led to a
plethora of security issues such as information leakage. As
a result, cryptography has gained favor among a wide range
of researchers. This work takes the CHC as an example and
proposes an NDHC not only replaces the static matrix key
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Fig. 9. Atkey time t = 11.8 s, the histograms of the CT RGB color image
before and after the NDHC encryption and decryption. (a) Histograms of the
original image. (b) Histograms of the NDHC encrypted image. (c) Histograms
of the NDHC decrypted image.

of the CHC with a TVDKM to change the medical image
pixel values with time ¢ but also uses the Logistic chaos
sequence scrambling algorithm to rearrange the medical image
pixel positions, which greatly enhances the security of medical
images transmission.

In the decryption process, the main focus is on how to
quickly restore the original image. It is evident that the diffi-
culty in the proposed NDHC decryption process lies in quickly
finding the DIKM of the TVDKM. This article adopts the ZNN
neural network method to solve the dynamic inversion matrix
of the TVDKM, constructs a new FTCF-ZNN model based
on fuzzy theory to solve it. Comparisons of the FTCF-ZNN
model with several existing models separately in noise-
free and noisy conditions are presented to fully demonstrate
its superiority. The superior performance of the constructed
FTCF-ZNN model for solving the DIKM of the TVDKM
are validated by both theoretical analysis and comparative
simulation experiments. The consistency between theoretical
proofs and experimental results validates the effectiveness of
the constructed FTCF-ZNN in addressing DIKM problem.
Additionally, appropriate grayscale and RGB color medical
images are selected for the proposed NDHC encryption and
decryption experiments, with the experimental results meeting
the expected outcomes.
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