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Abstract—The cloud-assisted industrial Internet of
Things (IIoT) architecture can sustain highly available com-
putation and massive storage services for modern indus-
trial systems. When data owners store IIoT data to remote
cloud platforms, the data security will face tough chal-
lenges. Cryptographic technologies endow an ability to
guarantee data confidentiality. However, traditional encryp-
tion techniques make data access control and data search-
ing malfunctioning. Recently emerging attribute-based key-
word search (ABKS) primitive achieves fine-grained access
control and effective data searching over ciphertexts. How-
ever, existing ABKS schemes only consider single data
owner scenarios and may be an inappropriate choice for
IIoT applications, where there exists multiple data own-
ers for an integrated industrial system. Directly extending
state-of-the-art single owner schemes to ones for multi-
owner environment will impose a complicated key manage-
ment issue. We present an ABKS scheme for multiown-
ers in the cloud-assisted IIoT architecture. By designing a
novel master key generation and private key aggregation
mechanism with desired communication overheads, our
scheme eliminates the complex key management issue in
the multiowner model. Formal security proof demonstrates
that our scheme is secure against the cloud server. Exper-
imental evaluations also demonstrate its correctness and
practicality.
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I. INTRODUCTION

NOWADAYS, all kinds of industrial Internet of Things
(IIoT) applications have been widely deployed in modern

industry systems such as the smart supply chain, smart grids, and
5G-enabled unmanned aerial vehicles. The operations of IIoT
systems result in the rapid increase of data. How to store and
deal with the high-volume data generated from the resource-
constrained IIoT devices every day is an inevitable problem.
These data is the valuable wealth to achieve industrial intel-
lectualization and needs to be periodically stored and analyzed
over a more powerful platform. Naturally, the cloud computing
paradigm can significantly alleviate the storage and computation
burden for local IIoT applications. As a result, the cloud-assisted
IIoT has become a widely adopted and popular IIoT architecture
in modern industrial systems [1], [2].

While the cloud-assisted IIoT architecture can sustain highly
available computation and massive storage services for modern
industrial systems, data centralization on public and semitrusted
cloud server incurs new challenges for data security [3]. Once
privacy-sensitive IIoT data is aggregated into the cloud platform,
the data would encounter various attacks from either outer or
inner attackers. Cryptographic technologies endow an ability to
guarantee data confidentiality against malicious attackers [4].
However, traditional encryption techniques make data access
control and data searching malfunctioning. In many potential
applications, especially in the cloud computing era, data search-
ing is an indispensable function to quickly locate targets from
large-scale cloud data, and the access control can prevent the
outsourced data from being unauthorizedly accessed. Motivated
by the practical requirements, the new cryptographic technique
attribute-based keyword search (ABKS) [5]–[9], is proposed
based on searchable encryption (SE) [10] and attribute-based
encryption (ABE) [11], which enables fine-grained data access
control and effective keyword searching over ciphertexts simul-
taneously.

Currently, existing ABKS schemes only aim at the single data
owner scenario, where the sole data owner encrypts outsourced
data, as well as plays a role of authority to establish system mas-
ter key and issue private key for data users. Such schemes may be
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Fig. 1. Architecture for multiple data owners in the cloud-assisted IIoT.

an inappropriate to deploy in the IIoT environments, where there
exist multiple data owners for an integrated industrial system.
Fig. 1 describes a typical network architecture for multiple data
owners (industry plants) in cloud-assisted IIoT. Naively, we can
apply the state-of-the-art single owner schemes in the multiple
data owners scenario as follows. One solution is to regard all
data owners as one and let them share the same master key.
However, in real applications, none of the data owners would
be willing to share the master keys with others for privacy and
data security. On the contrary, they would prefer to use their
own master key to encrypt data and generate private key for
data users [12]. Nevertheless, the master key independence will
bring about heavy private key management burden for each data
user in the system, as the data user has to maintain multiple
private keys from different data owners. Moreover, the data
user needs to submit multiple trapdoors using different private
keys to retrieve data. This will cause as direct consequence,
high communication and search costs. Directly extending those
schemes to the solutions supporting multiple data owners is not
trivial, since they are missing a necessary mechanism that allows
all data owners to collaboratively generate an aggregated private
key for data users in a privacy-preserving manner.

In this article, we construct an ABKS scheme for multiowner
in cloud-assisted IIoT based on our proposed master key gener-
ation and private key aggregation mechanism. Compared with
schemes that directly employ existing ABKS schemes for the
multiowner scenario, the advantages can be summarized as: 1)
all data owners can use their own master keys to generate an
aggregated private key for the data user without sharing master
keys each other; 2) a data user needs to maintain only a private
key instead of holding multiple ones from different data owners;
3) thanks to the aggregate private key, the data user can use the
single trapdoor for each search without submitting multiple ones
to cloud server, and the communication and search overheads
can be significantly reduced.

Contributions: We design a novel master key generation
and private key aggregation mechanism, which allows all data
owners to collaboratively aggregate a private key for the data
user by only using their own master key. Based on the proposed
mechanism, we construct an ABKS scheme for multiowner in

cloud-assisted IIoT, by leveraging the expressive and efficient
ABE scheme proposed in [13]. To the best of our knowledge,
this construction is the first ABKS scheme for multiowner envi-
ronment in cloud-assisted IIoT. Also, we provide the correctness
and formal security proofs for our scheme, and show that it is
secure against the cloud server. We implement our scheme in
a Java platform, and experimental evaluations demonstrate its
correctness and practicality.

II. RELATED WORK

A. Searchable Encryption

SE is an attractive and promising cryptographic primitive,
which allows an untrusted server to perform data searching over
encrypted data via a specially encoded token. Song et al. [10]
designed the first practical SE construction in the private-key
setting; however, it suffers from the linearly increased search
complexity with the size of document set. Curtmola et al. [14]
significantly improved the search efficiency by employing en-
crypted inverted index structure so as to achieve optimal sub-
linear search. In order to support secure data addition and
deletion with low communication and computation overheads,
the authors of [15] and [16] realized dynamical constructions.
Zhang et al. [17] declared that the dynamical constructions
need forward privacy to resist file injection attacks. The forward
privacy schemes [18], [19] can guarantee that prior search tokens
cannot be used to search over newly added data in a time period.
Due to possible misbehavior of the search server, verifiable SE
constructions were proposed in [20]. Those schemes allow the
data user to verify the completeness and correctness of query
results [21]. The backward privacy is another stronger security
notion. It requires that a search token does not reveal information
from data that were deleted [22], [23]. We refer to the above
schemes as searchable symmetric encryption (SSE), since they
were all built in the private-key environment. Generally, the
security of SSE schemes are formalized by a group of leakage
functions. Mainly relying on the security of pseudorandom
functions, they were proved to be secure against the cloud server.

The first public-key encryption with keyword search (PEKS)
scheme was proposed in [24]. Compared with SSE, while PEKS
schemes sustain more expensive search overhead, they can ob-
tain stronger security and richer functionalities [25]–[27]. Re-
cently, with increasing development of the cloud-assisted IIoT,
researchers proposed advanced PEKS schemes in the cloud-
assisted IIoT applications such as [1], [28]–[32]. While those
schemes did not take data access control into consideration, they
provide promising technological approaches to achieve secure
data searching in the IIoT applications.

B. ABE and ABKS

ABE is a public-key cryptographic primitive, which possesses
an instinctive ability of data sharing by allowing the encryptor to
encrypt data only once for a set of users according to an access
policy. Any user with credentials satisfying the access policy
can recover information from ciphertexts. Sahai and Waters [11]
designed the first ABE scheme. To enhance the expressivity
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Fig. 2. System model.

of access policy, ABE has been further refined to key-policy
ABE (KP-ABE) [33], [34] and ciphertext-policy ABE (CP-
ABE) [13], [35]. CP-ABE (KP-ABE, respectively) signifies that
the ciphertext (the private key, respectively) associates with the
policy, while the user’s attribute set (the policy, respectively) is
bound to the private key. Whichever scheme is used, the common
feature is that the private key is allowed to decrypt the ciphertext,
if and only if the attribute set satisfies the access policy.

With the wide deployment of cloud computing applications,
how to simultaneously carry out data access control and data
searching over encrypted outsourced data has become a hot
research point. Motivated by this practical requirement, re-
searchers present a new cryptographic primitive ABKS [5]–[9].
Technically, these schemes achieve data searching and access
control over ciphertexts by encrypting an index with an access
policy, which specifies who have permission to search the en-
crypted index. The search process between secure index and
query trapdoor is equivalent to a decryption test in original
ABE. Moreover, the cloud server is not allowed to obtain any
plaintext information of keywords. Since ABKS schemes are
the public-key cryptosystem, they were proved to be secure
against the cloud server based on some acknowledged difficult
problems such as discrete logarithm problem. However, those
above schemes only consider the single data owner scenario and
are not suitable to be deployed in IIoT applications. Moreover,
directly extending those schemes to the solutions supporting
multiple data owners is not trivial, since they are missing a
necessary mechanism that allows all data owners to collabo-
ratively generate an aggregated private key for data users in a
privacy-preserving manner.

III. PROBLEM FORMULATIONS

A. System Model

The system model of our scheme involves the following four
types of entities, i.e.,

1) many industry plants [36];
2) IoT gateway;
3) cloud server;
4) the data user, as shown in Fig. 2.

There exist multiple industry plants (data owners)
IP_1, IP_2, . . ., IP_n, who generate a large amount of data
from production lines and/or machines. To guarantee data
confidentiality, each data owner employs traditional symmetric
encryption to encrypt their data, and builds encrypted searchable
index as well. Encrypted data along with secure searchable

index are uploaded via IoT gateways to the cloud server. A data
user submits a query trapdoor (encrypted search query) to the
cloud server, who performs the ABKS over secure searchable
index. In ABKS schemes, each index keyword is associated
with an access policy to specify its search permissions and the
query trapdoor is embedded in the data user’s attributes. Also,
we assume that there exist private communication channels,
by which the data owner can send secure parameters to the
authorized data user.

B. Security Model

A secure ABKS scheme needs to guarantee that the “honest-
but-curious” cloud server cannot obtain any underlying plaintext
information from secure index and query trapdoor. To provide
a formal security proof for our scheme, we describe the widely
used selective security model, which is formalized via the fol-
lowing selective-set game between a probability polynomial-
time (PPT) adversary A and a challenger B.

Setup: B sets up the public parameter Para and sends it to A.
A sends a challenge linear secret sharing scheme (LSSS) [13]
access policy (M ∗, ρ∗) to B.

Phase 1: A requests from B the query trapdoor of keyword
Qi(1 ≤ i ≤ n) for polynomially bounded times, where each
keyword Qi corresponds to a set Si of attributes. For every
request Qi, B responds to A by generating a private key Ki

with respect to attribute set Si and using Ki to establish the
query trapdoor TrapQi

of Qi. The only restriction is that none
of the queried sets {Si} satisfy (M ∗, ρ∗).

Challenge: A sends two keywords w0 and w1 to B, and B
chooses a random bit b ∈ {0, 1} and encrypts wb using Para
and (M ∗, ρ∗). The ciphertext indwb

is sent to A.
Phase 2: A continues to request from B the query trapdoor

TrapQx
for any keyword Qx corresponding to Sx for polyno-

mially bounded times, as Phase 1. The only restriction is that
Sx does not satisfy (M ∗, ρ∗).

Guess: A outputs b’s guess b′.
For any PPT adversary A, the advantage of A winning the

selective-set game is defined as Adv =Pr[b = b′]− 1
2 .

IV. SCHEME CONSTRUCTION

Let G1 and G2 be two cyclic multiplicative groups of prime
order p and g denote a generator of G1. We define a map e :
G1 × G1 → G2 with the bilinearity property [13] and two hash
functions H1 : {0, 1}∗ → G1 and H2 : {0, 1}∗ → Z∗

p.

A. Public Parameter and Master Key Generation

Public parameter generation: Each data owner Di chooses
random exponents αi and ai, and sends Ei = e(g, g)αi , Ai =
gai to all other data owners. On the other hand, when each data
owner Di receives all Ej’s and Aj’s, j ∈ {1, .., n} \ {i}, Di

individually computes

E =
∏
i∈D

Ei = e(g, g)
∑

i∈D αi , A =
∏
i∈D

Ai = g
∑

i∈D ai . (1)
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Fig. 3. Master key generation for each data owner.

Master key generation: Then, each data owner Di, i ∈
{2, . . ., n− 1}, chooses a random λi ∈ Z∗

p and calculates gλi ,
which is sent to Di−1 and Di+1, respectively. Especially, D1

sends gλ1 to Dn and D2, and Dn sends gλn to Dn−1 and D1.
Finally, each data owner Di, i ∈ {2, . . ., n− 1} generates his

own master key as

MKi =

(
ai, αi, βi =

(
gλi+1

gλi−1

)λi

)
. (2)

Especially, β1 = (gλ2/gλn)λ1 and βn = (gλ1/gλn−1)λn . Fig. 3
shows the process of master key component β generation for
each data owner. We can see that the process just likes construct-
ing a double circular linked list such that our scheme supports
dynamical addition of the new data owner, which is equivalent
to inserting a new node after the last node of the linked list.
However, when a new data owner joins in the system, the system
needs to recalculate the public parameter and aggregated private
key for the data user, which needs to pay for extra computation
and communication costs.

In this phase, the system public parameter PK = {E,A}
is published and data owner Di keeps his master key MKi =
{αi, βi} secret.

B. Private Key Generation

In order to perform an authorized keyword search over en-
crypted data, a data user U with attribute set S needs to obtain
an aggregated private key from all data owners, by which U
can encrypt a query keyword to generate the corresponding
query trapdoor. The key generation process is composed of the
following steps.

1) Each data owner Di uses his master key to compute
βi(1 + αi · p) (here, each data owner uses βi to guarantee
the confidentiality of αi) and sends it to a specified
data owner. After that, the data owner uses these values
(including his own) to compute

A =

n∏
i=1

βi · (1 + αi · p)

= β1 · βn

n−1∏
i=2

βi ·
n∏

i=1

(1 + αi · p)

=

(
gλ2

gλn

)λ1
(

gλ1

gλn−1

)λn n−1∏
i=2

(
gλi+1

gλi−1

)λi

Fig. 4. Comparison between the similar scheme and ours.

·
n∏

i=1

(1 + αi · p)

= g

n−1∑
i=2

(λi+1λi−λi−1λi)
n∏

i=1

(1 + αi · p)

=

n∏
i=1

(1 + αi · p),

A′ =
n∏

i=1

(1 + αi · p) mod p2 = 1 + p

n∑
i=1

αi,

A′′ = (A′ − 1)/p =

(
1 + p

n∑
i=1

αi − 1

)
/p =

n∑
i=1

αi

(3)

and compute the private-key component K1 as

K1 = gA
′′
= g

∑n
i=1 αi . (4)

2) Each data owner Di randomly chooses an exponent ti ∈
Z∗

p and computes aiti and βi · (1 + ti · p). aiti and βi ·
(1 + ti · p) are sent to a specified data owner. After that,
the data owner uses these values (including his own) to
compute

C=

n∏
i=1

aiti=

n∑
i=1

aiti,K2 = gC=g
∑n

i=1 aiti ;

D =

n∏
i=1

βi · (1 + ti · p) mod p2,K3

= g(D−1)/p = g
∑n

i=1 ti ;

∀s ∈ S Ks = H1(s)
(D−1)/p = H1(s)

∑n
i=1 ti . (5)

3) The data owner sends {K1,K2,K3, {Ks}} to U via se-
cure communication channels.

Remarks: We found a similar approach to generate the master
key and aggregate the private key in multiauthority circum-
stances [37]. However, in that scheme, every authority must
have one interaction with all other authorities when generating
his own master key. Thus, the total number of communications
is n(n− 1). Our scheme requires a data owner (authority) to
interact with only his neighbors one time, and the total number
of communications are reduced to 2n. Fig. 4 shows a comparison
of interaction processes between the similar work in [37] and our
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Fig. 5. Secure searchable index construction.

scheme. Our design is meaningful, because it can not only reduce
communication costs, but also decrease the probability to incur
errors during communications, especially when the number n of
data owners is large.

C. Index Keyword Encryption

To conduct secure and authorized keyword search over ci-
phertexts, a data owner D uses system public parameter PK
to encrypt an index keyword w by specifying an LSSS access
policy [13], which determines who have access to data files
containing the index keyword. The encryption process is as
follows.

1) D defines an LSSS access policy (M,ρ) for index key-
word w, where M is a matrix with l rows and n columns
and each row 1 ≤ i ≤ l denotes an attribute in the access
policy.

2) D chooses a secret value θ ∈ Z∗
p and n− 1 random

values y2, . . ., yn, which make up a random vector �v =
(θ, y2, . . ., yn). For each row Mi of matrix M , we calcu-
late the inner product γx = �v ·Mx.

3) D uses PK to encrypt w as

indw = (I1 = e(g, g)Σi∈DαiH2(w)θ, I2 = gθ,

∀x ∈ [1, l]) : Ix = gΣi∈DaiγxH1(ρ(x))
−θ). (6)

We use inverted index construction to realize our searchable
secure index, as shown in Fig. 5. The whole secure index consists
of n posted lists and each node contains two fields, i.e., 1) the
ciphertext field; and 2) the symmetric key field, where each
head node involves an encrypted index keyword, and other
nodes include encrypted identifiers of data containing the index
keyword. The arrows in red denote to encrypt the index keywords
and the arrows in blue denote symmetric encryptions of file
identifiers. Having encrypted index keywords (head nodes), it is
easy to implement this attribute-based inverted index by adapting
the algorithm framework proposed in [14].

D. Trapdoor Generation

When a data user U with attribute set S receives the joint
key {K1,K2,K3, {Ks}s∈S}, U is allowed to encrypt a query
keyword Q to obtain a trapdoor TrapQ by the following steps.

1) U chooses random δ ∈ Z∗
p and calculates A = K1(K2)

δ ,
B = (K3)

δ , and {Cs = (Ks)
δ}s∈S .

2) U computes H2(Q) and encrypts the hash value as

T1 = AH2(Q) = g
∑

αiH2(Q)g
∑

aitiδH2(Q);

T2 = BH2(Q) = g
∑

tiδH2(Q);

∀s ∈ S Ts = CH2(Q)
s = H1(s)

∑
tiδH2(Q). (7)

The query trapdoor of query keyword Q is denoted as
TrapQ = (T1, T2, {Ts}s∈S).

By introducing the random exponent δ, we can achieve
trapdoor unlinkability property (identical query keywords have
different ciphertexts), which are not indispensable to generate
the query trapdoor.

E. Secure Search

When a data user U submits a query trapdoor TrapQ =
(T1, T2, {Ts}s∈S), the cloud server will use it to perform a
content-unaware linear search over the secure searchable index.
Therefore, the search has to go through the whole secure index in
the worst case or returns the encrypted goal data when encoun-
tering a successful match. In the whole search process, except
the search results, the cloud server cannot gain anything else.
Specifically, given a trapdoor TrapQ and a current encrypted
index keyword indw, the cloud server will conduct the following
match between TrapQ and indw.

1) Permission check: If S in TrapQ does not satisfy (M,ρ)
associated with indw, the search process will proceed as
step 1) with next encrypted index keyword. If S satisfies
(M,ρ), the algorithm performs step 2).

2) Keyword match: Define a subset of {1, 2, . . ., l} as X =
{x : ρ(x) ∈ S}. Based on X and M , the search algo-
rithm calculates a set of constants {χi}i∈X such that∑

i∈X χiMi = (1, 0, . . ., 0), where Mi is the ith row of
LSSS matrix M . Next, it uses TrapQ and indw to test
whether the following equation is true or not:

I1
?
== e(I2, T1)/

( ∏
x∈X

(e(Ix, T2)e(I2, Tρ(x)))
χx

)
. (8)

If the above equation is true, the algorithm returns the data
files containing keywordw toU ; otherwise, the search algorithm
skips to step 1).

F. Correctness Proof

Theorem 1: If attribute set S in TrapQ satisfies LSSS matrix
(M,ρ) associated with Indw and w = Q, then (5) holds and
our proposed search algorithm can return correct query results.

Proof: According to (5), the search algorithm first calculates

e((I2, T1) = e(gθ, g
∑

αiH2(Q)g
∑

aitiδH2(Q))

= e(gθ, g
∑

αiH2(Q))e(gθ, g
∑

aitiδH2(Q))

= e(g, g)θ
∑

αiH2(Q)e(g, g)θ
∑

aitiδH2(Q). (9)

On the other hand, having the knowledge of LSSS, we know
that if S satisfies (M,ρ), the search algorithm can find a subset
X = {x : ρ(x) ∈ S} ⊂ {1, 2, . . ., l} and a group of constants
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{χx}x∈X such that Σx∈XχxMx = (1, 0, . . ., 0). Next, for each
x ∈ X , the algorithm calculates

e(Ix, T2) = e
(
g
∑

aiγxH1(ρ(x))
−θ, g

∑
tiδH2(Q)

)
= e

(
g
∑

aiγx , g
∑

tiδH2(Q)
)
e

×
(
H1(ρ(x))

−θ, g

∑
i∈D

tiδH2(Q)
)

= e
(
g
∑

aiγx , g
∑

tiδH2(Q)
)
e

× (H1(ρ(x)), g)
−θ

∑
tiδH2(Q) (10)

and

e(I2, Tρ(x)) = e
(
gθ, H1(ρ(x))

∑
tiδH2(Q)

)
= e (H1(ρ(x)), g)

θ
∑

tiδH2(Q) . (11)

Therefore, we have∏
x∈X

(
e (Ix, T2) e

(I2, Tρ(x)

))χx

=
∏
x∈X

(
e
(
g
∑

ajγx , g
∑

tiδH2(Q)
)
·

e (H1(ρ(x)), g)
−θ

∑
tiδH2(Q) e (H1(ρ(x)), g)

θ
∑

tiδH2(Q)

)χx

=
∏
i∈I

(
e
(
g
∑

ajγx , g
∑

tiδH2(Q)
))χx

= e
(
g
∑

ai , g
∑

tiδH2(Q)
)∑

x∈X γxχx

= e
(
g
∑

ai , g
∑

tiδH2(Q)
)∑

x∈X �vMxχx

= e(g, g)θ
∑

aitiδH2(Q). (12)

The search algorithm further calculates

e(I2, T1)
/( ∏

x∈X
(e(Ix, T2)e(I2, Tρ(x)))

χx

)

=
e(g, g)θ

∑
αiH2(Q)e(g, g)θ

∑
aitiδH2(Q)

e(g, g)θ
∑

aitiδH2(Q)

= e(g, g)θ
∑

αiH2(Q). (13)

If the underlying index keyword w in Indw is identical to the
query keyword Q in TrapQ, then

I1 = e(g, g)θ
∑

αiH2(w) = e(g, g)θ
∑

αiH2(Q). (14)

We complete the correctness proof.

G. Security Proof

We will adopt the reduction idea to prove the security of
our scheme. Loosely speaking, proving our scheme’s secu-
rity will be reduced to try to solve the decisional q-bilinear

Diffie-Hellman exponent (BDHE) problem [13]. However, the
decisional q-BDHE problem is acknowledgedly intractable in
the polynomial time. Here, we review the decisional q-BDHE
problem/assumption as follows.

Let G1 and G2 be two cyclic groups of prime order p, and
g denote a generator of G1. Randomly choose two elements
a and θ from Z∗

p. The decisional q-BDHE problem is to distin-

guish elementR = e(g, g)a
q+1θ from a random element R̂ when

given t = (g, gθ, ga, . . ., ga
q
, ga

q+2
, . . ., ga

2q
), where e denotes

the bilinear pairing map and R, R̂ ∈ Z∗
p.

We define that an adversary has advantage ε in solving deci-
sional q-BDHE problem if∣∣∣Pr

[
A(t, R = e(g, g)a

q+1θ) = 0
]

− Pr
[
A(t, Q = R̂) = 0

] ∣∣∣ ≥ ε. (15)

Decisional q-BDHE problem difficulty assumption: We say
the decisional q-BDHE problem is intractable since no a poly-
nomial time algorithm is able to solve it with a nonnegligible
advantage.

Theorem 2: If the decisional q-BDHE assumption [13] holds,
our scheme is secure and no polynomial-time adversary can
selectively break our scheme with a challenge access policy
(M ∗, ρ∗), where M ∗ is an l∗ × n∗ matrix and n∗ ≤ q. In our
scheme,H1 is modeled as a random oracle andH2 is instantiated
as a cryptology hash function.

Proof: Intuitively, the adversary A wishes to distinguish
e(g, g)Σi∈DαiH2(w0)s from e(g, g)Σi∈DαiH2(w1)s with an advan-
tage ε to break through our scheme. We will prove that if the
advantage ε is nonnegligible, then there exists a simulator S that
can solve the decisional q-BDHE problem with the nonnegligi-
ble advantage ε/2.

Setup: S first chooses two random α∗
i , a

∗
i ∈ Z∗

p and cal-
culates the public parameters E = e(g, g)

∑n
i=1 α

∗
i and A =

g
∑n

i=1 a
∗
i . Then, S sets α′ =

∑n
i=1 α

∗
i − (

∑n
i=1 a

∗
i )

q+1. Since
αi and ai are random, α′ is also a random element from
A’s point of view. For simplicity, we write

∑n
i=1 α

∗
i and∑n

i=1 a
∗
i as α and a in the following description, respectively,

and then α′ = α− aq+1. Next, S chooses a random θ ∈ Z∗
p

and generates the q-BDHE challenge R = e(g, g)a
q+1θ and

t = (g, gθ, ga, . . ., ga
q
, ga

q+2
, . . ., ga

2q). Finally,A sends a chal-
lenge policy (M ∗, ρ∗) to S , where M ∗ is an l∗ × n∗ matrix and
n∗ ≤ q.

In our proof, H1 is modeled as the random oracle, and we
describe how S responds A’s query to H1(s) by maintaining a
response table, where s denotes an attribute A wants to query,
as follows.

1) If s has never been queried before and we can find an i in
(M ∗, ρ∗) such that ρ∗(i) = s, then S sets

H1(s) = grs × gaM
∗
i,1 × ga

2M ∗
i,2 × · · · × ga

n∗
M ∗

i,n∗

where rs is randomly chosen from Z∗
p; if, thus, i does not

exist in (M ∗, ρ∗), H1(s) is simply set to be H1(s) = grs .
Finally, that value H1(s) is added into a global response
table.
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2) If s has been queried before, then, S obtains H(s) from
the global response table and sends it to A.

Phase 1: In this phase, A from the simulator S queries trap-
doors of keywords for polynomially bounded times. We describe
the process A responds a query by an example as follows.

We useQ to denote a query keyword. To generate the trapdoor
of Q, S has to first simulate the private key with respect to an
attribute set S. We describe this simulation process as follows.

As S does not satisfy (M ∗, ρ∗), S must be able to find
a vector �h = (h1, . . .hn∗) such that h1 = −1 and �h ·M ∗

i =0,
where ρ∗(i) ∈ S and M ∗

i is the ith row of M ∗.
SimulatingK∗

1 : Since both
∑n

i=1 αi inK1 andα′ = α− aq+1

are random from the adversary’s point of view, in this simulation
S simply sets

K∗
1 = gα

′
= gα−aq+1

(16)

where α =
∑n

i=1 α
∗
i and a =

∑n
i=1 a

∗
i .

Since simulating K∗
2 needs to a simulation of

∑n
i=1 ti pro-

duced in K3 simulation process, here we have to first simulate
K∗

3 , followed by K∗
2 .

SimulatingK∗
3 : S first chooses random r ∈ Z∗

p and calculates

gr
n∗∏
i=1

(ga
q+1−i)hi = gr+

∑n∗
i=1(a

q+1−i)hi . (17)

Since both
∑n

i=1 ti inK3 and r are random from the adversary’s
point of view, S can implicitly set

n∑
i=1

ti = r +

n∗∑
i=1

(aq+1−i)hi. (18)

Thus, S simulates the private component K3 as

K∗
3 = g

∑n
i=1 ti = gr+

∑n∗
i=1(a

q+1−i)hi , (19)

where a =
∑n

i=1 a
∗
i .

Simulating K∗
2 : Since both

∑n
i=1 aiti in K2 and∑n

i=1 a
∗
i ,
∑n

i=1 ti are random from the adversary’s point
of view, S can use the value

∑n
i=1 a

∗
i

∑n
i=1 ti to simulate K2.

For ease of writing, let t =
∑n

i=1 ti = r +
∑n∗

i=1(a
q+1−i)hi.

That is, S employs values a =
∑n

i=1 a
∗
i and t to simulate K2 as

K∗
2 = g

a
(
r+

∑n∗
i=2(a

q+1−i)hi

)

= gar
n∗∏
i=2

(
ga

q+2−i
)hi

. (20)

Obviously, K∗
2 does not contain the term gar+aa(q+1−i)hi =

garg−aq+1
, where i = 1 and h1 = −1. This is because that

when generating the trapdoor of a query keyword, our trapdoor
generation algorithm requires a combination of K∗

1 and K∗
2 , and

K∗
1 = gα

′
= gα−aq+1

exactly contains term g−aq+1
.

Simulating K∗
s ∀s ∈ S: There are two cases when simulating

private component K∗
s for attribute s ∈ S. The first case is that

if there is no i in (M ∗, ρ∗) such that ρ(i)∗ = s, the simulator S
simply sets

K∗
s = (K∗

3 )
rs = grrs+

∑n∗
i=1(a

q+1−i)hirs (21)

where rs is randomly chosen when responding the query H1(s)
in Setup phase. The second case is to create K∗

s for which there
exists an i in (M ∗, ρ∗) such that ρ(i)∗ = s. This case is slightly
complex as we must guarantee that K∗

s does not contain the
term of the form ga

q+1
that we cannot simulate. To achieve this,

S creates K∗
s as

K∗
s = (K∗

3 )
rs

n∗∏
j=1

⎛⎝ga
jr

n∗∏
k=1,k 
=j

(ga
q+1+j−k

)hk

⎞⎠M ∗
i,j

. (22)

The fact is that everything with aq+1 in the exponent cancels
when combined since �h ·M ∗

i = 0.
Simulating trapdoor TrapQ: With K∗

1 , K∗
2 , K∗

3 , and
{K∗

s}s∈S , S returns the query trapdoor of Q as

(T ∗
1 = (K∗

1K
∗
2 )

H2(Q), T ∗
2 = (K∗

3 )
H2(Q),

∀s ∈ S T ∗
s = (K∗

s)
H2(Q)). (23)

Here, we do not introduce the random exponent δ inK∗
2 ,K

∗
3 ,K

∗
s

like we do in the original scheme, to construct the correct expo-
nent ar − aq+1 + aqh2+, . . ., aq+2−n∗

hn∗ in K∗
1K

∗
2 . However,

this does not affect the randomization of the simulated trapdoor
since K∗

2 , K∗
3 , and K∗

s all contain the random exponent r.
Challenge: A sends two keywords w0 and w1 to B, and B

chooses a random bit b ∈ {0, 1}. B first simulates the ciphertext
components I1 and I2 as

I1 = RH2(wb)e(gθ, gα
′
)H2(wb), I2 = gθ. (24)

Then,S needs to build the ciphertext components {Ix}x∈[1,l∗].
Recall that, for a query to random oracle H1 on input ρ∗(x),
B responds H1(ρ

∗(x)) as H1(ρ
∗(x)) = grρ∗(x) × gaM

∗
i,1 ×

ga
2M ∗

i,2 × · · · × ga
n∗

M ∗
i,n∗ . Obviously, H1(ρ

∗(x))θ contains
terms of the form ga

jθ that we cannot simulate. In order to cancel
out these terms, B uses the secret splitting vector as

�v∗ = (θ, θa+ y2,
′ θa2 + y3,

′ . . ., θan
∗−1 + y′n∗), (25)

and generates the ciphertext components as

∀x ∈ [1, l∗]) : Ix =

(
n∗∏
j=2

(ga)M
∗
i,jy

′
j

)
(gθ)−rρ∗(x) . (26)

Phase 2: A continues to request from S query trapdoors for
polynomially bounded times, as Phase 1.

Guess: A outputs a guess b′ of b. S then outputs 0 to guess
that R = e(g, g)a

q+1θ, if b = b′. According to the simulated
ciphertext

I1 = RH2(wb)e(gθ, gα
′
)H2(wb)

= e(g, g)a
q+1θH2(wb)e(gθ, gα−aq+1

)H2(wb)

= e(g, g)αθH2(wb), (27)

this is a legal ciphertext of wb. Since A can break through our
scheme with the nonnegligible advantage ε, the advantage that
S solves the decisional q-BDHE problem is

Pr
[
S(t, R = e(g, g)a

q+1θ) = 0
]
=

1
2
+ ε. (28)
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Fig. 6. Performance evaluations of our scheme.

TABLE I
NOTATIONS FOR EXPERIMENTAL EVALUATION

On the other hand, if S outputs 1 to indicate R is a random
element, then I1 is also a random element from A’s point of
view and contains no information about wb, we have

Pr
[
S(t, R = R̂) = 0

]
=

1
2

(29)

where R̂ denotes a random value in Z∗
p.

Therefore, S is able to solve the decisional q-BDHE prob-
lem with the nonnegligible advantage 1

2 · ( 1
2 + ε) + 1

2 · 1
2 = ε

2 ,
which contradicts with decisional q-BDHE assumption. �

V. EXPERIMENTAL EVALUATION

We implement our scheme in Java platform by employing Java
pairing-based cryptography library. In the experimental imple-
mentation, we choose Type A pairing, which is constructed on
the bilinear curve y2 = x3 + x. We choose 2000 data files from
the real-world Enron email dataset and conduct all experimental
evaluations in a Windows 7 system with 3.60 GHZ inter Core
i7-7700 CPU, 16 GB memory. Table I defines several notations
used to describe the data set in our experiments.

Fig. 6(a) and (b) demonstrate the running time of private-key
generation in different experimental parameters. We can observe
that the private-key generation time is affected by the size of
the data user’s attribute set and the number of data owners
in the system. In Fig. 6(a), when fixing the number of data
owners to be 10 (|DO| = 10), the private key generation time
linearly increases with the number of attributes. For example,
when setting |S| = 10, it needs to spend about 4.8 s generating
the private key for a specified data user. On the other hand,
in Fig. 6(b), we set the size of attribute set to be 10 and vary
the number of data owners. The experimental results show that
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the more data owners are in the system, the more time costs
are required to generate a private key. When setting |S| = 10
and |DO| = 10, the time cost spent on private-key generation is
about 4.6 s.

Fig. 6(c)–(e) illustrate the index generation overhead with
different experimental parameters. In Fig. 6(c), when varying the
number of attributes in the access policy, we evaluate the time
cost of encrypting one index keyword. The experimental results
demonstrate that the index keyword encryption time linearly
grows with the number of attributes, and when setting |L| = 20,
encrypting one index keyword needs to consume about 1.1 s in
our machine. We extract 500 index keywords from 2000 Enron
email data and use them to construct secure searchable index as
shown in Fig. 5. In this experiment, we employ an access policy
of form “attr1 AND attr2... AND attrl” [this Boolean formula
form can be presented as an access tree as shown in Fig. 6(k) and
utilize the standard technique proposed in [38] to convert it to
the corresponding LSSS matrix as shown in Fig. 6(l)] to encrypt
each index keywords, where attri denotes an attribute value
and l is set to be 10. Fig. 6(d) shows the time cost of building
secure index when fixing the size of data file set to be 2000
(|F| = 2000) and varying the size of index keyword set. When
the number of index keywords achieves 500, constructing the
searchable secure index needs to expend about 442 s. Fig. 6(e)
shows that the size of data file set has no influence on index
generation time. This is a desirable feature as the size of data
file set is usually much larger than the size of keyword set in a
practical application.

Fig. 6(f) demonstrates query trapdoor generation time in our
scheme when varying the number of attributes. We can observe
that with a linearly increasing number of attributes, the trapdoor
generation time also linearly increases. When setting |S| = 10,
generating a query trapdoor needs to consume about 0.32 s,
which is efficient for a data user to encrypt a query keyword.

In order to illustrate the influence of the number of attributes
on search time cost, specially, we conduct an equality match
experiment over a specified index keyword and a query key-
word (in this test, let the index keyword be equal to the query
keyword and the attributes in query keyword satisfy the access
policy in index keyword). Fig. 6(g) and (h) show the time
cost of the equality match when changing the size of attribute
sets L and X . In Fig. 6(g), an access policy “attr1 AND
attr2... AND attrl” is used to encrypted the index keyword and
an attribute set “(attr1, attr2, . . ., attr6)” is used to generate
the query trapdoor, and we vary l = 2, 4, 6, 8, 10 and fix the
query trapdoor to conduct five groups of search experiment.
On the other hand, in Fig. 6(h), we vary access policy “attr1

AND attr2... AND attrl” in the index keyword and the at-
tribute set “(attr1, attr2, . . ., attrl)” in query trapdoor to be
l = 2, 4, 6, 8, 10 (due to the usage of only “AND” policy, this
attribute set is also the least attribute subset X satisfying the
access policy). The experimental results show that the search
time is not affected by the number of attributes in access
policy, but grows linearly with the size of set X . In the real
system, the practical search time cost would be less than our
experimental results since access policies usually involve other

gates such as “OR” (i.e., |X| < |L|). Further, we run the secure
search algorithm on our real dataset to verify the average of
the search overhead of our scheme. For the ease of evaluation,
we let all index keywords (|K| = 500) be encrypted under
the identical access policy “attr1 AND attr2... AND attr10”
[the corresponding LSSS matrix is shown in Fig. 6(l) and the
number of rows of this matrix is set to be 10] and all used
query keywords to be encrypted under the same attribute set
[“(attr1, attr2, . . ., attr10)”], i.e., |L| = |X| = 10. From the
experimental results shown in Fig. 6(i) and (j), we can observe
that the search time cost of our scheme is linear to the number
of index keywords and is not affected by the size of data file set
[in Fig. 6(i), the number of data files is set as 2000 (|F| = 2000)
and in Fig. 6(j), we fix the number of index keywords to be 300
(|K|=300)]. Due to |K| � |F|, our scheme has practical search
efficiency in the real system.

VI. CONCLUSION

In this article, we investigated ABKS scheme for multiple
data owners in the cloud-assisted IIoT. On the one hand, since
extending existing single owner ABKS schemes to multiowner
ones will lead to the complicated key management issue, we
designed a novel master key generation mechanism that allowed
multiple data owners to collaboratively aggregate the private
key for an authorized data user with the desired communication
costs. On the other hand, we instantiated an ABKS scheme
for multiple data owners in cloud-assisted IIoT systems, by
utilizing the efficient ABE construction proposed by Waters.
We provided the formal security proof and showed our scheme
was semantically secure against the cloud server. Also, we
conducted a group of experimental evaluations, and the results
demonstrated its correctness and practicality. In addition, like all
existing ABKS schemes, our scheme only considered the static
dataset, and we will explore the dynamical ABKS scheme for
multiple data owners in our future work.
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