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ABSTRACT Searchable encryption provides an effective mechanism that achieves secure search over
encrypted data. A popular application model of searchable encryption is that a data owner stores encrypted
data to a server and the server can effectively perform keyword-based search over encrypted data according
to a query trapdoor submitted by a data user, where the owner’s data and the user’s queries are kept secret
in the server. Recently, many searchable encryptions have been proposed to achieve better security and
performance, provide secure data updatable feature (dynamics), and search results verifiable capability
(verifiability). However, most of the existing works endow the data user an unlimited search capacities and
do not consider a data user’s search permissions. In practical application, granting search privileges for data
users is a very important measure to enforce data access control. In this paper, we propose an attribute-based
searchable encryption scheme by leveraging the ciphertext-policy attribute-based encryption technique. Our
scheme allows the data owner to conduct a fine-grained search authorization for a data user. The main idea
is that a data owner encrypts an index keyword under a specified access policy, if and only if, a data user’s
attributes satisfy the access policy, the data user can perform search over the encrypted index keyword.
We provide the detailed correctness analyses, performance analyses, and security proofs for our scheme.
The extensive experiments demonstrate that our proposed scheme outperforms the similar work CP-ABKS
proposed by Zheng on many aspects.

INDEX TERMS Access control, attribute-based encryption, search authorization, searchable encryption.

I. INTRODUCTION
A. MOTIVATION
Currently, with the increasing popularity of cloud based
outsourcing service paradigm, more and more data have
been assembled to a cloud server center. These data may
be individual users’ social data, business data of enterprises,
the collected data from sensors, and so on. At the same time,
data outsourcing raises confidentiality and privacy concerns,
as the cloud server is not always fully trusted [2]. An effective
measure of solving the concerns is to encrypt data before
outsourcing them to the cloud server [3]. However, traditional
symmetric encryptions and asymmetric encryptions are blind

for the search over ciphertext. In such a background, search-
able encryption emerges at the right moment.

In summary, searchable encryption is a cryptographic
primitive that enables searching on the encrypted data
while protecting the confidentiality of data and queries [4].
Similar to the traditional encryption, searchable encryption
can also be classified into symmetric searchable encryption
and asymmetric searchable encryption. Due to more excel-
lent search performance, since the first searchable encryption
scheme was constructed in the symmetric environment, for-
mally named Searchable Symmetric Encryption (SSE), SSE
has been fully studied. Many advanced SSE schemes have
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been proposed to pursue for more practical properties such as
efficient data updating (dynamics) [5], secure search results
verification (verifiability) [6], forward privacy [7], backward
privacy [8], etc. The first public-key based searchable encryp-
tion scheme, Public-Key Encryption with Keyword Search
(PEKS) [9], was proposed to achieve secure email search
in the ciphertext environment. To rich search functionality,
conjunctive search, subset search, and range search were also
explored in the public-key cryptosystem such as [10]–[13].

However, all above mentioned searchable encryption
schemes have a common assumption that a search user is
endowed unlimited search capability, who can adopt any
keyword to obtain encrypted data containing the query key-
word from the server. As a result, the data owner can-
not enforce effective data access control for outsourced
encrypted data. Data access control is a practical requirement
in some real systems. For example, a financial executive of
a company can search and manage all commodity orders
while a sales manager has no such permissions. To enable
search and flexible data access control over encrypted data
simultaneously, researchers propose to design searchable
encryption with keyword search authorization by leverag-
ing the attribute-based encryption technique. Attribute-based
encryption (ABE) [14] is a novel cryptographic primitive
that can enforce fine-grained data access control via cryp-
tographic means. In ABE, an access policy is an impor-
tant component, depending on where the access policy is
equipped with, ABE has two variants: key-policy ABE
(KP-ABE) [15] and ciphertext-policy ABE (CP-ABE) [16].
In KP-ABE, the key is associated to the access policy and
the data are encrypted by a set of attributes, a user can
decrypt the ciphertext if and only if the access policy in her
key satisfies the attribute set in the ciphertext. On the com-
pletely contrary to KP-ABE, in CP-ABE, the access policy is
embedded into the ciphertext, and a user’s key is associated
with her attributes. Only when a user’s attributes satisfy the
access policy in the ciphertext, the decryption operation can
be successful.

Recently, to achieve effective search as well as data
access control over encrypted data, a few searchable encryp-
tion schemes with keyword search authorization are pro-
posed [17]–[24]. However, the access structure in [17]
only allows AND policies and these schemes in [18]–[20]
use an LSSS (Linear Secret Sharing Scheme) matrix as
an access policy and only consider AND and OR gates;
schemes [21], [22] are built from the pairings in composite-
order group with an impractical search cost; the scheme [23]
also designed a novel attribute based keyword search scheme
with dynamic access policy updating, but only supports AND
and OR gates; Zhu et al. [24] proposed a key-policy attribute
based encryption with equality test scheme, which supports
AND, OR, and threshold gates. In contrary to [24], in this
paper, we design a ciphertext-policy attribute-based search-
able encryption with searchable capability that fulfills the
full-fledgedCP-ABE scheme proposed in [16], where a group
with prime order is used and the access policy is denoted by

the tree structure. Thus, our scheme supports ADN, OR, and
threshold gates to flexibly express the access policy and has
an acceptable search cost. The most similar work to ours has
been proposed by Zheng et al. [1], however, our work out-
performs their scheme on many aspects through experimental
comparisons.

B. CONTRIBUTIONS
In this paper, our main contributions can be summarized as
follows.

(1) We design a ciphtertext-policy attribute-based search-
able encryption, which can achieve search and fine-grained
access control over encrypted data simultaneously. Actually,
through equipping the popular CP-ABE scheme [16] with the
search capability, our design inherits all advantages of this
scheme including security, flexible access policy expression,
and fine-grained data access control.

(2) We provide detailed correctness analyses, performance
analyses, and security proofs for our proposed CP-ABSE
scheme.

(3) We implement our CP-ABSE scheme and the similar
work CP-ABKS scheme proposed in [1]. Extensive experi-
ments in a real data set demonstrate that our scheme outper-
forms CP-ABKS on many aspects.

II. RELATED WORK
A. SEARCHABLE ENCRYPTION
The first practical SSE was introduced by Song et al. [4],
whose search time is linear in the size of the database.
Goh [25] used Bloom Filter to construct secure index to
improve the search time which is linear to the number of the
documents. Another SSE scheme with linear search time is
in [26] that can achieve forward privacy. Curtmola et al. [27]
were first to formally define the security and leakage of
SSE and proposed a new construction, achieving sub-linear
search complexity by using the inverted index construction.
Kamara et al. [5] deployed the dynamic feature for SSE with
sub-linear search complexity. That is, the secure file deletion
and addition are supported in their scheme. However, their
scheme reveals hashes of the unique keywords contained
in the document of the update. Kamara and Papamanthou’s
scheme overcomes the limitation by increasing the space
of the used data structure. However, Stefanov et al. [28]
claimed that these two schemes cannot achieve forward pri-
vacy, both of them leak information in the file updating
processes, and proposed a practical dynamic SSE with small
leakage. Recently, more efficient and secure dynamic SSE
schemes were further studied in [7] and [8]. Considering
that the server is the active adversary, verifiable SSE was
proposed by Kurosawa and Ohtaki [6], which allows the
search user to conduct correctness and completeness verifi-
cation for search results. A popular application scenario of
searchable encryption is secure search in the cloud computing
environment, several multiple keyword ranked SSE schemes
over encrypted cloud data were developed in [29]–[34].
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Furthermore, schemes [33], [34] support advanced personal-
ized searches with the high accuracy of the search results by
using the user models. The first public-key based searchable
encryption scheme was proposed by Boneh et al. [9]. Later,
the conjunctive search, subset search, and range search were
also explored in the public-key cryptosystem in [10]–[13].
Recently, researchers begin to use the emerging blockchain
technique to design searchable encryption schemes such
as [35] and [36]. These schemes can perfectly realize trusted
and transparent verifiability of search results to resist mali-
cious servers [37].

B. ATTRIBUTE-BASED ENCRYPTION
The concept of attribute-based encryption was introduced
by Sahai and Water in [14]. In that scheme, a set of
descriptive attributes are used to label a user’s keys and
a ciphertext. If and only if attributes in a key match
attributes in a specified ciphertext, the key can decrypt
the ciphertext. Due to realizing scalable and fine-grained
access control over encrypted data, attribute-based encryp-
tion was further developed in [15], [16], and [38]–[43].
In these schemes, a set of attributes and an access struc-
ture are two key components. Constructions [15], [41]–[43]
are referred to as KP-ABE, as the ciphertext is encrypted
under a set of attributes and the user’s private key is asso-
ciated with a specified access policy. The decryption con-
dition is that the attributes in the ciphertext have to satisfy
the access policy in the user’s private key. The CP-ABE
schemes [16], [38]–[40] have exactly contrary configuration
about attributes and an access policy, where a message is
encrypted with an access policy and the user’s key is asso-
ciated with her attributes. If and only if the user’s attributes
satisfy the access policy in the ciphertext, the decryption
can be conducted. In above all schemes, users’ attributes
and access policies are in plaintext form and thus reveal
users’ privacy information such as sex, position, specialty
and so on. To address this problem, anonymous attribute-
based encryption schemes were designed in [44]–[47].
These schemes can well preserve receivers’ attribute pri-
vacy by hiding attribute information in ciphertexts [47].
We emphasize that, in this paper we only focus on the data and
query privacy and the anonymous attribute-based searchable
encryption will be our future work.

C. ATTRIBUTE-BASED SEARCHABLE ENCRYPTION
The first keyword authorized private search on public key
encrypted data was proposed based on identity-based encryp-
tion by Camenisch et al. [48]. In that scheme, the data
user needs to interact with the data owner to obtain search
trapdoor. To enhance the expressiveness of access struc-
ture and flexibility of keyword search authorization, a few
attribute-based searchable encryption schemes have been
published [17]–[24]. In such a system, the data owner is
able to flexibly control the data user’s keyword search per-
missions in a fine-grained manner by using the promising
attribute-based encryption primitive. However, the access

structure in [17] only allows AND policies and these schemes
in [18]–[20] use an LSSS (Linear Secret Sharing Scheme)
matrix as an access policy that can only express AND and
OR gates. Moreover, constructions in [21] and [22] are built
from the pairings in composite-order group, which are more
of theoretic interests because of impractical computational
costs in a real search system. The scheme [23] also designed
a novel attribute based keyword search scheme with dynamic
access policy updating, but only supports AND and OR gates;
Zhu et al. [24] proposed a key-policy attribute based encryp-
tion with equality test scheme, which supports AND, OR, and
threshold gates. The most similar work to ours is proposed by
Zheng et al. in [1], which is also constructed from the pairings
in a prime order group and can flexibly support AND, OR,
and threshold gates. However, our work outperforms their
scheme on many aspects by our experimental comparisons.

III. PRELIMINARIES
In this section, we introduce several important definitions and
techniques used to design our scheme.

A. BILINEAR PAIRING MAP
G1 and G2 denote two cyclic multiplicative groups with the
identical order q. We define a map over G1 and G2 as e :
G1 × G1 → G2. If map e satisfies the following properties,
then e is a bilinear pairing map.
(1) Bilinear.

• For any a, b ∈ Z∗q and x, y ∈ G1, e(xa, yb) = e(x, y)ab

holds.
• For any x1, x2, y ∈ G1, e(x1x2, y) = e(x1, y)e(x2, y)
holds.

• For any x, y1, y2 ∈ G1, e(x, y1y2) = e(x, y1)e(x, y2)
holds.

(2) Computable. For any x, y ∈ G1, there exists a polyno-
mial time algorithm to efficiently calculate e(x, y) ∈ G2.
(3) Non-degenerate. If g is a generator of G1, then e(g, g)

is a generator of G2.

B. ACCESS STRUCTURE AND ACCESS TREE
Definition 1: Access Structure. Let P = {P1,P2, . . . ,Pn}

denote a set of parties. A collection A ⊆ 2P is monotone
if ∀B,C: if B ∈ A and B ⊆ C then C ∈ A. An access
structure is a collection A of non-empty subsets of P =
{P1,P2, . . . ,Pn}, i.e., A ⊆ 2P \ {∅}. The sets in A are
called the authorized sets, and the sets not in A are called
the unauthorized sets.
Definition 2: Access Tree. Let T be a tree representing an

access control policy. In T , each non-leaf node represents
a threshold gate, described by its children and a threshold
value, and each leaf node represents an attribute. We use
numx and kx to denote the number of children of a node x
and its threshold value, respectively. There are three cases
for the value of kx if x is a non-leaf node: 1) kx = 1 denotes
node x is an OR gate; 2) kx = numx means node x is an AND
gate; 3) 1 < kx < numx denotes node x is a threshold gate.
We define kx = 1 when x is a leaf node.
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Several notations about access tree are defined as follows.
parent(x) denotes the parent of x. For a leaf node x, we use
attr(x) to denote the attribute associated with the leaf node.
index(x) denotes the label of x. Given a node ywith c children,
its child nodes are numbered from 1 to c.
Satisfying an Access Tree:Let Tx be the subtree of T rooted

at the node x. If a set of attributes S satisfies Tx , we denote
it as Tx(S) = 1. Tx(S) can be computed as follows. If x is a
non-leaf node, evaluate Tx ′ (S) for all children x ′ of node x.
Tx(S) return 1 if and only if at least kx children return 1. If x
is a leaf node, Tx(S) returns 1 if and only if attr(x) ∈ S. Thus,
according to the above recursive computation, if set S satisfies
T , then Tr (S) = 1, where r is the root node of T .

C. SECURITY ASSUMPTION
Definition 3: Discrete Logarithm problem assumption

(DL). LetG be a group with prime order q. g is a generator of
G. Given g and ga, the DL problem assumption is defined as:
no probabilistic polynomial-time adversary A can compute
a ∈ Z∗q with a non-negligible advantage.
Definition 4: Decisional Bilinear Diffie-Hellman(DBDH)

problem assumption. Let G1 and G2 be two multiplica-
tive groups with group q and e denote a bilinear pair-
ing map. Given four elements a, b, c, z ∈ Z∗q and ga, gb,
gc ∈ G1, e(g, g)abc,Z = e(g, g)z ∈ G2, DBDH problem
assumption is defined as: no probabilistic polynomial-time
adversary A can decide whether Z = e(g, g)abc or e(g, g)z

with a non-negligible advantage.

FIGURE 1. System model.

IV. SYSTEM MODEL AND SECURITY MODEL
A. SYSTEM MODEL
There are three entities in the system model, i.e., the
data owner, multiple data users, and the server, as shown
in Figure 1. To achieve the searchability over encrypted data
files, the data owner uploads a secure searchable index,
in which each index keyword is encrypted using a specified
access control tree. When a data user applies to join in
the system, the data owner generates a group of keys for
the data user according to the user’s attributes. The data
user can use the issued keys to encrypt a search query to

generate the legal search trapdoor. The server is responsi-
ble for performing search over the secure searchable index
without knowing any information about data files and the
search query. In the ciphertext-policy attribute-based search-
able encryption, given an index keyword and a query, if and
only if the attributes contained in the trapdoor satisfy the
access tree encrypting the index keyword and the index key-
word matches the query, a successful search can complete.

B. SECURITY MODEL
Generally, the security goal of an index based searchable
encryption is that the adversary cannot obtain the key-
word information from the searchable index and the query
trapdoor. Thus, the security of data and the privacy of a
query are protected in terms of the data owner and the
search user, respectively. To formally evaluate the security,
we give following two security definitions based on a game
between a challenger C and a probabilistic polynomial-time
adversary A.
Definition 5: The index keyword unrecoverable security

against chosen plaintext attack model (ikus-cpa).
C first gives system public parameters to A and A defines

a challenge access tree T ∗. A adaptively asks the challenger
C for a group of private keys corresponding to attribute
sets S1, S2, . . . , Sn and a group of ciphertexts corresponding
to index keywords k1, . . . , km. There is a restriction that
none of these responding private keys satisfy T ∗. Then,
A submits two keywords w0 and w1 to C. C randomly
chooses a bit b ∈ {0, 1} and encrypts wb to get the cipher-
text [wb], which is sent to A. A is allowed to continue to
ask for private keys many times corresponding to attribute
sets Sq+1, Sq+2, . . . and none of them satisfy T ∗. Finally,
A outputs b’s guess b’. We define the advantage that A
wins the game to be Advikus−cpaA = |Pr(b = b′) − 1

2 |.
If Advikus−cpaA is negligible, we say that our proposed index
keyword encryption achieves index keyword unrecoverable
security against chosen plaintext attack model.
Definition 6: The query trapdoor unrecoverable security

against eavesdropper attack model (qtus-eav).
A submits challenge keywords for many times to the the

challenger C and each time C sends the corresponding cipher-
text toA in response. Then,A sends two keywordsw0 andw1
to C, which are not challenged before. C randomly chooses
a bit b ∈ {0, 1} and encrypts wb to get the ciphertext [wb],
which is sent to A. A is allowed to continue to ask C for the
ciphertext of any keyword w, the only restriction is that w
is not w0 or w1. Finally, A outputs b’s guess b’. We define
the advantage that A wins the game to be Advqtus−eavA =

|Pr(b = b′) − 1
2 |. If Advqtus−eavA is negligible, we say

that our proposed query keyword encryption achieves query
trapdoor unrecoverable security against eavesdropper attack
model.

We can see that ikus-cpa is allowed to access encryp-
tion oracle while qtus-eav is prohibited. This is because
that our proposed index keyword encryption is the

VOLUME 7, 2019 5685



H. Yin et al.: CP-ABSE

‘‘probabilistic encryption’’, but the query keyword encryption
is ‘‘deterministic encryption’’. Therefore, we use a weaker
security model qtus-eav to define the security of query
trapdoor, which is equivalent to the Query Keyword Secrecy
model defined in [1] and [49].

In addition, we use the ‘‘curious but honest’’ threat
model [50], where the server is the sole passive adver-
sary. Assume that there exit secure communication channels,
by which the data owner distributes keys to the authorized
data user.

V. DEFINITION AND CONSTRUCTION
In this section, we first formally define the ciphertext-policy
attribute-base searchable encryption scheme (CP-ABSE) and
then describe its construction in detail.

A. DEFINITION
In this subsection, we define our proposed CP-ABSE at the
system level as follows.
Definition 7: Our proposed CP-ABSE consists of the fol-

lowing five polynomial-time algorithms.
• Setup(1λ)→ (SSP, dk1, dk2). The algorithm is invoked
by the data owner. It takes a security parameter λ as input
and outputs system public parameters SPP and two keys
dk1 and dk2. The data owner uses dk1 to encrypt index
keyword with an access tree and uses dk2 to generate
secret keys for a data user according to the data user’s
attributes.

• Keygen(SPP, dk2, Su)→ Ku. The algorithm is invoked
by the data owner and generates keys for a data user u
with a set of attributes Su. It takes as input system public
parameter SSP, the key dk2 and a data user’s attribute set
Su, and outputs u’s private key Ku.

• Encind(SPP, dk1,w,Tw)→ Iw. The algorithm is run by
the data owner and encrypts an index keyword. It takes as
input system public parameter SSP, the key dk1, an index
keyword w, and an access tree Tw, and outputs w’s
ciphertext Iw.

• Trpdr(SPP,Ku, q) → Tu. The algorithm is run by the
data user u. It takes as input the system public parameter
SSP, a query keyword q, and u’s private key Ku, and
outputs a trapdoor Tu(q), i.e., the search token with
respect to q.

• Search(SPP, Iw, Tu(q)) → 1. The algorithm is run by
the server. It takes as input the system public parameter
SSP, an encrypted index keyword Iw, and a trapdoor
Tu(q) submitted by u, and outputs 1 if w = q and u’s
attribute set Su satisfies the access tree embedded in Iw,
simultaneously; otherwise, outputs 0.

Correctness: CP-ABSE scheme is correct if

Pr


Search(SPP, Iw,
Tu(q))→ 1

Setup(1λ)→ (SSP, dk1, dk2);
Keygen(SPP, dk2, Su)→ Ku;
Encind(SPP, dk1,w,T )→ Iw;
Trpdr(SPP,Ku, q)→ Tu.


= 1

Algorithm 1 Setup
Input:

Security parameter λ.
Output:

System public parameter SPP, two keys dk1, dk2.
1: Generate two multiplicative groups G1 and G2 of prime

order q and a bilinear map e : G1 × G1 → G2. g is a
generator of G1

2: Generate two secure hash functions H : {0, 1}∗ → Z∗q
and H ′ : {0, 1}∗→ G1.

3: Define Lagrange coefficients

4i,S (x) =
∏

j∈S,j 6=i

x − j
i− j

,

where S denotes a set and i, j ∈ Z∗q.
4: Randomly choose α, β ← Z∗q.
5: Compute gα, gβ , and e(g, g)α .
6: SPP← (G1,G2, e, g, q,H ,H ′).
7: dk1← (e(g, g)α, gβ ), dk2← (β, gα)
8: return SPP, dk1, dk2.

B. CONSTRUCTION
In this subsection, we present the implementation of each
algorithm of CP-ABSE.

1) SETUP ALGORITHM
CP-ABSE Setup algorithm, as shown in Algorithm 1, is run
by the data owner and creates running environment for CP-
ABSE. By the algorithm, system public parameters and two
keys are generated.

The public parameter can be used by all entities and dk1 and
dk2 are used to encrypt index keywords to construct secure
index and generate a data user’s keys by the data owner,
respectively.

Algorithm 2 Keygen
Input:

Public parameter PPK, the key dk2, and data user u’s
attribute set Su.

Output:
u’s keys Ku.

1: Randomly choose r ← Z∗q.
2: Compute k1 = g

α+r
β , k2 = g

1
β , and k3 = gr .

3: for each attribute a ∈ Su do
4: Randomly choose ra← Z∗q.
5: Compute ka = k3 · H ′(a)ra and k ′a = gra .
6: end for.
7: return

Ku = (k1 = g
α+r
β , k2 = g

1
β ,

∀a ∈ Su : ka = gr · H ′(a)ra , k ′a = gra )

2) KEYGEN ALGORITHM
CP-ABSEKeygen algorithm, as shown in Algorithm 2, is run
by the data owner and generates a group of keys for a data user
u with attribute set Su.
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By this algorithm, the data owner generates Ku for data
user u according to u’s attributes, which is sent to u via secure
communication channels. The data user u usesKu to generate
a legal query trapdoor for some interested query keyword.

3) ENCIND ALGORITHM
CP-ABSE Encind algorithm, as shown in Algorithm 3,
is invoked by the data owner to encrypt index keywords to
generate secure searchable index, where each index keyword
is embedded an access tree.

Algorithm 3 Encind
Input:

Public parameter PPK, the key dk1, an index keyword w,
and an access tree Tw.

Output:
w’s encryption version Iw.

1: Randomly choose a secret value s← Z∗q.
2: Compute I ′w = e(gH (w)s, g)e(g, g)αs and I ′′w = gβs.
3: Let t be the root node of Tw.
4: for each node x in Tw (in a top-down manner, starting

from t) do
5: if x is the root node t then
6: Randomly choose a polynomial qt for t with degree

dt = kt − 1 and sets qt (0) = s.
7: Randomly set dt other points of qt to completely

define it.
8: else
9: Randomly choose a polynomial qx for x with degree

dx = kx − 1.
10: Set qx(0) = qparent(x)(index(x)).
11: Randomly choose dx other points to completely

define qx .
12: end if
13: end for
14: Let X be the set of leaf nodes.
15: for each leaf node x in X do
16: Compute Xx = gqx (0) and X ′x = H ′(attr(x))qx (0)

17: end for
18: return

Iw = (Tw, I ′w = e(gH (w)s, g)e(g, g)αs, I ′′w = gβs,

∀x ∈ X : Xx = gqx (0),X ′x = H ′(attr(x))qx (0))

The data owner invokes this algorithm to encrypt all index
keywords, each index keyword corresponds to an access tree
that defines the search permission of the index keyword.
For achieving sub-linear search complexity, we organize
encrypted index keywords and encrypted data files as inverted
index construction by using an array and a look-up table data
structures, please refer to [27].

4) TRPDR ALGORITHM
CP-ABSE Trpdr algorithm, as shown in Algorithm 4, is used
to encrypt a query keyword by a data user u with key Ku.

Algorithm 4 TrpDr
Input:

u’s key Ku and a search query q.
Output:

q’s trapdoor Tu(q).
1: Compute kH (q)

2 = g
H (q)
β and k1 · g

H (q)
β = g

α+r+H (q)
β

2: return

Tu(q) = (T = g
α+r+H (q)

β ,∀a ∈ Su :

ta = ka = gr · H ′(a)ra , t ′a = k ′a = gra )

After the data user u encrypts a query keyword q, the query
trapdoor Tu(q) is sent to the server.

5) SEARCH ALGORITHM
The server invokes CP-ABSE Search algorithm, as shown in
Algorithm 5, to perform search over encrypted inverted index
according to a query trapdoor submitted by a data user. In the
whole processes of search, no useful information about data
files and the query is revealed to the server.

According to Algorithm 5, we can observe that, given
an encrypted index keyword Iw and a query trapdoor Tu(q)
submitted by u, if and only if the two conditions: (1) ‘‘the
query keyword q is equal to the index keyword w, q=w’’ and
(2) ‘‘u’s attribute set Su satisfies the access tree Tw’’ hold
simultaneously, the algorithm return 1. On the other hand,
there exist two cases that Algorithm 5 returns 0. One is that
u’s attribute set Su does not satisfy the access tree in Iw,
the algorithm will terminate in advance, which means u has
not search permissions with respect to the index keyword w.
The other is that u has the search permissions of index key-
word w, however, the query q is not identical to w.

VI. CP-ABSE ANALYSIS
In this section, we provide detailed analyses for our proposed
CP-ABSE, including correctness analysis, algorithm com-
plexity analysis, and security analysis.

A. CORRECTNESS ANALYSIS
We first analyze the correctness of matching between an
encrypted index keyword and a trapdoor.

Algorithm 5 tells us that, given Iw and Tu(q), if u’s
attributes satisfy the access tree Tw in Iw, the sever can
judge whether q is equal to w or not by checking whether
Equation (1) is true or not:

I ′w =
e(I ′′w,T )

Ft
(1)

We can verify the correctness by following deduction:

e(I ′′w,T )
Ft

=
e(gβs, g

α+r+H (q)
β )

e(g, g)rs

=
e(gs, gα+r+H (q))

e(g, g)rs
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Algorithm 5 Search
Input:

An encrypted index keyword Iw and a query q’s trapdoor
Tu submitted by u with attribute set Su.

Output:
1, if q = w and Su satisfies Tw; 0, otherwise.

1: Let x be a node of Tw.
2: for each leaf node x in Tw do
3: Let a denote the attribute associated with the leaf node

x, i.e., a = attr(x).
4: if a ∈ Su then
5: Compute

Fx =
e(ta,Xx)
e(t ′a,X ′x)

=
e(gr · H ′(a)ra , gqx (0))
e(gra ,H ′(a)qx (0))

= e(g, g)rqx (0)
6: else
7: Define Fx = ⊥.
8: end if
9: end for
10: for each non-leaf node x in Tw (in a down-top manner)

do
11: Let Sx denote an arbitrary kx-sized set of child nodes z

such that Fz 6= ⊥
12: if no such set exists then
13: Define Fx = ⊥.
14: else
15: Compute (using Lagrange interpolation)

Fx =
∏
z∈Sx

F
1i,S′x

(0)
z

=

∏
z∈Sx

(e(g, g)r ·qz(0))1i,S′x
(0)

=

∏
z∈Sx

(e(g, g)r ·qparent(z)(index(z)))1i,S′x
(0)

=

∏
z∈Sx

e(g, g)r ·qx (i)·1i,S′x
(0)

= e(g, g)r ·qx (0)

where i = index(z), S ′x = (∀z ∈ Sx : index(z)), and
1i,S ′x is the Lagrange coefficient.

16: end if
17: end for
18: Let t be the root node of Tw.
19: if Ft = ⊥ then
20: return 0.
21: (This means access tree Tw is not satisfied by u’s

attributes Su.)
22: else
23: Recursively compute Ft = e(g, g)rqt (0) = e(g, g)rs.
24: Compute C = e(I ′′w,T )

Ft
25: if C is equal to I ′w then
26: return 1.
27: else
28: return 0.
29: end if
30: end if

TABLE 1. Notations used in complexity analysis.

=
e(gs, gα)e(gs, gr )e(gs, gH (q))

e(g, g)rs

= e(gs, gH (q))e(gs, gα)

= e(gH (q)s, g)e(g, g)αs
w=q
HHHH I ′w (2)

B. COMPLEXITY ANALYSIS
In this subsection, we theoretically analyze the time com-
plexity of our proposed CP-ABSE scheme and Zheng et al’s
CP-ABKS scheme in [1], which also provides an explicit
and convincing performance comparison between the two
schemes. Firstly, we define some necessary notations,
as shown in Table 1.

For ease of reading, we describe the computation cost
and the output size of each algorithm in CP-ABSE and
CP-ABKS in Table 2 and Table 3, respectively. Note that
we do not consider the communication cost of transmitting
search results for a successful query, thus the output size of
Search algorithm is set to be 0.

Since the pairing and the exponentiation computation are
relatively consuming-time operation in a bilinear group,
we can observe from Table 2 and Table 3 that CP-ABSE
outperforms CP-ABKS on the key generation, the trapdoor
generation, and the search complexity due to requiring the
less pairing and exponentiation operations.

C. SECURITY ANALYSIS
In this subsection, we prove that the security of CP-ABSE in
the ikus-cpa and qtus-eav model.
Theorem 1: If DBDH problem is intractable, our proposed

index keyword encryption algorithm achieves index keyword
unrecoverable security against chosen plaintext attack model
(ikus-cpa).

5688 VOLUME 7, 2019



H. Yin et al.: CP-ABSE

TABLE 2. The computation cost and output size of CP-ABSE.

TABLE 3. The computation cost and output size of CP-ABKS in [1].

Proof: Assume that there exists a probabilistic poly-
nomial time adversary A can recovery the index keyword
information from the index keyword encryption with a
non-negligible advantage ε, we can construct a simulator
B to solve the DBDH problem with the non-negligible
advantage ε

2 .

The challenger C randomly chooses a bit ν ∈ {0, 1} and
sends tν to the simulator B, where t0 = (g,A = ga,B =
gb,C = gc,Z = e(g, g)abc), t1 = (g,A = ga,B = gb,C =
gc,Z = e(g, g)z), a, b, c, z are random elements in Z∗q. The
simulator B plays the following game with the adversary A
based on ikus-cpa.
(1) The simulator B computes a public parameter Y =

e(B,C) = e(g, g)bc and sends it to the adversaryA.A defines
an access tree T ∗ that he wants to be challenged.

(2)A adaptively asks B for private keysKA
S1 ,KA

S2 , . . . ,

KA
Sn of attribute sets S1, S2, . . . , Sn and the ciphertexts

Ik1 , Ik2 , . . . , Ikm of index keywords k1, k2, . . . , km. These
private keys and ciphertexts responded by B satisfy the fol-
lowing three conditions:
• All attribute sets S1, S2, . . . , Sn embedded into the corre-
sponding private keys do not satisfy the challenge access
tree T ∗.

• All private keys can be used to generate legal query
trapdoor.

• Given a private keyKA
Si , i ∈ [1, n] and a query keyword

q, the generated query trapdoor is denoted as KA
Si (q).

There exists an index keyword ciphertext Ikj , j ∈ [1,m]
that the algorithm Search(SSP, Ikj ,KA

Si (q)) = 1,
i.e., q = kj and the attribute set Si satisfies the access
tree Tkj .

(3) The adversary submits two index keywords w0 and w1
that he wishes to be challenged and the access tree T ∗ to B. B
randomly chooses a bit b ∈ {0, 1} and generates the following
ciphertext:

I∗wb = (T ∗, (I ′wb )
∗
= e(AH (wb), g)Z , (I ′′w)∗ = Aβ ,

∀x ∈ X∗ : X∗x = gqx (0), (X ′x)
∗
= H ′(attr(x))qx (0)),

where β is randomly chosen from Z∗q and X∗ denotes the leaf
node set of T ∗. Finally, B sends I∗wb to A.

(4) A continues to adaptively ask for private keys
KA

Sn+1 ,KA
Sn+2 , . . ., corresponding to attribute sets Sn+1,

Sn+2, . . ., respectively, and the ciphertexts Ikm+1 , Ikm+2 , . . .
of index keywords km+1, km+2, . . ., with the restriction that
none of these attribute sets Sn+1, Sn+2, . . ., satisfy T ∗.
(5) A outputs the guess b′ of b. Obviously, the adversary

cannot correctly decide b = 0 or b = 1 by letting the search
algorithm Search(SSP, I∗wb ,KA

Si (w0)) or Search(SSP, I∗wb ,
KA

Si (w1)) output 1, since none of the attribute sets queried by
A satisfy the access tree T ∗. Therefore, the adversary A has
to recover the index keyword information H (wb) from I∗wb to
decide b = 0 or b = 1. There are two conditions as below:
• If ν = 0, then t0 is sent to B and Z = e(g, g)abc and

I∗wb = (T ∗, (I ′wb )
∗
= e(gaH (wb), g)e(g, g)abc,

(I ′′w)∗ = gaβ , ∀x ∈ X∗ : X∗x = gqx (0),

(X ′x)
∗
= H ′(attr(x))qx (0)).

Since α and s are randomly chosen in the index keyword
encryption, we let a = s and bc = α, the cipertext can
be denoted as

I∗wb = (T ∗, (I ′wb )
∗
= e(gsH (wb), g)e(g, g)αs,

(I ′′w)∗ = gsβ , ∀x ∈ X∗ : X∗x = gqx (0),

(X ′x)
∗
= H ′(attr(x))qx (0)).

This means that I∗wb is the correct ciphertext of index
keyword wb.

• If ν = 1, then t1 is sent to B and Z = e(g, g)z and the
cipertext can be denoted as

I∗wb = (T ∗, (I ′wb )
∗
= e(gsH (wb), g)e(g, g)z, (I ′′w)∗=gsβ ,

∀x∈X∗ : X∗x = gqx (0), (X ′x)
∗
= H ′(attr(x))qx (0)).

Since z is a random element, I∗wb is also a random
element from the view of the adversary A and contains
no information about wb.
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A outputs b’s guess b′. If b = b′, then B outputs ν’s guess
ν′ = 0, the challenger C sends the valid encryption parameter
t0 to B. Since A has advantage ε to recover H (wb) from I∗wb ,
the probability thatA outputs b′ = b is 1

2 + ε. If b 6= b′, then
B outputs ν’s guess ν′ = 1 and the challenger C sends the
random encryption parameter t1 to B. The probability that A
outputs b′ = b is 1

2 .
The overall advantage that B solves the DBDH problem in

the above game is as follows:∣∣∣∣12Pr[ν = ν′|ν = 0]+
1
2
Pr[ν = ν′|ν = 1]−

1
2

∣∣∣∣
=

∣∣∣∣[12
(
1
2
+ ε

)
+

1
2
·
1
2

]
−

1
2

∣∣∣∣ = ε

2
(3)

Since ε is non-negligible, therefore ε
2 is also non-negligible

such that B can solve the DBDH problem with a non-
negligible advantage, which contradicts DBDH problem
assumption. �
Theorem 2: If DL problem is intractable, our pro-

posed query keyword encryption achieves query trapdoor
unrecoverable security against eavesdropper attack model
(qtus-eav).

Proof: We prove the above theorem by the following
game between the adversary A and the challenger C.
(1) The adversary A submits queries k1, k2, . . . , kn to the

challenger C many times. For each ki, 1 ≤ i ≤ n, C sends the
following ciphertext to A in response:

TA(qi) = (T = g
α+r+H (qi)

β ,

∀a ∈ SA : ta = gr · H ′(a)ra , (t ′a) = gra ),

where we use SA to denote the adversary A’s attribute set.
(2) A sends two challenge query keywords q0 and q1 to C

with the restriction that q0 and q1 have never been queried
before.

(3) C randomly chooses a bit b ∈ {0, 1} and encrypts qb
to be

T ∗A(qb) = (T ∗ = g
α+r+H (qb)

β ,

∀a ∈ SA : t
∗
a = gr · H ′(a)ra , (t ′a)

∗
= gra ),

and sends T ∗A(qb) to A.
(4) A continues to ask the challenger C for the ciphertext

of any query keyword other than q0 and q1.
(5)A outputs the guess b′ of b. Since the adversaryA is not

allowed to access the encryption oracle, it cannot effectively
compute ciphertexts T ∗A(q0) and T ∗A(q1) without α, r , and β.
Thus, the probability that A outputs the guess b′ = b is at
most 1

2 as long as the DL problem is intractable.
If solving the DL problem is computationally feasible in

polynomial time, the adversary can output b′ = b with
probability 1 by finding out correct encryption parameter
α + r and β. For example, A first arbitrarily chooses two

response ciphertexts g
α+r+H (qi)

β and g
α+r+H (qj)

β of queries qi and
qj (Hash values H (qi),H (qj) can be efficiently calculated).

FIGURE 2. The storage cost of each algorithm.

FIGURE 3. The time cost of keygen algorithm.

Then, A solves DL to set up the following equation set to
obtain α + r and β:{

t ′β = α + r + H (qi)
t ′′β = α + r + H (qj)

(4)
β =

H (qi)− H (qj)
t ′ − t ′′

α + r =
t ′′H (qi)− t ′H (qj)

t ′ − t ′′

(5)

As a result, the adversaryA can compute the valid ciphertext

components g
α+r+H (q0)

β and g
α+r+H (q1)

β of the challenge query
keywords q0 and q1. �

VII. EXPERIMENTAL EVALUATION
In this section, we test the practical performance of our
proposed CP-ABSE through experimental evaluation on a
real data set, Request For Comments Database (RFC) [51].
Also, we implement CP-ABKS scheme proposed in [1] for
providing a performance comparison with our scheme. The
experimental results demonstrate that our scheme has appre-
ciable performance advantages on many aspects compared
with CP-ABKS.
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FIGURE 4. Time cost of index keyword encryption. (a) Time cost of encrypting one index keyword for different number of leaf nodes. (b) Time cost
of encrypting index keywords for different number of index keywords with fixed number of leaf nodes |X | = 6 and fixed number of data files
n = 2000. (c) Time cost of encrypting index keywords for different number of data files with fixed number of leaf nodes |X | = 6 and fixed number
of index keyword i = 420.

A. SETUP
The experimental environments are classified into the server
side and the client side. The server side is a Windows 7 desk-
top system with 3.60-GHz Intel Core (TM) i7-7700 CPU and
8-GB RAM, which plays the role of the server to perform
search over encrypted index keywords. The client side is a
Windows 7 desktop system with 2.3-GHz Intel Core (TM)
i5-6200U and 4-GB RAM, which is used to test the time cost
of index keyword generation and trapdoor generation.

We randomly choose 2000 data files from RFC as
our experimental data set, where 420 index keywords are
extracted by using Hermetic Word Frequency Counter [52].
All programs are developed in Java language on JPBC
library [53], where symmetric elliptic curve group Type A
with prime order is chosen in the whole experiments.

B. EVALUATION OF THE STORAGE COST
Fig. 2 shows the output size of each algorithm in CP-ABSE
and CP-ABKS. In the experiment, we set |S| and |X | to be
3 uniformly. From Fig. 2, we can see that, compared with
CP-ABKS, our CP-ABSE scheme needs lesser spaces to stor-
age system parameters and keys for the data owner, the query
trapdoor for the data user, and the encrypted index keywords
for the server. In the practical query, the Search algorithm in
two schemes only outputs 1 or 0 and the storage cost is almost
zero.

C. EVALUATION OF KEYGEN ALGORITHM
Keygen algorithm generates private keys for an authorized
data user. Fig. 3 shows the time cost of running Keygen
algorithm. We can observe that the time cost of the two
schemes on private key generation is linear to the number
of the data user’s attributes. The more number of attributes
the data user has, the more time are expended on private
key generation. We can also see that our proposed CP-ABSE
needs lesser time when the number of attributes is greater
than 2, since lesser exponentiation operations are required in
CP-ABSE compared with CP-ABKS.

D. EVALUATION OF ENCIND ALGORITHM
Encind Algorithm outputs the encrypted version of an index
keyword, which is embedded an access tree with |X | leaf
nodes. Fig. 4(a) shows that the time cost of one index key-
word encryption of CP-ABSE and CP-ABKS, which is lin-
ear to the number of leaf nodes in the access tree. From
Fig. 4(b) and 4(c), we can see that, for CP-ABSE and
CP-ABKS, the time cost of the whole secure index con-
struction is linearly related to the number of index keywords
extracted from data files while has nothing to do with the
size of data file collection when fixing the number of leaf
nodes in access trees. We can also see that the two schemes
have approximately equal performance cost on secure index
construction. For example, encrypting 420 index keywords to
construct secure index needs to expend about 486 seconds in
our experiment.

E. EVALUATION OF TRPDR ALGORITHM
Trpdr algorithm is run by an authorized data user and outputs
a trapdoor of a query keyword. Fig. 5 shows the time cost
of encrypting a query keyword to generate query trapdoor
for schemes CP-ABSE and CP-ABKS. We can observe that
the time cost of trapdoor generation in CP-ABSE is not
affected by the number of the data user’s attributes, while
linearly increases with an increasing number of attributes in
CP-ABKS scheme.

F. EVALUATION OF SEARCH ALGORITHM
The server runs Search algorithm to perform search over
encrypted index keywords according to a query trapdoor.
In our experiment, we organize the encrypted index keywords
and encrypted data files as inverted index construction. The
linear search is used for keyword match between the inverted
index and the query trapdoor. To enhance the testing stress,
we generate a query trapdoor that satisfies all access trees
encrypting index keywords. Fig. 6 shows the average time
cost of Search algorithm, where N denotes the least attribute
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FIGURE 5. The time cost of trapdoor generation.

FIGURE 6. Time cost of search over encrypted data. (a) Time cost of
search for different number of index keywords with fixed size of data
files n = 2000. (b) Time cost of search for different size of data files with
fixed number of index keyword i = 420.

set satisfying an access tree. The experiment results tell us
that the time cost of Search algorithm in CP-ABSE and
CP-ABKS is linearly related with the number of index key-
words and the least attribute set satisfying an access tree, and
is not affected by the number of data files. More importantly,

we can see from Fig. 6(a) and Fig. 6(b) that, compared with
CP-ABKS, our scheme has the better search performance,
which is a key evaluation index in a search system.

VIII. CONCLUSION
In this paper, we propose a ciphertext-policy attribute-based
searchable encryption scheme, CP-ABSE. The scheme can
achieve keyword based search and fine-grained access control
over encrypted data, simultaneously. We provide detailed
performance and security analyses for our scheme. Also,
we implement our proposed CP-ABSE and a similar work
CP-ABKS proposed in [1]. Experimental results demonstrate
that our scheme has the better search performance compared
with CP-ABKS. The dynamic, forward secure, and anony-
mous attributed-based searchable encryption scheme is our
future work.
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