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The imprecise quality of service (QoS) evaluations from consumers may lead to the inappropriate pre-
diction for the trustworthiness of cloud services in an uncertain cloud environment. The service ranking
prediction is a promising idea to overcome this deficiency of values prediction approaches by probing
the ordering relations between cloud services concealed in the imprecise evaluations. To address the
challenges for trustworthy service selection resulting from fluctuating QoS, flexible service pricing and
complicated potential risks, this paper proposes a time-aware approach to predict the trustworthiness
ranking of cloud services, with the tradeoffs between performance-cost and potential risks in multiple
periods. In this approach, the interval neutrosophic set (INS) theory is utilized to describe and assess the
performance-costs and potential risks of cloud services: (1) the original evaluation data about cloud ser-
vices are preprocessed into the trustworthiness interval neutrosophic numbers (INNs); (2) the new INS
operators are proposed with the theoretical proofs to calculate the possibility degree and the ranking
values of trustworthiness INNs, contributing to the identification of the neighboring users based on the
Kendall rank correlation coefficient (KRCC). The problem of time-aware trustworthiness ranking predic-
tion is formulated as a multi-criterion decision-making (MCDM) problem of creating a ranked services
list using INS, and an improved ELECTRE method is developed to solve it. The proposed approach is veri-
fied by experiments based on an appropriate baseline for comparative analysis. The experimental results
demonstrate that the proposed approach can achieve a better prediction quality than the existing ap-
proach. The results also show that our approach works effectively in the risk-sensitive and performance-
cost-sensitive application scenarios and prevent the malignant price competition launched by low-quality
services.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

1.1. Motivation

ever, in an uncertain cloud environment, the real quality of service
(QoS) of cloud services experienced by cloud service consumers is
usually different from the QoS claimed by cloud service providers.
The QoS evaluations from different consumers also show signifi-

Recently, with the proliferation of cloud services over the In-
ternet, it has become more and more challenging to select the
highly trustworthy services meeting the user-specific requirements
from the abundant candidates [1,2]. Traditional service selection
approaches employ the probability theory [3], fuzzy mathematics
[4], rough set theory [5], interval number theory [6,7] and evidence
theory [8] to predict the trustworthiness of cloud services based
on the exact evaluation data from cloud service consumers. How-
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cant variations due to the various factors, such as different client
features among users, unpredictable network congestions and un-
expected exceptions [8,9]. Unfortunately, the imprecise QoS eval-
uation data has been a critical basis for decisions in order to ac-
curately predict the trustworthiness of candidate services for the
users. Inevitably, these evaluation data may lead to an inappropri-
ate prediction result.

Currently, service ranking prediction becomes a promising idea
to overcome the deficiency of the existing approaches based on
the imprecise evaluation values [10,11]. Unlike the traditional value
prediction approaches, the ranking prediction examines the order
of services under consideration for a particular user. Suppose there
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are a set of three cloud services, on which two users have observed
the trustworthiness values of {0.5, 0.7, 0.9} and {0.3, 0.5, 0.7}, re-
spectively. The trustworthiness values on these services observed
by the two users are clearly different; nevertheless, their rankings
are very close as the services are ordered in the same way. Thus,
analyzing the ordering relations between services concealed in the
imprecise evaluation values facilitates to improve the accuracy of
identifying similar users and predicting the trustworthiness of ser-
vices for users. However, in an uncertain cloud environment, it is
still a critical issue to utilize the trustworthiness ranking predic-
tion approach to select the highly trustworthy service from abun-
dant candidates meeting the user-specific requirements. This task
includes the following challenges:

(1) The performance and price of cloud services are usually
not identical in the different periods. The existing research
[12,13] has revealed that the cloud services’ performance has
the apparent characteristic of the periodic variation. Cloud
services perform the best in the idle hours, and their perfor-
mance deteriorates during the busy hours. Thus, cloud ser-
vice providers usually adopt the dynamic pricing strategies
for balancing loads or improving the energy efficiency, such
as offering a discount from 8 PM to 9 PM [13]. Service con-
sumers can achieve a higher performance-cost of cloud ser-
vices by changing the period of their usage, or enjoy a bet-
ter performance in a specific period by paying more. It is
helpful to select the trustworthy cloud services by consider-
ing the objective characteristics of periodic variation of their
performance and price.

(2) Users have different preferences for the trustworthiness of
cloud services in different periods. For many application do-
mains, users’ demands for computing systems are never sta-
ble. Even with the same computing infrastructures and soft-
ware, at different time, Susers’ demands might be different
due to the constraints on performance, cost, and data quality
[14]. For example, such demands are known in an interactive
data analysis in the cloud [15] and data analytics of equip-
ment operations in smart cities [16]. Thus, it is indispensable
to support subjective user preferences for periods to predict
the trustworthiness of cloud services.

(3) Recently, a series of cloud security events, occurred in Sales-
force services, EC2 services, BPOS services, SONY Playstation
services and iCloud services, have proven that cloud com-
puting is fraught with potential risks that must be care-
fully evaluated prior to engagement [17,18]. Some organi-
zations, including Cloud Security Alliance (CSA) [19], China
Cloud Computing Promotion and Policy Forum (3CPP) [20],
and researchers [21,22] have dedicated them to the risk as-
sessment for a cloud. The primary potential risks to a cloud
have been identified and analyzed [23,24|. Especially, rec-
ognized as important risks inherent to a cloud, the avail-
ability [25,26] of cloud services and the disruption or fail-
ure of cloud computing networks [27] are vulnerable to the
heavy loads and networks’ susceptibility in specified peri-
ods. In contrast to performance and costs of cloud services,
these potential risks inherent to a cloud are more uncertain.
The assessment of potential risks over multiple periods adds
extra complexities to predict the trustworthiness values of
cloud services.

(4) Users have different sensitivity to performance-cost and po-
tential risks of cloud services in different application sce-
narios. For example, a stock exchange corporation, ready
to purchase a cloud service to store massive amounts of
stock trading data, must pay more attentions to the potential
risks of this cloud storage service. However, a logistics com-
pany, preparing to purchase a cloud host service to deploy

the express delivery query application not involving confi-
dential data, may desire the performance-cost ratio of the
service to be as high as possible due to the limited bud-
get. In our previous research [12], we proposed the cloud
service interval neutrosophic set (CINS) to support users’
decision-making of service selection with the tradeoffs be-
tween performance-cost and potential risks. In CINS, the
tradeoff coefficients represent both the importance of every
period and the sensitive degrees to the performance-cost ra-
tio, uncertainty and potential risks. Nevertheless, consider-
ing the complicated coupling relationships among the trade-
off coefficients, in practice, accurately determining the val-
ues of the tradeoff coefficients is a challenging task for the
users without professional knowledge. The improper trade-
off coefficients do deteriorate the accuracy of prediction.
Therefore, it is required to conveniently support users with
the tradeoffs between performance-cost and potential risks
in multiple periods.

1.2. Our contributions

To select the highly trustworthy cloud services from abun-
dant candidates meeting user-specific requirements in an uncertain
cloud environment, this paper formulates the problem of time-
aware trustworthiness ranking prediction with the tradeoffs be-
tween performance-cost and potential risks in multiple periods as
a multi-criterion decision-making (MCDM) problem. In this prob-
lem, every period is viewed as an evaluation criterion. The in-
terval neutrosophic set (INS) theory is employed to measure the
trustworthiness of cloud services by combining the objective char-
acteristics of periodic variation of cloud services. Aiming at the
complicated coupling relationship among the parameters, this pa-
per redefines two mutually independent parameters consisting of
the subjective period preferences and tradeoff coefficients. The
new INS operators are proposed to calculate the possibility de-
gree values and ranking values of trustworthiness interval neu-
trosophic numbers (INNs). These operators contribute significantly
to the identification of neighboring users for a user by using the
Kendall rank correlation coefficient (KRCC). Based on these prepa-
rations, an improved ELECTRE (elimination and choice expressing
reality) method [28] supporting the INS operators is developed to
solve the MCDM problem for achieving the trustworthiness rank-
ing prediction of candidate services.

The main contributions of this paper are as follows:

(1) Aiming at the objective characteristics of periodic variation
for cloud services, we utilize the INS theory to measure
the trustworthiness values of cloud services and employ
the mutually independent parameters to depict the subjec-
tive period preferences and tradeoff coefficients following
the users’ demands. To conveniently support the decision-
making of trustworthy service selection with the tradeoffs
between performance-cost and potential risks, we design
new INS operators to calculate the possibility degree values
and ranking values of trustworthiness INNs based on theo-
retical proofs.

(2) We employ the trustworthiness INNs to assess the
performance-costs and potential risks of cloud services
from the new perspective of time series analysis and then
exploit the ordering relations between services to accurately
identify similar users via the Kendall rank correlation coeffi-
cient. Based on the INS theory, we formulate the time-aware
trustworthiness ranking prediction problem with the trade-
offs between performance-costs and potential risks over
multiple periods as an MCDM problem. We then develop an
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improved ELECTRE method supporting the INS operators to
solve this problem.

(3) We examine the proposed approach through experiments
on a real-world dataset and an appropriate baseline for
our comparative analysis. The results demonstrate that the
proposed approach can achieve a better prediction qual-
ity than the existing approach. The proposed approach can
work effectively in the risk-sensitive application scenario
and the performance-cost-sensitive application scenario, and
also prevent malignant price competition launched by some
low-quality services.

The rest of this paper is organized as follows. Section 2 intro-
duces the related work. Section 3 provides the preliminary con-
cepts. Section 4 defines the problem. Section 5 presents an identi-
fication method of neighboring users based on the KRCC. Section 6
puts forward the MCDM procedure of trustworthiness ranking pre-
diction. Section 7 describes the experiments and analyzes the
results. Finally, the conclusions and further study are given in
Section 8.

2. Related work
2.1. Prediction methods for cloud services

In conventional studies, some theories and techniques, such as
the probability theory, the fuzzy theory, the evidence theory, the
social network analysis, the collaborative filtering and matrix fac-
torization techniques, are employed to predict the QoS or trustwor-
thiness of cloud services and assist users to select suitable services.

Mehdi et al. [3] presented a QoS-aware approach based on
probabilistic models to aid service selection by allowing consumers
to maintain a trust model of each service provider they have in-
teracted with in the past. Peng et al. [29] proposed a QoS-driven
service selection method for group users in which alternatives are
ranked based on QoS and preferences of group members as de-
scribed by fuzzy terms. Ma et al. [8] presented an evidence theory-
based fusion approach to predicting the QoS of cloud services
by filtering out the unreliable evaluations. Huang et al. [30] pro-
posed a novel algorithm based on online user communities to es-
timate the QoS evaluations. Mo et al. [31] put forward a cloud-
based mobile multimedia recommendation system in which the
user contexts, user relationships, and user profiles are collected
from video-sharing websites. Zheng et al. [32] employed the col-
laborative method to take advantage of past experiences from ser-
vice consumers and designed a neighborhood-integrated approach
for personalized web service QoS prediction.

For improving the accuracy of prediction, Hu et al. [33] pro-
posed a time-aware collaborative filtering algorithm to predict the
missing QoS values by calculating the similarities between services
and users based on the historical data of services at different time
intervals. Zhong et al. [34] proposed a time-aware service recom-
mendation approach that extracts the time sequence of topic ac-
tivities and the service-topic correlation from service usage history
and then employs a time series prediction method to forecast topic
evolution and future service activities. Based on the intuition that
users inside a neighborhood are likely to share the similar services
invocation experience, Yin et al. [35] proposed a collaborative ma-
trix factorization framework to predict the personalized QoS val-
ues by leveraging the personal geographical and QoS information
to identify the robust neighborhoods. Ding et al. [36] designed a
framework for conducting cloud service trustworthiness evaluation
by combining QoS prediction and customer satisfaction estimation.

The above prediction approaches might have the limitations
due to the deficiency caused by the imprecise evaluation values.
Thus, the service ranking prediction becomes a promising idea to

enhance the accuracy of prediction. Zheng et al. [10] employed the
KRCC to evaluate the user similarity by considering the number
of inversions of service pairs and developed a QoS ranking predic-
tion framework for personalized cloud services ranking. Mao et al.
[11] utilized the KRCC-based method to measure the user similar-
ity by combining the occurrence probability of relation pairs and
adopted the Particle Swarm Optimization (PSO) algorithm to solve
the QoS ranking prediction problem. However, the related work
has not considered two factors, including the user preferences for
different periods and the tradeoffs between performance-cost and
potential risks in multiple periods, while the two factors could fa-
cilitate to improve the customer satisfaction indicated by the pre-
vious research [12].

2.2. MCDM methods for service selection

MCDM is concerned with structuring and solving decision prob-
lems involving multiple criteria. Typically, there is not a unique op-
timal solution for them, and it is necessary to use decision-maker’s
preferences to differentiate the candidate solutions. MCDM meth-
ods can be used to solve the service selection problem, provided
that the trustworthiness attributes and candidate services are fi-
nite. Techniques such as the analytic hierarchy process (AHP), fuzzy
analytic hierarchy process (FAHP), analytic network process (ANP),
ELECTRE and TOPSIS fall into this category.

AHP, FAHP and ANP methods provide a comprehensive frame-
work for structuring a complex decision problem and assist the
decision makers to systematically evaluate a group of factors or
criteria that relate to the goal of problem. To exactly assess the
performance of candidate services, these methods are usually used
to measure the weights of attributes of QoS or trustworthiness.
For example, Godse et al. [37] presented an AHP-based SaaS ser-
vice selection approach to scoring and ranking services. Garg et al.
[38] employed AHP method to measure the attributes of QoS and
rank cloud services. Menzel et al. [39] introduced ANP method for
selecting laaS services. Ma et al. [8] proposed a trustworthy cloud
service selection approach that employs the FAHP method to cal-
culate the weights of user features.

TOPSIS method can effectively assess the advantages and dis-
advantages of cloud services for service selection when the pos-
itive and negative ideal solutions in an n-dimensional space are
available. For example, Sun et al. [40] presented a multi-criteria
decision-making technique based on fuzzy TOPSIS method to rank
cloud services. Nevertheless, in the time-aware trustworthiness
ranking prediction problem, it is unpractical to identify the optimal
or worst trustworthiness ranking list of candidate cloud services.

ELECTRE is an important outranking method of decision making
and now has been applied to many fields, such as business man-
agement, energy management, information technology, financial
management [28]. For example, Silas et al. [41] developed a cloud
service selection middleware based on ELECTRE method. However,
no literatures have studied the trustworthiness ranking prediction
of cloud services by combining INS and ELECTRE method from the
time series analysis.

2.3. Neutrosophic set theory and its applications

Since Zadeh presented the fuzzy set (FS) theory in 1965, many
novel extensions have been proposed to settle the issues surround-
ing the imprecise, incomplete or uncertain information. These ex-
tensions include interval-valued fuzzy set (IVFS) [42], intuition-
istic fuzzy sets (IFS) [43] and interval-valued intuitionistic fuzzy
sets (IVIFS) [44]. Based on the fact that IFSs cannot handle inde-
terminate information [45], Smarandache [46] proposed the neu-
trosophic logic and the neutrosophic set (NS). An NS is a set of
neutrosophic numbers (NNs) and an extension to IFS’s standard
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interval [0, 1]. Each neutrosophic number (NN) possesses the de-
grees of truth, indeterminacy and falsity, whose values lie in the
non-standard unit interval J0—, 1*[, and the degrees of truth, in-
determinacy and falsity are independent. The uncertainty involved
here, that is, the indeterminacy factor, is independent of truth and
falsity values. NS has been used in a variety of fields, including
intrusion detection systems [47], image segmentation [48,49], ar-
tificial intelligence [50], social network analysis [51] and financial
data set detection [52].

For the convenience of application of NS in a practical applica-
tion, Wang et al. [53] proposed an instance of NS called a single-
valued neutrosophic set (SVNS). In turn, Ye [54] put forward a sim-
plified neutrosophic set (SNS), which can be described by three
real numbers in the real unit interval [0, 1]. Sometimes the degrees
of truth, falsity and indeterminacy in a certain statement cannot
be precisely defined in real situations, but they can be denoted by
several possible interval values, requiring the interval neutrosophic
set (INS). Wang et al. [53] proposed the concepts of INS and in-
terval neutrosophic number (INN), and provided its set-theoretic
operators.

NS has also been applied to MCDM problems. Ye [45] devel-
oped an MCDM approach by using SVNS correlation coefficient
measurement. Zhang et al. [55] presented a new correlation co-
efficient measure of INS and developed an MCDM method that
takes into account the influence of the evaluations’ uncertainty
and both the objective and subjective weights. In another study,
Liu et al. [56] proposed several novel SVNS aggregation opera-
tors based on Hamacher operations and developed a multi-criteria
group decision-making approach. To address the situations that the
criteria are not independent and subject to compensation, Zhang
et al. [57] put forward an outranking approach based on INS and
ELECTRE IV for MCDM problems. Sahin et al. [58] proposed an
MCDM method based on the inclusion measure for INS.

The above work focuses on the application of NS and INS in
generalized MCDM problems based on theoretical analysis. To ef-
fectively address the specific problems, it is necessary to constantly
develop the NS and INS theories for meeting the diverse users’ re-
quirements of decision-making in different application scenarios.
In the previous research [12], we proposed the cloud service in-
terval neutrosophic set (CINS) and the relevant operators to sup-
port the time-aware trustworthy cloud service selection. However,
the CINS approach might lead to an unsatisfactory result when the
proper tradeoff coefficients are unavailable. Moreover, the ordering
relations between services have not been exploited to identify sim-
ilar users for improving the accuracy of service selection.

To the best of our knowledge, no similar research has investi-
gated the time-aware trustworthiness ranking prediction using the
INS theory and ELECTRE method as what we do in this paper. In
our work, the tradeoffs between performance-costs and potential
risks in multiple periods are applied from the perspective of time
series analysis.

3. Preliminary concepts
3.1. Trustworthiness of cloud services

According to the definition of trusted cloud services [59], a
cloud service should be trustworthy if its behaviors and the cor-
responding consequences are consistent with the expectation of
users. With our previous researches [12], the trustworthiness of a
cloud service can be expressed with a 4-tuple as: T = (F,C,R,U).

(1) F represents the performance evaluation of the cloud service
consisting of multiple attributes of QoS, such as response
time, throughput, and so on; C represents the cost of the

service. F and C jointly depict the behaviors and capacities
of the cloud service.

(2) R and U represent the potential risks and uncertainty of the
cloud service, respectively. R and U together describe the
possibility of consequences inconsistent with the expecta-
tion of a user.

The cloud service consumers, cloud service providers and the
third-party entities can provide the evaluation data about the per-
formance, cost and potential risks of a cloud service. These evalua-
tion data are the important evidences for accurately measuring the
trustworthiness of the cloud service.

To compare and calculate the trustworthiness of candidate
cloud services, we introduce the INS theory to define the trust-
worthiness of a cloud service as follows:

Definition 1. The trustworthiness of cloud service A is character-
ized by an INN Ty = (04, Ua, Ry). O4 = [infO,, supO,] represents the
evaluation interval value of the performance-cost ratio, equivalent
to the truth-membership function of the INN. Especially, 04 di-
rectly represents the performance when all the candidate services
are free or have the same prices. R4 = [infRy, SUpR4] represents the
evaluation interval value of the potential risks, equivalent to the
falsity-membership function of the INN. U = [infU,, supU,] repre-
sents the evaluation interval value of the uncertainty of O4 and Ry,
equivalent to the indeterminacy-membership function of the INN.
04, Ua, R4 €10, 1], and 0 < supOy4 + suplUy + SUpRy < 3.

A larger O, with a smaller Uy and a smaller R, yields a better
evaluation on cloud service A. Thus, the comparison on the advan-
tage and disadvantage of cloud services can be transformed into
the comparison on the possibility degree of trustworthiness INNs.
A formula is proposed to calculate the possibility degree of trust-
worthiness INNs as follows:

3.2. Possibility degree of trustworthiness INNs

Definition 2. Let two INNs Ty = ([infO4, supO,], [infUy4, supUya],
[infR4, supR4]) and T = ([infOg, supOg], [infUg, supUg], [infRg,
supRg]), representing the trustworthiness values of cloud service A
and B. The possibility degree of T4 > Tp is defined by:

P(TA > TB) = Ol-P(OA > 03) +,3 P(UB > UA) +y -P(RB > RA),
(1)

where «, B and y are the tradeoff coefficients representing the
sensitive degree of the current user to performance-cost ratio, un-
certainty and potential risks; O<eo, B, y<1,and a+B+y =1.
The traditional method to calculate the possibility degree between
two interval numbers A = [infA, supA] and B = [infB, supB] is as fol-
lows [60]:
min {I* + ¥, max{supA — infB, 0} }

1A+ 1B '
where 4 = supA —infA, B =supB—infB. To achieve the more
accurate calculation precision of possibility degree for interval
numbers, we proposed a calculation method [7] to compute
the values of P(O4>0g), P(Ug>U,) and P(Rg>R4). For example,
the possibility degree of 04>0p is calculated by Eq. (3) when
supO,4 > supOg:
P(04 = Op)
1, infO, > supOp

P(A=B) = (2)

1_— (supOE—infOA)2
2x1%x1%

2 xsup04 —supOg—inf O
2x10 ’

infOp < infO4 < supOp < supO,, (3)

infO, < infOp < supOp < supO4



H. Ma et al./Knowledge-Based Systems 138 (2017) 27-45 31

" @ W ® wo ©
supOy o supO,4 ’ supOy o
infOy — .

-~ infOy infO4

0 £ 0k
infOp supOp X 0 infOp supOp — x infOp supOp  x

Fig. 1. Geometrical representation of possibility degree with (a) infO4 > supOg;
(b)infOp <infO4 < supOg < supOy; (c) infO, <infOp < supOp < supOp.

where 1% =sup0O, —inf0; and [% = supOp — infOg. Especially,
P(0O4 > Og) = 0.5 whenO4 = Op, and P(04 > Og) =1 —P(0g > 0,)
when supO,4 < supOg.

A geometrical analysis method shown in Fig. 1 can deduce
Eq. (3). In Fig. 1, O4 lies in the y axis and Op lies in the x axis.
The four points consisting of infO,, supO,, infOg, and supOp com-
pose a rectangle. There are six situations about the rectangle and
the straight line y = x. According to the complementarity, we shall
consider only three of them as shown in Fig. 1. The possibility de-
gree of 04 > Op is the ratio of area above the straight line y = x to
the rectangular area, and Eq. (3) can easily be deduced.

Theorem 1. According to Eq. (3), the following expressions are true.

(T1a) 0<P(04>0p) <1

(T1b) P(O4 > Og) = 1 when infO4 > supOs.
(Tic) P(0O4 > Og) = 0 when infOg > supOa.
(T1d) P(O4 > 0,) = 0.5.

(T1e) P(Oq = Op) +P(0p = 04) = 1.

Proof. According to Fig. 1 and Eq. (3), P(O4 > Og) is just the ratio
of area above the straight line y = x to the rectangular area com-
posed of infO,, supO,, infOg, and supOg. Obviously, (T1a), (T1b),
(T1c), (T1d) and (T1e) are right. Thus, Theorem 1 holds.

Obviously, P(Ug > U, ) and P(Rg > R4) can also be similarly calcu-
lated by Eq. (3) satisfying the Theorem 1.

Theorem 2. According to Definition 2, the following expressions are
true.

(T2a) 0<P(Ty >Tp) < 1.

(T2b) P(Ty > Tg) =1 when infO4 > supOp, infUp>supU, and
infRg > SUpRy.

(T2c) P(Ty > Tg) =0 when infOp > supO,, infU, >supUp and
infR4 > supRg.

(T2e) P(Ty > Tg) + P(Tg = Ty) = 1.

Proof. (T2a) According to Theorem 1,
0<P(Ug>Us)<1, 0<P(Rg=>R4)<1. In addition, Eq. (1) sat-
isfles O0<«o, B, y<1, and o+ pB+y =1 Assuming that
PM = max{P(04 > Og), P(Ug > Uy), P(Rg > Ry)}, then,

P(Ty = T) = o - P(0a = Og) + B - P(Ug = Up) + ¥ - P(Rg = Ra)
= (@+p+y)-PH<PY

Thus, 0 <P(Ty>Tg)< 1.

(T2b) When infO4 > supOg, then P(O4 > Og) = 1. Similarly,
when infUg >supU,, P(Up >Us) =1; and when infRg > supRy,
P(Rg > Ry) = 1. Then, when infO4 > supOpg, infUg>supU,, and
infRg > supR,, we can deduce that
P(TA > TB) = P(OA > OB) +/3 P(UB > UA) +y P(RB > RA)

=a+p+y=1.

(T2c) When infOg > supO4, then P(O4 > Opg)=0. Similarly,
when infU, > supUp, P(Ug >U,) =0; and when infR4 > supRpg,

0<P(04>0g)<1,

P(Rg > Ry) = 0. Then, when infOp > supO,, infU,>supUp, and
infRy > sup Rg, we can deduce that
P(Ta > Tg) = -P(04 = Op) + B - P(Up = Up) + ¥ - P(Rg = Ra) = 0.

(T2d) According to Theorem 1, P(O4 > 04) = 0.5, P(Uy > Up) =
0.5, P(RA ZRA) =0.5. Then, P(TA ZTA) =Ol~P(OA ZOA)“Fﬁ
P(Uy>Ux) +y -P(Ry > Ry) = (@ + B+ y) x 0.5=0.5.

(T2e) Based on Eq. (1), P(Ty>Tg) =« -P(04>0p)+ 8-
P(UBZUA)+)/P(RBZRA), and P(TBZTA)=(XP(OBZOA)+
B -P(Us > Up) +y - P(Ry > Rp). Then,

P(TA > TB) +P(TB > TA)

= - (P(OA > 03) +P(OB > OA))

+B - (P(Up = Up) + P(Up = Up))
+7 - (P(Rg = Ry) + P(Ra = Rg))

=a+fB+y=1
Thus, Theorem 2 holds.

Let T; = ([infO;, supO;], [infU;, supU;], [infR;, supR;]) (1 <i<N) be
the trustworthiness values of N cloud services (denoted as s;-Sy).
The possibility degree P(T; > T;) between any two INNs can be ob-
tained by Eq. (1), denoted as P; ;. Then, a possibility degree matrix
related to INNs can be created as follows:
P]J . P],N

P= (4)
Pvi -+ Pun

To rank the N cloud services, we employ the following method to

calculate the ranking values of trustworthiness INNs for cloud ser-

vices.

3.3. Ranking values of trustworthiness INNs

According to Theorem 2, P is a fuzzy complementary judgment
matrix. The sum of every row in P is obtained as follows:

N
P=> i1 P
A fuzzy consistent complementary judgment matrix P = (P j)nxn
is computed by the mathematical transformations based on P as
follows [61]:
PP
TN ©
Then, a ranking vector R = (r1, 2, ..
ization method via P.

0.5. (5)
.,Ty) is gained by the normal-

Theorem 3. The ranking value of INN T; in a set of INNs can be nor-
malized by:

1 N N
= (Pt 2 1) (®)
where N is the total number of INNs.

Proof. Firstly, Pisa fuzzy complementary judgment matrix satis-
fying P, j + P;; = 1 and P; = 0.5. Then,

i = I\IZIJ\I:]F* T N N Zyjﬁjf
Yici X By X X i (Pi,j + Pi.i) +Nx05
_ YLk _XLP
Then, according to Eq. (5), r; can be transformed into:
Y (% + 0.5) oy (’,’g:’;f) +N
= =

¥ N?
2
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Table 1

Definitions of key symbols.
Symbol Meaning
UC ={ug,up, ..., uy} UC is the set of candidate users; X is the number of candidate users
UN = {uj.u3, ..., uy} UN is the set of neighboring users; K is the number of neighboring users
ST ={s1.5...., Sn} ST is the set of training services; n is the number of training services
SC={s1.52...., sy} SC is the set of candidate services; N is the number of candidate services
SR = {51,852, ..., Sin} The ranking list of N candidate cloud services

TS ={t;.t, ..., ty}
P"={p1,p2,.... Pz}

TS is the set of timeslots; Y is the number of timeslots
PT is the set of periods; Z is the number of periods
d The density coefficient of periods

W ={wy,wy,..., wz} The period preferences reflecting the importance degree of every period
D={a,B,y} The tradeoff coefficients
The threshold of user similarity
W!={w} wh, ... .wh} W is the weights vector of evaluation indicators; H is the number of evaluation indicators
o’{j The original evaluation of the kth indicator of service #i in timeslot #j
of*] The predicted evaluation of the kth indicator of service #i in timeslot #j
o’.“}” The original evaluation of the kth indicator of service #i in timeslot #j provided by user #m

The trustworthiness INN of service #i in period #j related to user #k

Y (R=P)+NN-1)

N2(N—-1)

_NR-X (R) +NN-1)
= N2(N-1)

N N P iP. x0.
~ p— Yis1 Xjmjsi (113,]+H.,)+N 05 +(N-1)
= NN-1)
CR-MaN-1) XL R+Y -1
- NN-1) —  NNN-1)

Thus, Eq. (6) holds.

By sorting the ranking vector R = (r1,15,...,Ty), a ranking list
of the N cloud services can be obtained as follows: $.1>5,2>...>Sn,
where s,; represents the ith cloud service in the ranking list.

4. Modeling problem

In this section, we model the problem of time-aware trustwor-
thiness ranking prediction and introduce the solving process. The
definitions of some key symbols used in the following sections are
shown in Table 1.

4.1. Problem definition

The problem of time-aware trustworthiness ranking prediction
for cloud services with the tradeoffs between performance-cost
and potential risks in multiple periods can be formulated as an
MCDM problem, in which every period is viewed as an evaluation
criterion. The problem model is shown in Fig. 2.

From Fig. 2, the input data of this problem consists of:

(1) The evaluation data about performance, costs and potential
risks of cloud services: these data can be provided by cloud
service consumers or relevant organizations, such as CSA
and 3CPP. Considering that the direct evaluation data about
the uncertainty of cloud services are usually unavailable in
the real world, we will employ the cloud model theory to
deduce the uncertainty of cloud services by measuring the
dispersion of evaluations about performance, costs and po-
tential risks.

(2) The period preferences: W = {wy, w,, ..., wz}, which reflects
the importance degree of Z periods for the current user.
O<wj<land Y2, w;=1.

(3) The tradeoff coefficients: D = {«, 8, y}, which reflects the
sensitive degree to performance-cost and potential risks for
the current users. 0<¢, B, y<l,and o+ B +y = 1.

Assuming that ST = {s1, s, ..., sz} is the set of training services
that have been invoked by the current user and other service con-
sumers; S¢={s;,s,,...,sy} is the set of candidate services that
meets the requirements of the current user; UC is the set of can-
didate users who have invoked some services from ST; UN is the
set of neighboring users who have a high similarity to the current
user; TS = {ty, t,, ..., ty} is the set of timeslots.

The core goal of this problem is to exactly predict the trustwor-
thiness ranking of candidate services for the current user based on
the historical evaluations. The output of this problem is a ranked
list of the N candidate services: ;1 >S;2>...>S;N.

The process of solving this problem can be generalized into
seven steps as follows:

Step 1: Collect the original evaluation data of training services
provided by candidate users from UC, and preprocess them into
the trustworthiness INNs matrix. In every period, a trustworthiness
INN is used to objectively measure the performance-cost ratio, un-
certainty and potential risks of a training service.

Step 2: Calculate the trustworthiness ranking of training ser-
vices for every candidate user in UC. Based on it, calculate the user
similarity between the current user and other users by measuring
the KRCC of training services in multiple periods.

Step 3: Select the top-K neighboring users for the current user
in light of the specified similarity threshold. These neighboring
users are aggregated into UN.

Step 4: Collect the original evaluation data of candidate services
provided by the neighboring users from UN, and preprocess them
into the trustworthiness INNs matrix for every candidate service
from S€.

Step 5: Establish the possibility degree matrix of trustworthi-
ness INNs for candidate services in every period.

Step 6: Calculate the ranking value of every candidate cloud ser-
vice in every period.

Step 7: Perform the improved ELECTRE operations based on the
priority relation, relative priority, and inconsistency matrix, and
then sort all the candidate services in accord with the net supe-
riority value for every candidate service.

4.2. Preprocessing original data into trustworthiness INNs

The preprocessing method for transforming the original data
into the trustworthiness INNs consists of six steps as follows:

Step 1: Collect the evaluation data about the performance, costs
and potential risks of cloud services. The different types of cloud
services have the different evaluation indicators of performance
and potential risks. Taking the performance evaluation for exam-
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Fig. 2. Problem model.

ple, the original evaluation matrix of n cloud services related to
user u can be represented by:

u can be determined by:

1 52 H 1 52 H 1 2 H
Eomv 071 ﬂ01,1; gonz’ 072, ,01,2) (Ol.Y’ 01y, - sow)
1 2 1 2 1
031,051, 05, 0325052 ng) (Oz.y’(’%,w“' OSIY)
O(u) = _ , (7)
1T 2 1 2 1
(Onl’onl"" ’Og.l) (OnZ’OnZ’ . ’021.2) (On,Y’Oﬁ,Y"” ’0511.)()
where o’i‘ j Tepresents the evaluation value of the kth performance
indicator of service #i in timeslot #j; Y is the number of timeslots;
H is the number of performance indicators. The multiple attributes H ,__
evaluations of potential risks can also be defined similarly by e ;(u)=)_ (olfj x WL) (10)
Eq. (7). k=1

Step 2: Aggregate the multi-dimensional performance evalua-
tions and risk evaluations into the comprehensive evaluations with
weighted arithmetic averaging operator. The gain-type indicators
can be normalized by:

_— n n
k — [ of. — mino®. — mino¥ .
;= (oi,j I}Hlno,‘]>/<rf1alxo i rimlno,’j) (8)

The loss-type indicators are normalized by:

—_ n

kK — (rawnk ok Nk ik

= (e ) (il - ip, ) ®
Let W' = {w!,w},...,wh} be the weights vector of evaluation in-

dicators. w§ represents the weight of the ith indicator assigned by

the current user. 0 <w! <1 and Y_F, w! = 1. The comprehensive
performance evaluation of service #i in timeslot #j related to user

Similarly, the comprehensive potential risk evaluation of service #i
related to user u can also be defined.

Step 3: Calculate the performance-cost ratio of cloud services
in every timeslot. Let efj be the normalized cost of service #i in
timeslot #j. Then, the performance-cost ratio is defined as e?j =
ef j /€5 .

Step 4: Divide the timeslots into multiple periods by analyzing
the user’s time zone and application requirements. The set of pe-
riods is noted as: PT = {pq, p2. ..., pz}, where Z is the number of
periods. Let d be the density coefficient of periods, assuming that
the number of timeslots is d in every period. Then Y =Z x d. In
practice, d may be a variable, because the size of period could be
different according to the diverse requirements from users.

Step 5: Transform the single-value evaluation data from the
same period into the interval numbers by utilizing cloud model
theory. The cloud model [62,63] is a cognitive model realizing



34 H. Ma et al./Knowledge-Based Systems 138 (2017) 27-45

the bidirectional transformation between qualitative concept and
quantitative data based on probability statistics and fuzzy set the-
ory. It can effectively represent the fuzziness, randomness and un-
certain concepts, and has been applied in many fields [63-65].
In this paper, we establish the cloud models for performance-
costs and potential risks to identify their interval numbers in ev-
ery period. Let EP; (1) = {e,?dx(jq)ﬂ, & a2’ ..,e?dxj} be the
performance-cost ratio data of service #i in period #j related to
user u. The data is viewed as cloud drops and sent into the reverse
cloud generator (RCG). Then, the cloud model of performance-cost
of service #i in period #j can be obtained by:

o _1 d 0
EXi'i = % 2ket @g k1) 1k

0 / 1 yd
En,.vj = % X d Zk:l

|

The performance-cost ratio of service #i in period #j relevant to
user u is defined as o; j, described with an interval number as

Tk U1 oL U .
0ij= [Oi,j’ Oi,j]' of; and of’; are calculated by:

(0} 0}
ei,dx (k=1)+k — Exi,j

2
1 vd 0 0 0)?
TT k=1 (ei,dx(k—l)+k - Exi.j) - (E”i,j)

U _ (0] 0 0
0;; _Exl.wj+Eni1j+HEi‘j x T

L 0 o 0 ’ (12)
0;; = Exl.wj — Enu — HEi,j X T
where t is the influence coefficient of HE, suggested to remain in
the interval range [0.1, 0.2] [7]. Similarly, the cloud model for po-
tential risks also can be established, and the potential risks interval

number of service #i in period #j is defined as r; ; = [r}j, r}Jj].
Step 6: Calculate the uncertainty interval of service #i in period

. 2 2
#. Let A, =/ (En®)” + (HE?)? and AR, = \/(En%)” + (HER,)” be

the uncertainty of performance-cost ratio and the uncertainty of
potential risks of service #i in period #j, respectively. Then, the
uncertainty interval number of service #i in period #j is defined
by:

L U : 0 3R 0 3R

Upj = [uf; u;] = [min {22, A%;}, max {32, A% H. (13)
Then, the original data of n cloud services related to user u is
transformed into the trustworthiness INNs matrix as follows:

T\ (M T T
TU — TZu _ TZ,] T2,2 T TZ.Z

Tnu Tnu.l Tnu.z t Tnu.Z

(0§ .Ul RY,) o (045U RY)

(051 Ui Ry) - {052.UizRY)

where T = (O}, U, RY'j) = ([0 ;, of ], [uf ;, ull ], [y, i) s the
trustworthiness INN of service #i in period #j related to user u.

In the following sections, we will discuss the identification
method of neighboring users based on the KRCC and the MCDM
procedure of the trustworthiness ranking prediction based on an

improved ELECTRE method.

5. Identification method of neighboring users based on the
KRCC

The neighboring users can be identified for the current user
based on the KRCC, consisting of six steps as follows:

Step 1: Calculate the trustworthiness INNs of n training ser-
vices. Collect the training data from candidate users who have

invoked these services. Employ the preprocessing method to
calculate the trustworthiness INNs of n training services for the
candidate users and the current user. The trustworthiness INN of
the ith training service in period #j related to the kth candidate
user can be described by:

T = (0. Ul Rf))

L,jr g
= ([infO’A< supOﬁfj], [inﬂj{fj, supUi’fj], [infRfj, suprj]). (14)

ij’
Then, the comprehensive trustworthiness evaluation matrix of the
kth candidate user in Z periods is obtained as follows:

T1k.1 le.z
Tk=1] : :
Lo o Ty
(0F,.Uf1 RY,) oo {0F4.Uf 4 R )
(Olfl,v Urlz<,l’ eri,1> e (Oﬁ,r Urlf,z' er<1,Z>

Similarly, obtain the comprehensive trustworthiness INNs matrix of
the current user, denoted as T°.

Step 2: Establish the possibility degree matrix of every period
for the current user and every candidate user by Egs. (1) and (3).
The possibility degree matrix of the kth candidate user in period
#i can be gained as follows:

ki k,i k. i k,i k,i

PH, Pu_ PM 0.5 Ppy - P1,n
w | B Paoo P[RR 05 e Py
pi—| 0~ o = ’

ki k,i k. i k,i ki

Py sz Py Poy Py 0.5

Step 3: Calculate the ranking values of every training service by Eq.
(6). The ranking matrix of the kth candidate user in Z periods can
be obtained by:

i i,

k k k k . .

R=(R{, R, ... R) = : N (15)
k k
M1 0 Tngz

where R:.‘ represents the ranking vector of the n training services
in period #i related to the kth candidate user. Similarly, calculate
the ranking vector of the n training services in period #i related to
the current user, namely, R?.

Step 4: Calculate the ranking similarity in every period between
the current user and every candidate user. The existing researches
employ the KRCC to evaluate the similarity between two rankings
on the same set of services by considering the number of inver-
sions of service pairs. The KRCC similarity between user u and user
v is calculated by:

. C-B
Sim(u,v) = m
where n is the number of training services; C is the number of
concordant pairs between two lists; B is the number of discordant
pairs. There are totally n(n — 1)/2 pairs for n training services, and
C=n(n-1)/2 — B. Thus, Eq. (16) is equal to

. 4B
Sim(u,v) =1 -1 (17)
Based on Eq. (15), employ the KRCC to calculate the ranking simi-
larity in period #m between the kth candidate user and the current
user by:

Simy, = Sim (R, RS,)
1 4><Z'T’:1 Z'}:iﬂ f((Tf‘m—Tfm) X (r?m_rj",m))
- n(n-1) '

(16)

(18)
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where f(x) is an indicator function and defined by:

fx) = {éj oru (19)

otherwise’
The value of Sim(Rk, R%) is within the interval of [—1, 1], where 1
is obtained when the order of R is equal to the order of R?, and
—1 is obtained when the order of RK is the exact reverse of the
order of RY;

Step 5: Calculate the comprehensive ranking similarity be-
tween the current user and every candidate user. Let Simk =
(Simk, Simk, ..., Sim) be the ranking similarity vector of the kth
candldate user, and W = {wy, wy, ..., wz} be the period preference
of the current user. W reflects the importance degree of every pe-
riod. The comprehensive ranking similarity between the current
user and the kth candidate user can be obtained by:

z
-k
Sk = Zi:] Simk x w;.

Step 6: Select the set of the top-K neighboring users for the current
user. The users with the low similarities will be filtered out and
the neighboring users are identified for the current user by:

UN = {uj|u; e U & & §; = 8™},

(20)

(21)

where 8% is the threshold ensuring the dissimilar users are filtered
out. Let UN = {u*, uj, ..., ux} be the set of the top-K neighboring
users, and K be the number of neighboring users.

6. MCDM procedure of trustworthiness ranking prediction
based on an improved ELECTRE method

Assume that there are N candidate services, denoted as s;-sy.
To solve the problem of trustworthiness ranking prediction of N
candidate services with the tradeoffs between performance-cost
and potential risks in multiple periods, the MCDM procedure based
on an improved ELECTRE method is developed as follows:

(1) Collect the evaluation data of the candidate services pro-
vided by neighboring users. Taking the performance for ex-
ample, the evaluation of the kth performance indicator of
the ith candidate service in timeslot #j can be predicted by
aggregating historical data from neighboring users with sim-
ilarity weights as follows:

K
k* _ k m
oy = Y on (o x8) /370
where o’i"jm represents the evaluation value of the kth per-
formance indicator of the ith candidate service in timeslot
#j provided by user #m from UN,
Employ the preprocessing method to transform them into
trustworthiness INNs. Then, a trustworthiness matrix of N
candidate services in Z periods is denoted as follows:
T Tiq Tz
T = . = . .
In Tn.1
Establish the possibility degree matrix for every period by

Egs. (1) and (3). The possibility degree matrix of the kth pe-
riod is denoted as follows:

—
N
~—

Inz

—
w
~

Py Py oo Py 05 Pfy - Py
o Py Piy oo Piy| | PE 05 - P"
PN1 P Pin Pi1 P2 05

where P¥ is a complementary judgment matrix, and each el-
ement in this matrix Pi"j denotes the possibility degree that

(5

(6

~

)

)

the value of the ith candidate service exceeds that of the jth
candidate service in period #k.

Employ Eq. (6) to calculate the ranking vector of N can-
didate service in period #k based on P, denoted as R; =
(" T2g> - -+ Tnp) T, Where r; , represents the ranking value
of the ith candidate service in period #k. Then, the compre-
hensive decision matrix consisting of the ranking vectors of
candidate services in Z periods is denoted as follows:

i T2 "z

21 T22 oz
R=(R1Ry.. Ry) =

N1 TN2 'nz

Calculate the normalized matrix of R by:

N
m :rif/’/Z,-:] rfj. (22)
Then, the normalized matrix is denoted as R* = (Tf_]-)Nxz-

Identify the priority relation between two candidate services
in every period based on R*. The priority relation is defined
according to the following rules: service #i is equivalent to
service #j in period #k when = r;‘k, service #i is supe-

> r* ; service #i is

rior to service #j in period #k when e T

inferior to service #j in period #k when r*k < r}‘k The con-
sistency set is defined by:
Ja. py={k1<k<zVkr, =1} (23)

where J(i, j) represents the set of some periods in which ser-
vice #i is superior or equivalent to service #j.

The inconsistency set is defined by:

Jap={kjt <k<zVk 15 <17, }. (24)

where J~(i, j) is the set of some periods in which service #i is

inferior to service #j.

(7) Compute the relative priority weights matrix by:

€11 C12 C1z
, , , w
R Ga1 G2 G2z ,{E]%j) k
c=1. . . . Gij= - (25)
Do D k=1 Wk
Cn1 o Cn2 Cnz
(8) Calculate the inconsistency matrix by:
diq di2 diz
| dy1 dy> dyz
o= 7. Jdi
dy1 dn2 dnz
(max {|wo (i) |} o
R 26
- ke/wiﬁim.j>{|w"x(r i ") ] ’ (26)
0, i=j

(9

—

For the candidate services #i and #j, a larger ¢; ; means a
better candidate service #i, while a smaller d; ; means a
better candidate service #i. Thus, the inconsistency matrix
should be amended to ensure that it is similar to the con-
sistency matrix.

Compute the modification factor for the inconsistency ma-

trix by:
(1-dyj).

Then, the modified weighting matrix is denoted as E!' =
(e,‘,j)NxZ'

€jj=Cij X (27)
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Table 2

Range of timeslots and line number ranges for every period in the dataset.
Period P p2 ps Ppa ps Ps
Range of timeslot [0,10] [11,20] [21,30] [31,40] [41,51] [52,63]
Line number range  [1,1139]  [1140,2146]  [21473135]  [3136,4105]  [4106,5159]  [5160,6294]

coefficients of variation

service number

Fig. 3. Coefficients of variation of response time.

(10) Calculate the net superiority value for every candidate ser-
vice by:

N N

§i= Z]‘:w‘#i €~ Z:j=1,jaéi € 1=12....N.

(11) Sort all the candidate services in light of the net superiority
value &;. A larger £&; means a better candidate service #i. Ac-
cording to £;, the ranking list of candidate services can be
obtained as follows: sy > Sy > ... > S, where s,; denotes
the service with the net superiority value is at the ith num-
ber in the ranking.

(28)

7. Experiments
7.1. Experiment setup

To demonstrate our approach in experiments, we used WS-
DREAM dataset #2 [66], which collected the real-world QoS eval-
uations from 142 users on 4500 services in 64 timeslots. The
dataset has been applied into the researches concerned with cloud
computing [12,67,68]. We analyzed the response time data of the
dataset and found that these data has great dispersion due to the
uncertain cloud environment. The coefficients of variation of re-
sponse times of 3873 services were larger than 1.0, as shown in
Fig. 3.

In the following experiments, let us consider a list of n = 5
training services and a list of N = 8 candidate services. The orig-
inal data is divided into six periods. Table 2 shows the range of
timeslots and the line number ranges for every period.

In the experiments, user #9 is viewed as the current user.
The history evaluations from services #736-#740 are used as the
training data to identify neighboring users for the current user in
light of the period preferences and tradeoff coefficients. Taking ser-
vices #741-#748 as candidate services, for example, we employ
the original evaluations of response time in three numerical ex-
amples to demonstrate the proposed approach. The first example
is for a risk-sensitive application scenario; the second one is for a
performance-cost-sensitive application scenario; and the third one

is for a low price competition application scenario. The original
data used in the experiments is provided online [69].

Aiming at the response time, we assess the potential risks of
services experienced by user #i in timeslot #j as follows:

0, rti,j < ;

V= (8 x (= 0))/. ¢ =rty=(C x (1+8))/8.
1, (§><(1+8))/8<rti,j

where ¢ is the user’s expectation of response time and rt; ; repre-
sents the response time value experienced by user #i in timeslot
#j. If rt; j<¢, the ith user considers this service to be risk-free. &
is an adjustment factor that determinates the tolerable range for
response time. In the experiments, we set { = 2 s, § = 0.25, and
T =01 [12].

Considering that there is no cost data of services in the dataset,
we assume that the costs of all the services are identical. In the
MCDM procedure, the costs of services play a part with the perfor-
mance of services together, namely performance-cost. The dataset
demonstrates that the performance data of services is diverse
enough to ensure the effectiveness of our outcome. In addition,
we assume that service #745 attempts to improve its performance-
cost ratio by offering different price discounts in the third example.

(29)

7.2. Metric of prediction results

To measure the accuracy of our approach, the real response
time experienced by the current user is employed as an appro-
priate baseline for comparative analysis. The baseline sort value of
service s; (i=1,2,...,N), noted as f,.b, is calculated by:

, y - |risk? — riskb-|
1T . |per fo — per fo+| +y - |risk? — riskb-|’

(30)

jxd .
where  perf? =%, (w; x i tyxasr Perfi)  and sk} =

Zi] (wj x Z{:Zj—l)x .1 Tiski) represent the total response time
and the total risk evaluation of s; aggregated with weights of peri-
ods, respectively, and d is the density coefficient of periods; o and
y are the tradeoff coefficients; perf;, and risk, represent the actual
response time and risk value experienced by the current user in

. . . 4 . .
timeslot #k, respectively; rlskb*:mqlx{rlskf,’}, representing the
1=

. . . Z .
maximum of risk evaluations; perfb+ = ma1x{perf,.b}, representing
i

the minimum of response time. The order of s; in the baseline
ranking can be obtained in accordance with fib. The service with a
large fP ranks higher than the one with a small fP.

The ranking prediction result of candidate services should be
instructive to the current user for selecting the highly trustworthy
services. Obviously, the current user usually pays the special atten-
tions to the excellent candidates. Therefore, the rankings for the
front part of the candidate services list are usually more important
than those at the rear [11,70]. However, the original KRCC's mea-
surement cannot ensure this, as it treats services at any position in
the sequence equally. For example, assume that {3, 1, 2, 5, 4, 6} is
the baseline ranking. There are two predicted rankings, {1, 2, 3, 5,
4, 6} and {3, 1, 2, 4, 6, 5}. The two predicted rankings obtain the
same KRCC value, 0.7333. However, the second prediction result is
actually better than the first one.
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Table 3
Period preferences and tradeoff coefficients in Example 1.
w D
wq wy w3 Wy ws We o B 14

0 015 035 035 015 O 035 010 0.5

Aiming at the limitation of the KRCC in measuring the service
ranking, we developed a new metric, called the difference degree,
to evaluate the quality of a ranking prediction with respect to the
actual order. The difference degree, noted as DP, is defined to com-
pare our ranked service list and the baseline list by:

N

X IR~ B
DP=3 IR =2, = (31)

where R; represents the ranking order of s; obtained by the pro-
posed approach; B; represents the order of s; in the baseline list;
d? represents the relative difference of s;. Obviously, a smaller DP
means a better accuracy.

Taking the baseline trustworthiness rankings {3, 1, 2, 5, 4, 6}
and two predicted trustworthiness ranking, {1, 2, 3, 5, 4, 6} and {3,
1, 2, 4, 6, 5}, for example, the DP value of the first ranking is 2.1667
and the second one is 0.8667. The calculation result clearly indi-
cates that the second predicted ranking is much better than the
first one, as the top 3 elements in the second ranking are identical
to the baseline ranking.

7.3. Experiment in risk-sensitive application scenario

Example 1. Assume that a large-scale stock exchange corporation
is ready to purchase a cloud service to store massive amounts of
stock trading data. This service should have fairly high trustwor-
thiness with a high performance-cost ratio and low potential risks.
Considering that the peak stock trading time is from 9:30 AM to
11:30 AM and from 1:00 PM to 3:00 AM every working day, the
trustworthiness evaluation of the cloud service is more important
during these two periods than in other periods.

Based on this analysis of the user’s requirements, we define
the period preferences and the tradeoff coefficients for the current
user, as shown in Table 3.

Then, we calculate the comprehensive ranking similarity be-
tween the current user and every candidate user based on the
evaluations of training services by Eq. (20). By setting the different
threshold values of user similarity §t", we get the different top-K
neighboring users for the current user by Eq. (21). Based on the
evaluation data from candidate services provided by the neighbor-
ing users, the original data is transformed into INNs. Table 4 shows
the preprocessed evaluation data of candidate services #741-#748,
denoted as s;-sg, when 8™ = 0.5.

The net superiority values of the candidate services are ob-
tained by Eq. (28) when 8 is set with the different values shown
in Table 5. In Table 5, |UN| is the total number of neighboring users.

The predicted ranking results are shown in Table 6.

Table 6 shows that the prediction results are distinctly different
when the similarity threshold is set as a different value. By calcu-
lating the baseline sort values of candidate services with Eq. (30),
we get the ranked services list shown in Table 7.

Table 7 demonstrates that the actual ranked list of candidate
services is S3>S,>Sg>S7>S1>S5>5S5>54. Next, we employ the KRCC
and difference degree to measure the quality of prediction when
8t is set with a different value shown in Table 8.

Table 8 displays that the prediction results are identical with
the baseline ranking when 8™ = 0.50 or §th = 0.55. Moreover, in
most of the cases, the proposed approach can ensure that the sort

Table 4

Preprocessed evaluation data of candidate services expressed by INNs when 8™ = 0.5 in Example 1.
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097 0.99 0.00 0.23 0.00 0.00 096 0.99 0.00 0.8 0.00 0.00 0.40 091 0.00 0.26 0.00 0.00 042 0.84 0.00 0.20 0.00 0.00 046 0.81 0.00 0.20 0.00 0.00 0.39 0.82 0.01 0.26 0.00 0.00
099 0.99 0.00 0.10 0.00 0.00 0.99 0.99 0.00 0.06 0.00 0.00 0.88 1.00 0.00 0.05 0.00 0.00 0.85 097 0.00 0.05 0.00 0.00 0.79 092 0.00 0.07 0.00 0.00 0.73 0.96 0.00 0.16 0.00 0.00
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T
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0.00 0.00 099 0.99 0.00 0.06 0.00 0.00 0.89 1.00 0.00 0.05 0.00 0.00 0.85 0.97 0.00 0.05 0.00 0.00 0.80 0.92 0.00 0.06 0.00 0.00 0.63 1.00 0.03 0.43 0.00 0.01

T3

0.00 1.00 0.71 100 0.00 1.00 0.00 1.00 0.62 100 0.00 091 0.55 098 0.01 0.29 0.00 0.00 036 100 0.04 0.52 0.00 0.02 046 095 0.02 044 0.00 0.01 0.65 0.88 0.00 0.14 0.00 0.00

094 1.00 0.01 053 0.00 0.01 093 1.00 0.03 0.57 0.00 0.01
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0.51 0.00 0.00
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Table 5

Net superiority values of candidate services in Example 1.

Net superiority values of candidate services

Bth |UN|
S1 S2 $3 S4 S5 S6 S7 S8

020 44 18438 36191 62802 —6.4595 -42575 —3.4392 23086  3.7921

025 34 18128 37031 70000 —6.8292 -3.7096 —3.6485 21744 31224

030 29 26177 45715 66480 —6.8464 -2.5777 -3.9582 18937  2.8868

035 24 -29126 45768 66481 —6.8490 -22405 -3.9979 19008  2.8743

040 21 -16225 35336 62670 —6.4493 51136 -2.8145 25052  3.6942

045 17 -1.8439 3.0070 70000 —6.4497 51136 -25928 19791  4.0138

050 13 —1.0000 50000 70000 —4.8024 —44529 -57447 14227 25773

055 11 —15256 5.0000 70000 —31711  -49237 -63796 15982  2.4018

060 5 -23060 57465 54073  -23395 57877 -55667 13940  3.4522

065 2 22698 56904 56242 -34319 -57167 -4.5816 12563  3.4291
Table 6 25 r r T r
Predicted ranking results in Example 1. —e— the CINS approach

Candidate services ¢ the proposed approach
st ol ]
51 S2 S3 S4 S5 S6 57 Sg

020 5 2 1 8 7 6 4 3 e
025 5 2 1 8 7 6 4 3 5
030 6 2 1 8 5 7 4 3 o WS
035 6 2 1 8 5 7 4 3 g
040 5 3 1 8 7 6 4 2 13)
045 5 3 1 8 7 6 4 2 S
050 5 2 1 8 6 7 4 3 )
055 5 2 1 8 6 7 4 3 =
060 5 1 2 6 8 7 4 3 o
065 5 1 2 6 8 7 4 3

order of the top 4 services in our ranked list is identical to the
baseline list. By dynamically adjusting the user similarity thresh-
old, the proposed approach can explore the optimal prediction re-
sult in which DP = 0. The CINS approach introduced in the previ-
ous research [12] cannot ensure the optimal prediction result, and
the minimum difference degree obtained by the CINS approach is
0.6524 in Example 1.

To demonstrate the superiority of the proposed approach in
comparison to the CINS approach in Example 1, we perform the
following experiments as follows. The user #9 is still viewed as
the current user. The first experiment uses services #1-#500, and
the second one uses services #501-#1000, and the remainder will
continue to add another 500 services until all the 4500 services
have been used. In every experiment, 8 candidate services are se-
lected from 500 available services, and the threshold of user simi-
larity is set with a known optimal value by adjusting dynamically
it. The trustworthiness ranking of candidate services is predicted
and the average difference degree between the baseline ranking

.,..<

0
500 1000 1500 2000 2500 3000 3500 4000 4500

Service number

Fig. 4. Comparison of two approaches in Example 1.

and the predicted ranking are calculated based on 50 trials. The
experiment result is shown in Fig. 4.

Fig. 4 demonstrates that the proposed approach can achieve
a better prediction quality than the CINS approach. Compared to
the CINS approach, the proposed approach approximately reduces
58.83 percent of the average difference degree. The main reason
is that the proposed approach employs KRCC-based ranking anal-
ysis to accurately measure the similarity of preferences between
users in regard to a set of cloud services, and the optimal sim-
ilarity threshold ensures that the valuable evaluation data from
the neighboring users produces good prediction results. Fig. 4 also
displays that both the proposed approach and the CINS approach
gains the best prediction quality when services #2000-#2500 are

Table 7
Baseline sort value and baseline ranking of candidate services in Example 1.
Candidate service S1 Sy S3 S4 S5 S S7 Sg
Baseline sort value 0.0139 03234 1.0000 0.0000 0.0102 0.0066 0.0414  0.0470
Baseline ranking order 5 2 1 8 6 7 4 3
Table 8
Quality of predictions in Example 1.
Quality of prediction ~ §th
0.20 0.25 0.30 0.35 0.40 0.45 0.50 0.55 0.60 0.65
KRCC 09286 0.9286 09286 09286 0.8571 0.8571 1.0000 1.0000 0.7143  0.7143
DpP 03096 0.3096 03667 03667 11429 11429  0.0000 0.0000 2.0833  2.0833
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Table 9
Period preferences and tradeoff coefficients in Example 2.
w D
wq w; w3 Wy Ws We o B 14

010 010 020 025 025 010 055 010 035

used in the experiments. The reason is that the data dispersion
of these services is smaller than other services, the coefficients of
variation of them also showed this in Fig. 3.

7.4. Experiment in performance-cost-sensitive application scenario

Example 2. Assume that a logistics company is preparing to pur-
chase a cloud host service to deploy their express delivery query
application. The budget is very limited, and no highly confidential
data is involved in this application. Therefore, the company desires
the performance-cost ratio of the cloud host service to be as high
as possible, on the premise that the potential risks are sufficiently
low. The anticipated peak of visiting time for this application is
from 9:00 AM to 5:00 PM every working day.

Based on this analysis of the user’s requirements, we identify
the period preferences and the tradeoff coefficients for the current
user, as shown in Table 9.

Then, we calculate the comprehensive ranking similarity be-
tween the current user and every candidate user based on the
evaluation data from the training services. By changing user sim-
ilarity threshold, we get the different neighboring users for the
current user. On the basis of evaluation data from candidate ser-
vices, the original data is transformed into INNs. Table 10 shows
the preprocessed evaluation data of the candidate services when
sth — 0.75.

As shown in Table 11, the net superiority values of candidate
services can be obtained when §t is set with different values. The
predicted ranking results are shown in Table 12. By calculating the
baseline sort values of candidate services, we get the ranked ser-
vices list shown in Table 13. Table 13 demonstrates that the actual
ranked list of candidate services is sy>S3>Sg>S7>51>55>S5>S4.

We employ the KRCC and difference degree to measure the
quality of prediction. The result is shown in Table 14. Table
14 demonstrates that the proposed approach can get the best qual-
ity of prediction in which DP = 0.5595, when §" = 0.75. The min-
imum difference degree obtained by the CINS approach is 0.6857
in Example 2 [12].

In the following experiments, we analyze the superiority of the
proposed approach in comparison to the CINS approach in Example
2. The experiment setup is similar to Example 1. The experimen-
tal result is shown in Fig. 5. Compared to the CINS approach, the
proposed approach approximately reduces 38.30 percent of the av-
erage difference degree.

Fig. 5 also demonstrates that the proposed approach can
achieve a better prediction quality than the CINS approach.

7.5. Experiment in low price competition application scenario

Example 3. Assume that service #5 adopts a low price strat-
egy by offering different discounts from 10 to 50% to improve
its performance-cost ratio. In this case, we can again utilize the
proposed approach to assist the stock exchange corporation in
Example 1 and the logistics company in Example 2 to make de-
cisions. Tables 15 and 16 are the preprocessed evaluation data of
service #5 when 8™ = 0.50 in Example 1 and when 8" = 0.75 in
Example 2, respectively.

Table 10

Preprocessed evaluation data of candidate services expressed by INNs when 8™ = 0.75 in Example 2.
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Table 11
Net superiority values of candidate services in Example 2.

Net superiority values of candidate services

ath |UN|
$1 S2 S3 Sq Ss Se S7 S8
035 65 —3.7223 36407 29728 —41449 60960 —2.0368 55064  3.8800
040 60 —3.2808 43085 37568 -4.2825 59892 -24475 50409  2.8938
045 57 21035 48119 3.0488 -3.7348 -63310 -3.8307 51691  2.9702
050 50 18216 40315 37584 32859 —41571 —63521 36709 41560
055 44 —25625 36487 39305 3198 -3.7679 —6.1478 46614  3.4360
060 33 15916 63222 31317 36541 51930 -54336 3.7853  2.6332
0.65 24 —24642 59449 3.5598 —4.0770 —4.9069 —4.4448 21687  4.2195
070 16 —15210 61096 31156  —-3.2934 —55335 —53067 21941 42353
0.75 -16237 62370  3.5440 -3.3454 —4.9658 56248 24427  3.3360
080 3 —41190 52859 67141  -35324 -32778 50708 10000  3.0000
Table 12 25 . . . .
Predicted ranking results in Example 2. —o— the CINS approach
Candidate services *+¢ the proposed approach
th |
8 $1 Sz S3 S4 S5 Se S7 Sg 2 ‘
035 6 3 4 7 8 5 1 2 ) P
040 6 2 3 7 8 5 1 4 o \
045 5 2 3 6 8 7 1 4 D15 o
050 5 2 3 6 7 8 4 1 © \
055 5 3 2 6 7 8 1 4 3
060 5 1 3 6 7 8 2 4 c /i
065 5 1 3 6 8 7 4 2 S R T G PN PRty
070 5 1 3 6 8 7 4 2 2 A \@/ o T y
075 5 1 2 6 7 8 4 3 [a)
080 7 2 1 6 5 8 4 3 ¢
0.5
Table 17 displays the sort values of candidate services in the
low price competition application scenario for comparative analy- 200 1000 1500 2000 2500 3000 3500 4000 4500

sis. Obviously, service #5 fails to increase its probability to obtain a
distinct advantage although it achieves an attractive performance-
cost ratio in every period. The proposed approach consistently
maintains the absolute dominance of service #3 for the stock ex-
change corporation and the advantage of service #2 for the logis-
tics company.

7.6. Analysis and discussion

These experiments illustrate the merits of the proposed ap-
proach as follows:

(1) Flexibly customizing the user preferences for different peri-
ods in the light of the actual demands facilitates to improve
the consumer satisfaction. The users will be no more con-
fused when submitting their preferences. In the proposed
approach, the period preferences and the tradeoff coeffi-
cients have become the mutually independent parameters,
and then we can simplify the MCDM procedure based on

Service number

Fig. 5. Comparison of two approaches in Example 2.

INS theory. In Example 1, the evaluations of service #3 is
far from outstanding in period #1 and period #6 in compar-
ison with service #2, but service #3 becomes the optimal
candidate by relying on its advantages in period #3 and pe-
riod #4. The stock exchange corporation does not care at all
about period #1 and period #6, while period #3 and period
#4 cover the period of stock exchange. A precise analysis of
the period preferences helps users to find the most trust-
worthy candidate service.

Supporting the tradeoffs between performance-cost and po-
tential risks in multiple periods can produce different trust-
worthiness ranking results for different application scenar-
ios. In the risk-sensitive application scenario of Example 1,

~

Table 13
Baseline sort value and baseline ranking of candidate services in Example 2.
Candidate service S Sy S3 S4 Ss S S7 Sg
Baseline sort value 0.0240  1.0000 0.3020 0.0000 0.0128 0.0110 0.0662  0.0741
Baseline ranking order 5 1 2 8 6 7 4 3
Table 14
Quality of predictions in Example 2.
Quality of prediction ~ §t
0.35 0.40 0.45 0.50 0.55 0.60 0.65 0.70 0.75 0.80
KRCC 0.4286 0.5714 0.5714 0.7143 0.5714 0.7143 0.7143 0.7143 0.8571 0.7143
DP 5.0274  3.5274 31667 2.7262  3.6429 18929 14167 14167 05595  2.4595




Table 15

Preprocessed evaluation data of service #5 with discounts expressed by INNs when 8t = 0.50 in Example 1.

Discount (%) T, T, T3 Ty Ts Ts
0] u R (o] U R (o] u R (o] u R 0] U R (o] U R
10 1.00 1.00 0.01 0.53 0.00 0.01 100 1.00 0.03 0.57 0.00 0.01 0.30 100 0.01 0.37 0.00 0.01 0.00 1.00 0.00 044 0.00 0.00 0.00 1.00 0.04 0.66 0.00 0.02 0.00 1.00 0.01 0.51 0.00 0.00
20 1.00 1.00 0.01 0.53 0.00 0.01 1.00 1.00 0.03 0.57 0.00 0.01 0.34 100 0.01 0.37 0.00 0.01 0.00 1.00 0.00 044 0.00 0.00 0.00 1.00 0.04 0.66 0.00 0.02 0.00 1.00 0.01 0.51 0.00 0.00
30 1.00 1.00 0.01 0.53 0.00 0.01 100 1.00 0.03 0.57 0.00 0.01 0.38 100 0.01 0.37 0.00 0.01 0.00 1.00 0.00 044 0.00 0.00 0.00 1.00 0.04 0.66 0.00 0.02 0.00 1.00 0.01 0.51 0.00 0.00
40 1.00 1.00 0.01 0.53 0.00 0.01 100 1.00 0.03 0.57 0.00 0.01 0.45 100 0.01 0.37 0.00 0.01 0.00 1.00 0.00 044 0.00 0.00 0.00 1.00 0.04 0.66 0.00 0.02 0.00 1.00 0.01 0.51 0.00 0.00
50 1.00 100 0.01 0.53 0.00 0.01 1.00 100 0.03 0.57 0.00 0.01 0.54 1.00 0.01 0.37 0.00 0.01 0.00 1.00 0.00 0.44 0.00 0.00 0.00 1.00 0.04 0.66 0.00 0.02 0.00 100 0.01 0.51 0.00 0.00
Table 16
Preprocessed evaluation data of service #5 with discounts expressed by INNs when 8§ = 0.75 in Example 2.
Discount (%) T; T, T3 n Ts Ts
(o] u R (0] U R (0] u R (o] u R (o] u R (o] u R
10 1.00 1.00 0.01 049 0.00 0.00 1.00 100 0.00 0.51 0.00 0.00 0.6 1.00 0.00 0.32 0.00 0.00 0.00 1.00 0.00 0.37 0.00 0.00 0.00 1.00 0.01 0.40 0.00 0.00 0.00 0.99 0.01 045 0.00 0.00
20 1.00 1.00 0.01 049 0.00 0.00 1.00 100 0.00 0.51 0.00 0.00 0.18 1.00 0.00 0.32 0.00 0.00 0.00 1.00 0.00 0.37 0.00 0.00 0.00 1.00 0.01 0.40 0.00 0.00 0.00 1.00 0.01 0.45 0.00 0.00
30 1.00 1.00 0.01 049 0.00 0.00 1.00 100 0.00 0.51 0.00 0.00 0.21 1.00 0.00 0.32 0.00 0.00 0.00 1.00 0.00 0.37 0.00 0.00 0.00 1.00 0.01 0.40 0.00 0.00 0.00 1.00 0.01 0.45 0.00 0.00
40 1.00 1.00 0.01 0.49 0.00 0.00 1.00 1.00 0.00 0.51 0.00 0.00 0.24 1.00 0.00 0.32 0.00 0.00 0.00 1.00 0.00 0.37 0.00 0.00 0.00 1.00 0.01 0.40 0.00 0.00 0.00 1.00 0.01 0.45 0.00 0.00
50 1.00 1.00 0.01 0.49 0.00 0.00 1.00 1.00 0.00 0.51 0.00 0.00 0.29 1.00 0.00 0.32 0.00 0.00 0.00 1.00 0.00 0.37 0.00 0.00 0.00 1.00 0.01 0.40 0.00 0.00 0.00 1.00 0.01 0.45 0.00 0.00
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Table 17

Comparative analysis in a low price competition application scenario.

Ranking order in baseline

Ranking order of s;

Candidate services

Discount (%)

Application scenario

S

S7

Se

S5

Sa

S3

S2

S1

6
6
6
6
6
6
6
6
6
6

2.5773
2.5774
2.5776
2.5779
2.5786
3.2124
3.2116
3.2103
3.2085
3.2057

1.4227
14226
14224
1.4221
14214
2.2126
2.2127
2.2129
2.2131
2.2134

—5.7622
—5.7654
—5.7694
—5.7745
—5.7809
—5.8441
—5.8441
—5.8441
—5.8452
-5.854

—4.2698
—4.2539
-4.2316
—4.1981

-4.1751

—3.2426
—3.2426
—3.2426
—3.2416
-3.2328

—4.9679
—4.9807
—4.999
—5.0274
—5.044
—3.6261

7.0000
7.0000
7.0000
7.0000
7.0000
3.5468
3.5475
3.5486
3.5502
3.5527

5.0000
5.0000
5.0000
5.0000
5.0000
6.2369
6.2369
6.2369
6.2369
6.2369

—1.0000
—1.0000
—1.0000
—1.0000
—1.0000
—2.4959
—2.4966
—2.4977
—2.4993
-2.5017

10
20
30
40

Stock exchange corporation

50
10

Logistics company

-3.6253
—3.6242
-3.6227
—3.6202

20
30
40
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50

the assessment of potential risks plays a more important
role than the performance-cost ratio in evaluating candidate
services. This assessment leads to service #3 to be judged as
the most trustworthy candidate. However, the performance-
cost-sensitive application scenario of Example 2 shows an
entirely different prediction result, in which service #2 be-
comes the most trustworthy candidate.

(3) The proposed approach can effectively prevent the low-
quality services with high performance-cost ratio from
achieving an absolute advantage in competition with other
services. In practice, some service providers adopt the low-
price strategy for dramatically increasing the performance-
cost ratio of low-quality services. In the proposed approach,
the low-price strategy can boost the popularity of low-
quality services to some extent, but it does not help these
services to dominate their competition based solely on a
malignant price war. As shown in Tables 15 and 16, one ser-
vice with high marks in the assessment of potential risks
and uncertainty is unlikely to be a highly trustworthy can-
didate. Table 17 demonstrates that service #5 does not earn
the ideal sort value in Example 3.

(4) The proposed approach is capable of improving the quality
of ranking prediction by exactly identifying the neighboring
users. In the uncertain cloud environment, in order to ac-
curately measure the similarity of preferences between dif-
ferent users in regard to a set of cloud services, the KRCC-
based ranking analysis method can foster a better result
than other methods directly based on the imprecise evalu-
ation data. Tables 8 and 14 demonstrate that the quality of
the trustworthiness ranking predictions can be upgraded by
adjusting the user similarity threshold. Moreover, if there is
enough original evaluation data, the ideal value of the user
similarity threshold can be obtained by the limited trials.
Figs. 4 and 5 indicate that the ranking predictions of the
proposed method are more accurate than the previous ap-
proach based on CINS.

8. Conclusions and further study

In an uncertain cloud environment, the fluctuating QoS, flex-
ible service pricing and complicated potential risks have always
presented challenges to service selection. Aiming at the deficiency
of the traditional value prediction approaches, this paper utilizes
the INS theory to propose a time-aware trustworthiness ranking
prediction approach to selecting the highly trustworthy cloud ser-
vice meeting the user-specific requirements. To support the trade-
offs between performance-costs and potential risks during multiple
periods, we put forward the new INS operators with the theoret-
ical proofs provided to calculate the possibility degree and rank-
ing value of trustworthiness INNs. These operators contribute sig-
nificantly to the identification of neighboring users based on the
KRCC. The problem of time-aware trustworthiness ranking predic-
tion is formulated as an MCDM problem of creating a ranked ser-
vices list using the INS theory, and an improved ELECTRE method
is developed to solve it. The experiments based on a real-world
dataset illustrate that the proposed approach can enhance the ac-
curacy of prediction by about 58.83 percent in the risk-sensitive
application scenario and 38.30 percent in the performance-cost-
sensitive application scenario compared to the existing approach,
and also can effectively prevent the malignant price competition
launched by low-quality services.

Although this paper presents a promising solution from the per-
spective of the time series analysis for the trustworthiness ranking
prediction in the cloud environment, this problem is still an open
question. In this paper, only the limited evaluation data are ex-
ploited in the experiments, but more information from more users
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and timeslots may make for improving the quality of trustworthi-
ness ranking prediction. Especially, in the big data environment,
some issues, such as the preprocessing mechanisms of the orig-
inal evaluations, the assessment modes of history trustworthiness
data and the execution performance of core algorithms, require the
deep-going studies in the future.
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