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A Low-Rate DoS Attack Mitigation Scheme Based
on Port and Traffic State in SDN

Dan Tang “?, Rui Dai ¥, Chenguang Zuo

Abstract—Low-rate Denial of Service (DoS) attacks can sig-
nificantly compromise network availability and are difficult to
detect and mitigate due to their stealthy exploitation of flaws
in congestion control mechanisms. Software-Defined Networking
(SDN) is a revolutionary architecture that decouples network
control from packet forwarding, emerging as a promising solution
for defending against low-rate DoS attacks. In this paper, we pro-
pose Trident, a low-rate DoS attack mitigation scheme based on
port and traffic state in SDN. Specifically, we design a multi-step
strategy to monitor switch states. First, Trident identifies switches
suspected of suffering from low-rate DoS attacks through port
state detection. Then, it monitors the traffic state of switches
with abnormal port states. Once a switch is identified as suffering
from an attack, Trident analyzes the flow information to pinpoint
the malicious flow. Finally, Trident issues rules to the switch’s
flow table to block the malicious flow, effectively mitigating
the attack. We prototype Trident on the Mininet platform and
conduct experiments using a real-world topology to evaluate its
performance. The experiments show that Trident can accurately
and robustly detect low-rate DoS attacks, respond quickly to
mitigate them, and maintain low overhead.

Index Terms—Attack detection, attack mitigation, low-rate
denial of service attacks, software-defined networking.

1. INTRODUCTION

N today’s rapidly advancing era of artificial intelligence,
network security is becoming increasingly important [1],
[2]. Particularly, Denial of Service (DoS) attacks [3], [4], [5]
have posed a serious threat to network security. A variant known
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as low-rate DoS attacks [6], [7] targets the quality of service of
the Internet infrastructure by using a small amount of traffic
rather than a sustained high volume, effectively degrading or
disabling services while remaining less detectable.

In this context, Software-Defined Networking (SDN) offers
new avenues for low-rate DoS attack defense [8], [9]. SDN
is a revolutionary architecture centered on decoupling network
control and packet forwarding [10], [11], [12]. In SDN, control
logic is moved to the control plane, while underlying devices
(e.g., switches) in the data plane are simplified to function as
forwarding units [13], [14], [15], which significantly stream-
lines network management and provides ideal conditions for
efficient traffic monitoring and attack mitigation [16], [17].

Despite researchers’ efforts, defending against low-rate DoS
attacks remains a challenging work [18], [19]. In existing so-
lutions, the pattern-based methods [20], [21], [22] typically
design detection schemes based on the bursty and periodic
patterns of low-rate DoS attacks, as the attacker continuously
sends short bursts. Another approach is the anomaly-based
method [23], [24], [25], which develops strategies by monitor-
ing the network anomalies induced by these attacks. These two
methods are currently the most common approaches for detect-
ing low-rate DoS attacks. However, network traffic is highly
variable and influenced by numerous factors, such as device
types, user behavior, and application protocols, which greatly
complicates its patterns. In an increasingly complex network
environment, both pattern-based and anomaly-based methods
struggle to achieve accurate detection for low-rate DoS attacks.
Furthermore, another critical requirement for defending against
low-rate DoS attacks is the ability to mitigate them quickly and
effectively, but much of the existing research focuses solely
on detection, often overlooking mitigation. While some studies
have considered mitigation measures, the slow response time
remains a significant issue. Additionally, some research has fo-
cused only on algorithm design without adequately addressing
the practical feasibility of deployment, either by not designing
a scheme for actual deployment at all, or these algorithms can
perform well on offline datasets, but their effectiveness often
falls short in online applications.

In a nutshell, defending against low-rate DoS attacks still
faces several challenges. These attacks are difficult to detect ac-
curately, hard to mitigate quickly and effectively, and deploying
detection and mitigation strategies remains a significant hurdle.
Despite the stealthy nature of this attack, the inherent patterns in
its behavior and the network anomalies it triggers, still make it
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feasible to accurately detect this attack. In addition, SDN offers
significant flexibility and efficiency to network monitoring and
management, greatly lowering the barriers to deploying solu-
tions for low-rate DoS attacks and enabling quick and effective
attack mitigation.

Inspired by existing solutions for this attack, we utilize
anomalies caused by the attack as indicators for detection and
leverage attack patterns to pinpoint and localize the attack flow.
To the end, we propose Trident, a scheme based on port and
traffic state in SDN. Trident first identifies switches that are
suspected of suffering from the attack. Specifically, Trident uses
Port Net Factor (PN F') to characterize the state of incoming
and outgoing traffic on switch ports. In the normal state, the
distribution of PNF' tends to follow a normal distribution,
whereas under attack, the distribution is abnormal and deviates
from the normal distribution. When Trident detects an abnormal
port state on a switch, it proceeds to monitor the switch’s traffic
state. Trident uses XGBoost [26] to analyze the state of traffic
flowing through the switch. If its traffic state is abnormal, the
switch is considered to have suffered an attack. The two-step
detection of port and traffic states can effectively enhance the
detection accuracy. Once a switch is detected to have suffered
an attack, Trident analyzes the flows in the switch, examining
both their periodicity and burstiness to pinpoint the malicious
flow. It then issues flow rules to contain the malicious flow,
thus effectively mitigating the attack. The main contributions
are summarized below.

* We perform port state analysis to identify port anomalies
caused by low-rate DoS attacks and develop a port state
detection module to monitor switches that may suffer from
attacks.

e We perform traffic state analysis to determine traffic
anomalies resulting from low-rate DoS attacks and de-
velop a traffic state detection module to pinpoint the switch
suffering from attacks from these switches with anomalous
ports.

* We develop a mitigation module to localize the malicious
flow that can respond quickly to low-rate DoS attacks and
filter out the attack traffic.

e We prototype Trident with Mininet platform and conduct
experiments with a real-world topology to validate the
performance of Trident.

The rest of the paper is as follows: Section II introduces the
threat model and design goals of Trident. Section III reviews
related works. Section IV provides an overview of Trident,
followed by the design details in Section V. Section VI presents
the evaluation of Trident’s performance. Section VII discusses
several limitations of Trident and Section VIII concludes
the paper.

II. THREAT MODEL AND DESIGN GOALS
A. Threat Model

Low-rate DoS attack is typically aimed at the congestion con-
trol mechanism, during which the attacker periodically sends
traffic pulses to trigger the TCP congestion control mechanism
multiple times, with a low average traffic rate, thus reducing the
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throughput of TCP traffic and degrading the network’s quality
of service. The low-rate DoS attack can be characterized by a
tuple (T, R, L), where T' denotes the attack cycle (the time in-
terval between successive traffic pulses), R represents the attack
strength (the attack rate during each pulse), and L indicates the
attack duration (the length of each traffic pulse).

B. Design Goals

We aim to develop a low-rate DoS attack mitigation scheme
that ensures high detection accuracy and rapid response. Specif-
ically, the scheme should achieve the following goals.

Robust and Accurate Detection. The scheme should en-
able the detection of low-rate DoS attacks in complex network
environments. Particularly, it should be able to accurately detect
various low-rate DoS attacks with different parameters, e.g.,
various attack rates, cycles, and durations.

Rapid Response Mitigation. The scheme should be capable
of quickly responding to low-rate DoS attacks and mitigating
them promptly, e.g., within seconds.

Easy Deployment with Low Resource Overhead. The
scheme should be easy to deploy and have a low resource
overhead, e.g., low CPU usage and low memory consumption.

III. RELATED WORK

Low-rate DoS attacks use carefully crafted low-rate traffic
to exploit flaws in the congestion control mechanism, signifi-
cantly increasing the difficulty of detection [27]. However, the
attack’s tendency to trigger congestion, along with its periodic
and bursty traffic patterns, provides a basis for detection. Fur-
thermore, the network anomalies induced by the attack serve
as valuable clues for identifying and tracing the attack. Here,
we broadly categorize existing methods into pattern-based and
anomaly-based methods.

Pattern-based methods. These methods design detection
strategies based on the attack’s behavior patterns, such as its
intent to trigger network congestion [20], [21], as well as traffic
behavior such as periodicity [28] and burstiness [22], [29].
Starting from the behavior of attack flow attempting to congest
network, Zhang et al. [20] proposed the metric of Congestion
Participation Rate (CPR) to portray the intention of flows and
introduced a thresholding method to differentiate and filter at-
tack flows with CPR exceeding a threshold. Chen et al. [21] pro-
posed ConQuest to perform fine-grained queue statistics since
queue utilization is an important metric that reflects network
congestion. ConQuest identifies the flows contributing to the
queue backlog, thereby detecting malicious flows with low-
rate DoS attacks. Based on the periodicity and burstiness of
attacks, Wu et al. [22] applied sequence alignment techniques to
calculate the similarity score and compared it against a double-
threshold rule to detect the attacks.

Anomaly-based methods. These methods design detection
schemes based on the network anomalies caused by the attack,
such as time-domain anomalies [23], frequency-domain anoma-
lies [24], [30] and fractal feature anomalies [25] of network
traffic. Tang et al. [23] proposed the GASF-IPP framework,
which employs a time-domain analysis approach to monitor
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Fig. 1. Overview of Trident.

switch traffic. Upon detecting an attack, the framework identi-
fies the IP and port information, enabling prompt mitigation of
the attack. Targeting the power spectrum anomalies in network
traffic caused by low-rate DoS attacks, Chen et al. [24] used
power spectrum entropy to detect the attacks and applied a
queuing algorithm to mitigate them. Since network traffic ex-
hibits multifractal features at small time scales, the sudden onset
of attack traffic can disrupt these features, leading to anomalies
in traffic characteristics. Wu et al. [25] proposed to monitor
changes in the multifractal features to detect the attacks.

However, defending against low-rate DoS attacks is still not
an easy work and several challenges remain. (1) Network traffic
is highly variable and influenced by various factors, such as user
behavior, device types, and application protocols. In today’s
increasingly complex network environment, both pattern-based
and anomaly-based methods struggle to achieve accurate attack
detection. (2) Existing methods primarily focus on attack detec-
tion, often neglecting the need for effective attack mitigation
and faster response times. (3) Most current approaches are
designed at the algorithmic level without considering the de-
ployment schemes and costs. Therefore, it is crucial to develop a
scheme that offers high detection performance, rapid mitigation
responses, and low-cost deployment.

IV. OVERVIEW OF TRIDENT

In this section, we present our low-rate DoS attack mitigation
scheme, Trident!. Leveraging the flexibility and convenience
of SDN for network management and monitoring, we develop
Trident within the control plane to enable real-time monitoring
of network traffic across switches and to provide a prompt
response to the attack. Fig. 1 shows the overview of Trident,
which comprises four major components: information collec-
tor module, port state detection module, traffic state detection
module, and mitigation module.

IThe port state detection module, traffic state detection module, and
mitigation module collaborate seamlessly, forming a Trident of defense against
low-rate DoS attacks.

Normal State Warning State Enforce State

Normal port state Malicious flow not found

Abnormal Abnormal
port state  Traffic State traffic state

Detection

Port State

Detection Mitigation

Normal traffic state

Malicious flow located and successfully mitigated

Fig. 2. Workflow of Trident.

Information Collector Module. Information collector
module obtains switch information in real time, including port
information, traffic information, and flow information. This
information serves as the source for decision-making in the
port state detection module, traffic state detection module, and
mitigation module.

Port State Detection Module. Port state detection module
monitors the switch’s port state using the port information pro-
vided by the information collector module to identify switches
potentially suffering from low-rate DoS attacks.

Traffic State Detection Module. Traffic state detection
module monitors the switch’s traffic state using the traffic infor-
mation provided by the information collector module to identify
those switches suffering from an attack. The two rounds of
detection, involving port state and traffic state, greatly enhance
detection accuracy.

Mitigation Module. Upon detecting an attack on the switch,
mitigation module recognizes the malicious flow and enforces
countermeasures to shield the switch from the attack.

Fig. 2 shows the workflow of Trident, consisting of three
logical steps: port state detection, traffic state detection, and
mitigation, which correspond to three logical states: normal
state, warning state, and enforce state. Trident monitors multiple
switches in the network in real time, maintaining monitoring
information for each one. The three logical states represent the
state of each switch as monitored by Trident. Trident initially
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TABLE I
ABBREVIATIONS AND NOTATIONS IN THE PAPER

Abbreviations or Notations

Full Name or Explanation

SDN Software-Defined Networking
DoS Denial of Service
PNF Port Net Factor
PPNF Port Packet Net Factor
CPR Congestion Participation Rate
PI Polling Interval
XGBoost Extreme Gradient Boosting
OAC Optimal Auto-correlation Coefficient
CoV Coefficient of Variation
{recordy,records,...,record;nges,- - - ,recordy} The time series recording switch information
n The length of time series
index The position in the time series where records should be updated
num_records The total number of records
{Ving s+ Vin, } The time series recording switch port inflow rates
{voutl sy Vouty, The time series recording switch port outflow rates
n, o The mean value and standard deviation of PN F’
k The parameter in port state detection
th Threshold for determining whether a switch port state is abnormal

ub_ave, tb_ave
ub_cov, tb_cov

upl_ave
up_ent, tp_ent
B
{bytesudp, , - - - bytesuap,; ;- - -, bytesudp,
{packetsyap, ;.. ., packetsyap,, .. ., packets,qp, }
{bytesicpy - -, bytesiep;, - - ., bytesiep, }
{packetsicp,, ... ,packetsiep,, . .., packetsicp,, }
{PNFy,...,PNF;,...,PNF,}
{PPNFy,...,PPNF;,...,PPNF,}
dpid
Series fiowID
thoﬂ.c
thCO'U

The average value of UDP or TCP traffic to bandwidth

The coefficient of variation of UDP or TCP traffic
The average size of UDP packets

The information entropy of packet rate for UDP or TCP traffic

The bandwidth of the bottleneck link

Seriespyte,, dp recording byte rates of the UDP traffic
Seriespacket,, dp recording packet rates of the UDP traffic

Seriespyte,,, recording byte rates of the TCP traffic

Seriespacket 1ep Tecording packet rates of the TCP traffic

Seriespnp recording PN F
Seriesppnp recording PPNF
The identifier information of a switch

The time series containing flow information for the switch with an abnormal state
Threshold for determining whether the optimal auto-correlation coefficient of a flow is abnormal
Threshold for assessing whether the coefficient of variation of a flow is abnormal

starts in the normal state, assuming the monitoring switch is
operating normally. In this state, it performs port state detection
using collected port information. If the port state is normal,
it remains in the normal state. If an abnormal port state is
detected, Trident transitions to the warning state. In the warning
state, Trident has already monitored that the switch port state
is abnormal, but it cannot conclusively determine whether the
switch has really suffered from a low-rate DoS attack. To this,
Trident performs traffic state detection on the collected traffic
data for further confirmation, and if it detects the switch’s traffic
state abnormality, it moves to the enforce state. If not, it returns
to the normal state. When Trident reaches the enforce state, it
has detected both abnormal port and traffic states of the switch,
indicating an attack on the switch. Trident then recognizes the
malicious flow from the collected flow information to locate
the low-rate DoS attack. After identifying the malicious flow,
Trident performs mitigation measures to protect the switch.
Once the attack is mitigated, Trident reverts to the normal state.
If no malicious flow is identified, the detection module may
have false alarms, and Trident returns to the warning state to
continue monitoring the switch’s traffic state.

V. DESIGN DETAILS

In this section, we present the design details of Trident, i.e.,
the four major components in Trident. The abbreviations and
notations in the paper are shown in Table I.

A. Information Collector Module

The information collector module is the cornerstone of Tri-
dent’s ability to perform attack detection and mitigation. As
shown in Fig. 1, information collector is deployed in the control
plane, obtaining the switch’s information through the SDN con-
trol logic interface. Specifically, the information collector sends
polling requests to the switch at regular intervals PI. Upon
receiving a response from the switch containing the requested
information, it analyzes and records the data provided in the
response. The response information includes port information,
traffic information, and UDP flow information from the flow
table. Polling requests should not be too frequent, considering
the load they place on the controller and the control channel
connecting the controller to the switch. Additionally, since the
period of low-rate DoS attacks is typically 1 second or longer,
we set the PI to 0.5 seconds to balance detection accuracy
and polling load. This allows the scheme to gather information
at least twice within a single attack cycle while avoiding too
frequent requests and responses.

Information collector continuously polls the switch, and it
receives multiple responses containing port and traffic informa-
tion, which are essentially time-dependent switch state infor-
mation and flow information, capturing the dynamic changes
in port states, traffic patterns, and network flows over time.
Information collector records this data as a time series. How-
ever, since Trident continuously requests the switch over an
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indefinite timeframe, the length of the time series grows in-
definitely as monitoring hours continue to increase, which
will consume controller’s memory resources. To optimize re-
source usage, information collector retains switch informa-
tion only for the most recent period (i.e., a time series
of finite length), continuously updating the recorded infor-
mation as new poll responses are received. Specifically, it
maintains data for each monitored switch, including port
state information, traffic state information, and flow infor-
mation traversing the switch. The time series is denoted as
{recordy,records, ... ,recordinges, - - . , record, }, recording
the last n received switch information. We set n to 30, meaning
the time series records the switch information for the last 30
polls, corresponding to the switch information within the last
15 seconds, since we have set the polling interval to 0.5 seconds.
We use index to indicate the position in the time series where
records should be updated each time a polling response is
received. The variable num_records tracks the total number
of polling responses received, and index is calculated as the
value of num_records%n, where % is the modulo opera-
tor. Here, record;,q. denotes the most recent entry, while
recordmdwﬂz represents the oldest. Note that these time
series here are Seriespyte,  ,> S€T1€Spacket,g,> SETIESbyte, .,
Seriespacket,.,» Seriespnr, and Seriesppyr in the follow-
ing sections, which record the port information and traffic in-
formation of the switch, respectively.

B. Port State Detection Module

In the detection phase, port state detection module receives
and processes port information from the information collector,
to determine whether the current port state of the switch is
generating anomalies. We define PN F' as the inflow-outflow
ratio of a switch’s port traffic, that is, the ratio of network traffic
flowing in all ports to the data flowing out of all ports in RI
on a switch. PNF is calculated as shown in Eq. 1, where
Vi, 18 the rate flowing into the switch port, and v,,; is the
rate flowing out of the switch port. A burst of low-rate DoS
attack manifests as a sudden spike in incoming traffic at the
port level of a switch within a short timeframe. Since switches
can handle only a limited amount of traffic, any excess traffic
that cannot be forwarded immediately is typically queued in
a buffer. Consequently, when attack traffic arrives, the rate of
incoming traffic significantly exceeds the outgoing traffic rate,
creating an imbalance. During the silent phase of the attack, the
switch processes the accumulated traffic, causing the incoming
traffic rate to fall well below the outgoing rate. In contrast, under
normal conditions without an attack, the incoming and outgoing
traffic rates are generally balanced.

PNF = Jin. (1)
Vout

By analyzing the switch port data, we observe that under
normal conditions, the inflow and outflow of switch port traffic
are generally balanced. Fig. 3 shows the distribution of PN F’

21f index + 1 is greater than n, it is the value of the remainder.
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Fig. 3. The distribution of PN F' under normal conditions.

under normal conditions, where the port data in the figure is
from the Mininet platform. We observe that the PN F' under
normal conditions is primarily concentrated around 1, and its
distribution closely follows a normal distribution. While under
low-rate DoS attacks, the switch fails to forward traffic in a
timely manner, causing the PN F' values to fluctuate signifi-
cantly. As a result, the distribution of the PN F' deviates from
the normal distribution.

According to the above analysis, the low-rate DoS attack
causes anomalies in the switch port state, i.e., it causes anoma-
lies in the distribution of the PN F' values of the switch ports. To
quantify and detect these anomalies in port states, we propose
an anomaly detection algorithm based on the distribution of
PNF values. Specifically, we use the mean value ;4 and stan-
dard deviation value o of PN F values to measure whether the
port state is normal. For switch ports under a normal condition,
the PN F' values are predominantly distributed around the mean
value p. To evaluate the degree of concentration around this
mean value, we calculate the proportion of PN F' values within
the range = k- 0. It is clear that the proportion of PN F
values within the range ;& k - o under normal conditions is
greater than that during an attack. The algorithm is shown in
Algorithm 1 and its inputs are the parameter &, the threshold th,
the time series Series;, = {Vin,, ..., Vin, } and Seriesqy,: =
{Voutys - - - s Vout,, 1» and the output of the algorithm is the switch
port state. If the proportion of PN F' values outside the range
W * k - o is greater than th, the switch port state is abnormal,
otherwise it is normal.

A key design goal of Trident is to achieve robust and accurate
detection, which requires the port state detection algorithm to
be adaptable to handle complex and dynamic network envi-
ronments. The key parameters that determine the output of
Algorithm 1 are parameter k£ and threshold th. Considering
that the distribution of PN F' values under normal conditions
approximately follows a normal distribution, the confidence
interval of the normal distribution can be utilized to set k and
th, in which we set k to 3 and ¢th to 0.0026. In addition to
low-rate DoS attacks, other factors such as different network
attacks, and user behavior like flash crowd events can also
cause abnormal port states on the switch. To accurately de-
tect the attack, further monitoring of their traffic patterns is
necessary.
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Algorithm 1: The anomaly detection algorithm based
on the distribution of PN F' values.

Input: The parameter &, the threshold th, the time
series Series;n, = {Viny, ..., Vin,, } and
Seriesout = {Uoutla ey 'Uoutn}

Output: Switch port state

Seriespnr = [l

for v, Voyr in Series;, and Series,,; do

L PNF = Yin,

v

Seriesp N;‘.{append(PN F);

AW N =

1 = mean(Seriespyr);

o =std(Seriespnr);

cnt = 0;

for PNF in Seriespyp do

L if PNF > pu—k-oand PNF < pu+ k- o then

e X N A »n

L cnt +=1;

11 Proportion =1 - ent/len(Seriespnr);
12 if Proportion > th then
13 L Switch port state is abnormal;

14 else
15 L Switch port state is normal;

C. Traffic State Detection Module

To ensure accurate detection of the attack, traffic state detec-
tion is utilized to monitor whether the traffic passing through
the switch exhibits characteristics of such attacks. The system
transitions from port state detection to traffic state detection
only when Trident identifies anomalies in the switch’s port state.
The traffic state detection module receives and processes traffic
data provided by the information collector, which records the
traffic information as time series. We employ a combination
of feature vectors and classifiers to determine whether the net-
work is currently under an attack. The feature vectors must
be carefully selected to be representative, capturing the impact
of the attacks on the network traffic. Additionally, they should
effectively highlight the differences between the traffic’s normal
and attack states.

On this premise, we select three types of features with a
total of nine dimensions. The first type is based on the fea-
tures of attack characteristics. The low-rate DoS attack typi-
cally uses UDP traffic to initiate short-time high-speed pulses
to achieve the attack effect. Therefore, the UDP traffic will
show periodic and obvious changes due to the mixing of at-
tack traffic. Its mean value and dispersion degree are different
from the normal situation. The malicious user usually sets the
UDP packet size to be small when launching attacks. Based
on this, we adopt the average value of UDP traffic to band-
width, the coefficient of variation of UDP traffic, the average
size of UDP packets, and the information entropy of packet
rate as the first category of features. The information collector
records the most recent UDP traffic flowing through the switch
as the time series {bytesyap, ;... ,bytesuap,, .- .,bytesuap, }
and {packetsyap, , ..., packetsydp,, . .., packetsyqp, }, where
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bytesyap and packets,qp are the byte rate and packet rate of the
UDP traffic passing through the switch, recorded at each polling
interval. The first type of features are denoted as follows:

Z:‘l:l bytesudp,

ub_ave = n < B @
\/TIL }nl (bytesyap, — mean(bytesyap))?

ub_cov = = mean(bytesudy) @

upl_ave = S bytesuap, )

Yo packetsyap,

up_ent = — Zj_l P(packetsyap, ) logy, P(packetsyap,)

®)

In the above equation, B denotes the bandwidth of the bot-
tleneck link, mean(bytes,qp,) is the mean value of the time
series {bytesSydp, , - - - byteSudp, , - - - , bytesyap, + P(z) in Eq.
(4) denotes the probability mass function of = and b is usually
set to 2.

The information collector records the most recent
TCP traffic flowing through the switch as the time series
{bytesicp, s - - -, bytesicp,, - - ., bytesicp, } and {packetscp,,

.., packetsicp,, . .., packetsycp, . where bytes;, and
packets,., are the byte rate and packet rate of the TCP traffic
passing through the switch, recorded at each polling interval.
The second category of features is based on the attack effect.
The fairness of network resource allocation [31] makes TCP
traffic sensitive to low-rate DoS attacks. Due to the nature of
the protocol, UDP traffic of short duration and high rate sent
by malicious users has the upper hand in the competition for
resources and easily wins the right to use the bandwidth and
occupies most of it, which increases the TCP packet loss rate.
This leads to the triggering of the TCP congestion control
mechanism, where TCP senders actively reduce the number
of packets sent. Malicious users will send such attack flows
for a long time, keeping the TCP connection in congestion
control, so TCP transmission rate stays low. The features of
the second category are the coefficient of variation of TCP
traffic, the average percentage of TCP to total traffic, and the
information entropy of TCP packet rate. They are defined
as follows:

n
\/711 21 (bytesiep, — mean(bytescy))?
1=
mean(bytescy)

Z?:l bytestcl)i
nxB

lp_ent = — Zn_l P(packetsicp, ) logy, P(packetsicp,) (8)

In the above equation, mean(bytesip) is the mean value of
the time series {bytesicp, ;- - -, byteSicp,, - - -, bytesicp, }-

The third category of features is based on the port infor-
mation. As described in Section V-B, v;, and v,,; represent
the byte rate flowing into and out of the switch port, re-
spectively. Similarly, we define vy, and vy as the packet

(6

tb_cov =

tb_ave =

(N
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rates flowing into and out of the switch port. Based on the
port rates recorded in each poll of the information collector,
we can get the time series {PNF},...,PNF;,...,PNF,}
and {PPNF,...,PPNF;,...,PPNF,}, where PNF and
PPNF are the inflow-outflow byte and packet rates of a
switch’s port traffic, calculated as Eq. 1 and Eq. 9, respec-
tively. The features of the third category are the average val-
ves of {PNFy,...,PNF;,...,PNF,} and {PPNFy,...,

PPNF,;,...,PPNF,}, which indicates the state of switch
port inflows and outflows for a recent period of time.
PPNF = —2in ©)
vpout

Machine learning has greatly advanced the fields of soft-
ware security and cybersecurity [32], [33]. Here, we select the
XGBoost [26] classifier for the traffic state detection module
because of its superior execution speed and performance. It can
process sparse data with high efficiency and supports parallel
computation. The optimized data structure and caching of the
algorithm make it more efficient. As an ensemble learning
algorithm, the underlying idea of XGBoost for classification
is to combine multiple weak classifiers to strengthen the final
classification result and make the classification result more
reliable. The feature vector consisting of the three types of
features described above will be fed into the trained classifier
to get the prediction result, thus indicating the traffic state of
the monitored switch.

The procedure for traffic state detection is shown in Algo-
rithm 2 and its inputs are the XGBoost classifier, Seriespyie,,,,,»
Seriespacket g, SCTICSbyte,uys SETI€Spacket;ey» SETIESPNF,
Seriesppnr, and the bottleneck bandwidth B. We take the
samples in normal traffic state as negative samples and the
samples under low-rate DoS attack as positive samples. The
prediction result of O indicates that the switch traffic state is
normal, whereas the prediction result of 1 signifies that the
switch traffic state is abnormal.

D. Mitigation Module

When the scheme moves to mitigation module, it means that
Trident has detected an attack in the network. In the mitigation
phase, mitigation module receives and processes flow informa-
tion from the information collector to identify malicious flow
and take mitigation measures. The mitigation module identifies
the malicious flow only from udp-type flows since UDP is
the most commonly used traffic type for low-rate DoS attacks.
Trident uses the ternary (srclIP, dstIP, Proto) as the flow iden-
tifier for network flows, where srclIP is the source IP address,
dstIP denotes the destination IP address, and Proto refers to the
protocol of the network flow.

The periodicity and burstiness of low-rate DoS flow make
it show a distinction from the benign flow, which provides
clues to identify the malicious flow. Therefore, Trident analyzes
the characteristics of network flows in terms of both periodic-
ity and burstiness to recognize the malicious flow of low-rate
DoS attacks. Specifically, Trident employs the Optimal Auto-
correlation Coefficient (OAC) of UDP flows to indicate the
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Algorithm 2: The algorithm for traffic state detection.

Input: The XGBoost classifier, Seriespyte,,,,»
Seriespacket,gps SCTIESbytere,» OCTIESpacket,ops
Seriespyr, Seriesppnr, and the bottleneck
bandwidth B

Output: Switch traffic state

1 ub_ave = cal_ub_ave(Serz’esbyte“dp, B);

2 ub_cov = cal_ub_cov(Seriespye,,, )3

3 upl_ave = cal_upl_ave(Seriesyytc

Seriespacketud,,);

4 up_ent = cal_up_ent(SerieSpacketudp)?
5 th_ave = cal_tb_ave(Seriesbytetcp, B);
6 tb_cov = cal_tb_cov(SeriesbytetCP);
7
8
9

wdp?

tp_ent = cal_tp_ent(Seriespacket,., )
pnf_ave = cal_pnf_ave(Seriespyr);
ppnf_ave = cal_ppnf_ave(Seriesppnr);
10 Fea = [ub_ave, ub_cov, upl_ave, up_ent, tb_ave,
tb_cov, tp_ent, pnf_ave, ppnf_ave];
11 pred = XGBoost.predict([ F'eal);
12 if pred is O then
13 L Switch traffic state is normal;

14 else
15 L Switch traffic state is abnormal;

possibility of its periodicity, and the Coefficient of Variation
(CoV) of UDP flows to quantify the presence of burstiness.
Trident calculates the maximum auto-correlation value for one
to six lags, which evaluates the periodicity of the UDP flow
over intervals ranging from 0.5 to 3 seconds since the polling
interval is 0.5 seconds. Larger or smaller lags are not necessary
to be considered. This is because larger attack cycle 7' will
cause the attack flow to fail to achieve the desired attack effect.
And a smaller attack cycle makes the attack itself tend to be
flooding style and does not fall under the category of low-rate
DoS attacks.

Through port state detection and traffic state detection,
Trident identifies which monitored switches have suffered an
attack and passes the information of these switches to the mit-
igation module for mitigation operations. The procedure for
the mitigation module is shown in Algorithm 3 and its inputs
include the dpid, Series fiouw1p, threshold the,., and threshold
theoy- Here, dpid represents the identifier of the switch with
an abnormal state, Seriesiowrp contains the flow informa-
tion of the dpid switch provided by the information collector,
thoqc 1s the threshold for determining whether the optimal auto-
correlation coefficient of a flow is abnormal, and th.,, is the
threshold for assessing whether the coefficient of variation of
a flow is abnormal. The algorithm first calculates the optimal
auto-correlation coefficient and the coefficient of variation for
each flow and compares them with the thresholds to determine
whether the flow is malicious. If it is recognized as malicious,
the flowID will be added to the blacklist. Next, mitigation op-
erations are performed for each flow in the blacklist. FlowMod
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Algorithm 3: The algorithm for mitigation module.

Input: dpid, Seriesfiowrp, threshold the,., and
threshold th o,
Output: Mitigation measures for low-rate DoS attacks
1 blacklist = [];
2 for Seriesfiowrp, in Seriesfiowrp do
OAC; = cal_oac(Series tiowin,);
CoV; = cal_cov(Series fiowrp,);
if OAC; > thyqe. and CoV; > th.,, then
L if flowID; not in blacklist then

S Y

| blacklist.append(flowlD;);

8 for flowID; in blacklist do

9 srcl P, dstI P, Proto = getFlowInfo(flowlD;);
10 match = {ipvd_src: srcl P, ipvd_dst: dstlP,
ip_proto: Proto};

1 priority = 65535;

12 actions = [];

13 msg = FlowMod({dpid=dpid, match=match,
priority=priority, action=actions});

14 send_msg(msg);

messages are used to add flow table entries that implement
mitigation actions to the switch suffering the low-rate DoS
attack, thereby mitigating the attacks. Specifically, Trident ob-
tains srcl P, dstIP, and Proto of the flow, and constructs a
FlowMod message for the flow, including a match field, a pri-
ority field, and an action field. The detailed explanation of each
field is given below.

Field match: This field contains srcl P, dstI P, and Proto
of the flow and is used to locate the malicious flow.

Field priority: This field represents the priority of this entry.
The value of this field is usually an integer between 0 and 65535.
The greater the priority, the higher the rank of the rule. To
ensure that mitigation entries are matched first, we set priority
to a boundary value of 65535.

Field action: This field defines the action to be taken on
packets that match this traffic entry. We set it to drop (actions
= []) to indicate that all packets are discarded.

VI. EXPERIMENTAL EVALUATION

In this section, we develop the Trident prototype and evaluate
its performance and overhead.

A. Experiment Setup

Experimental Platform. We conduct experiments and eval-
uations using Mininet?, a lightweight simulation platform
for SDN development and evaluation. The SDN controller
framework utilized in the experiments is Ryu*, an open source
controller that allows developers to write and manage applica-
tions in Python.

3https:/mininet.org/
“https://ryu-sdn.org/
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Fig. 4. Network topology.
TABLE II
PROPERTIES OF NODES IN THE TOPOLOGY
Node Name Node Type Node Function
Seattle City node Forwarding network traffic
Seattle_host Local host Simulating low-rate DoS attackers
San Jose City node Forwarding network traffic
Minneapolis City node Forwarding network traffic
Minneapolis_host Local host Sending benign TCP traffic
Chicago City node Forwarding network traffic
Vienna City node Forwarding network traffic
Vienna_host Local host Receiving network traffic
Dallas City node Forwarding network traffic
Dallas_host Local host Sending benign UDP traffic

Network Topology. We built the network topology on
Mininet based on the real-world topology NapNet from Topol-
ogy Zoo’ [34]. Fig. 4 shows the topology of NapNet, which in-
cludes six city nodes: Seattle, San Jose, Minneapolis, Chicago,
Vienna, and Dallas. Table I shows the types and functions of the
nodes in the topology. In the experiments, we set up four local
hosts connected to the Seattle, Minneapolis, Vienna, and Dallas
nodes. Each city node serves as an edge switch, with internal
connections to local hosts and external links to other city nodes.
Local links are the internal connections that connect the local
hosts to their respective city nodes, providing a bandwidth of
1000 Mbps. Similarly, city links are the external links that
interconnect the city nodes with a bandwidth of 128 Mbps,
except for the link connecting Vienna and San Jose, which is
the bottleneck link in the network topology and has a reduced
bandwidth of 45 Mbps.

Workload Traffic. We employ iPerf, a widely used network
performance testing tool for measuring and optimizing network
bandwidth, to generate benign TCP and UDP traffic. Addition-
ally, we implement a script for the low-rate DoS attack using the
Python socket to generate attack traffic. The Minneapolis_host
generates benign TCP traffic, transmitting it to the Vienna_host
via the city nodes Minneapolis, Chicago, San Jose, and Vienna.
Similarly, the Dallas_host generates benign UDP traffic and
sends it to the Vienna_host through the city nodes Dallas,
Chicago, San Jose, and Vienna. Meanwhile, the Seattle_host

Shttps://topology-zoo.org/dataset.html
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TABLE III
THE PARAMETERS OF LOW-RATE DOS ATTACKS IN TESTING DATA

No. Attack Rate (R) Attack Cycle (7))  Attack Duration (L)

1 50Mbps 1.5s 0.2s
2 50Mbps 1.5s 0.4s
3 50Mbps 2.5s 0.2s
4 50Mbps 2.5s 0.4s
5 60Mbps 1.5s 0.2s
6 60Mbps 1.5s 0.4s
7 60Mbps 2.5s 0.2s
8 60Mbps 2.5s 0.4s

generates attack traffic, routing it to the Vienna_host via the city
nodes Seattle, San Jose, and Vienna. Attack traffic and benign
traffic travel through the San Jose city node and converge on
the link connecting San Jose and Vienna.

Evaluation Metrics. The detection module, including the
port state detection module and the traffic state detection mod-
ule, analyzes and monitors the time series maintained by the
information collector module, which reflects the port state and
traffic state of the switch. Therefore, evaluating the detection
performance of Trident is essentially assessing its accuracy in
classifying the time series maintained by the information collec-
tor module. These time series contain the port and traffic state
information of the monitored switch in the recent period. By
analyzing these time series, Trident can effectively monitor the
switch’s state in real time. The following metrics are selected
to evaluate Trident’s detection performance: Accuracy, Recall,
Precision, and F1-Score.

B. Detection Performance

We evaluate the performance of Trident’s detection module,
which includes both port state detection and traffic state detec-
tion, as a key goal of Trident is to achieve robust and accurate
detection for the attack. To evaluate the robustness of Trident,
we simulate 8 sets of detection experiments with different attack
parameters on the Mininet platform, as shown in Table III.
Each set of experiments simulates for 7200 seconds with a
polling interval of 0.5 seconds, thus generating a total of 14400
records per set of experiments. In the NapNet topology, the link
connecting San Jose and Vienna is the bottleneck link. Although
the low-rate DoS attack traffic passes through the Seattle, San
Jose, and Vienna nodes, the attack traffic rate does not exceed
the bandwidth of the links connecting Seattle and San Jose, and
the link between Vienna and Vienna_host. Thus only the San
Jose node is the switch that has suffered an attack.

In the experiments, we take the samples in normal state
as negative samples and the samples under low-rate DoS at-
tack as positive samples. Precision quantifies Trident’s perfor-
mance in false positives and Recall reflects the Trident’s ability
to detect attacks. Accuracy and F1-Score indicate the overall
performance of Trident.

1) Performance Evaluation for Port State Detection: The
port state detection employs the anomaly detection algorithm
based on the distribution of PN F' values, which is trained using
data that does not include any attacks. To obtain training data
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Fig. 5. Distribution of proportions beyond the range of p + k- 0.

for this algorithm, we have conducted a 4-hour simulation on
the Mininet platform, totaling 14400 seconds. As illustrated in
Section V-B, we can set the parameters of the anomaly detection
algorithm based on the confidence interval of the normal dis-
tribution, where we set the parameters % to 3 and th to 0.0026.

Fig. 5 shows the distribution of proportions beyond the range
of p+ k- o for 8 sets of attack experiments in Table III. The
box plots represent the proportions under normal and low-rate
DoS states, with the yellow solid line indicating the threshold
of 0.0026. As seen, for attacks with different parameters, the
proportion exceeding the range of =+ k- o is much higher
than that in the normal state. When k is set to 3 and th to
0.0026, nearly all low-rate DoS states can be identified, but it
also causes some normal states to be classified as attack states,
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Fig. 6. Port state detection performance.

TABLE IV
THE PARAMETERS OF LOW-RATE DOS ATTACKS IN TRAINING DATA OF
TRAFFIC STATE DETECTION

No. Attack Rate (R) Attack Cycle (7))  Attack Duration (L)

1 45Mbps 1s 0.1s
2 45Mbps 1s 0.3s
3 45Mbps 2s 0.1s
4 45Mbps 2s 0.3s
5 55Mbps 1s 0.1s
6 55Mbps Is 0.3s
7 55Mbps 2s 0.1s
8 55Mbps 2s 0.3s

leading to false positives. As the first round of detection, port
state detection aims to monitor low-rate DoS attacks as compre-
hensively as possible. Therefore, false positives are tolerated,
as they will be further confirmed in subsequent traffic state
detection.

Fig. 6 shows the performance of port state detection for 8 sets
of attack experiments in Table III. The horizontal coordinate
indicates the group number and the vertical coordinate is the
evaluation scores, including: Accuracy, Recall, Precision, and
F1-Score. As shown, the Recall of port state detection among 8
sets of low-rate DoS attack experiments is all high, exceeding
98%, which indicates that port state detection has a strong
ability to detect the attacks. While the Precision of port state de-
tection is relatively low, which indicates that the probability of
false positives is high. Trident contains two rounds of detection
of low-rate DoS attacks. The purpose of port state detection is
to monitor the occurrence of attacks as much as possible. Given
that traffic state detection will further filter out false positives,
some level of false positives in port state detection is tolerable.
Due to the high false positive rate in port state detection, the
overall Accuracy and F1-Score are not very high.

2) Performance Evaluation for Traffic State Detection:
The traffic state detection employs the XGBoost to classify the
traffic states, which is a supervised learning model. To obtain
training data for the XGBoost, we have conducted a 4-hour
simulation on the Mininet platform, totaling 14400 seconds,
which includes 8 sets of attacks with different parameters. The
parameters of attacks in training data of traffic state detection
are shown in Table IV.

Fig. 7(a) shows the performance of traffic state detection
for 8 sets of attack experiments in Table III. The horizontal
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Fig. 7. The evaluation of Traffic state detection performance.

coordinate indicates the group number and the vertical coordi-
nate is the evaluation scores, including: Accuracy, Recall, Preci-
sion, and F'1-Score. Compared to the low Precision of port state
detection, traffic state detection has a higher Precision, along
with high Accuracy, Recall, and FI-Score. The traffic state
detection has high evaluation metrics for attacks with different
parameters, indicating that Trident achieves accurate and robust
detection of the attacks. Fig. 7(b) shows the performance gains
from traffic state detection compared to port state detection. The
blue line represents the gain in Accuracy, the green line shows
the gain in Precision, the purple line indicates the gain in Recall,
and the yellow line is the gain in FI-Score. As seen, except
for Recall, the other three metrics show significant improve-
ment, with Precision experiencing the greatest increase. This
indicates that traffic state detection has significantly reduced
false positives and improved detection accuracy. Compared to
the Recall of port state detection, the Recall of traffic state
detection is slightly lower, as traffic state detection further
filters out the attacks reported by port state detection, which
may have led to some false negatives. Overall, traffic state
detection has significantly enhanced detection performance,
and Trident has achieved accurate and robust detection for
the attack.

As shown in Table V, we compare Trident with other schemes
for defending against low-rate DoS attacks. According to their
reported results, HGBPLDT [29] has the highest Accuracy,
Precision, and F1-Score, at 96.214%, 97.413%, and 96.901%,
respectively, while ERT-EDR [9] achieves the highest Recall at
97.91%. Compared to these three mechanisms, Trident achieves
a better detection performance across all metrics, proving that
it is an effective solution for detecting low-rate DoS attacks.
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TABLE V
DETECTION PERFORMANCE COMPARISON WITH OTHER SCHEMES

Scheme Accuracy  Precision Recall F1-Score
ERT-EDR [9] 95.25% - 97.91% 95.57%
GASF-IPP [23] 93.57% 95.39% 93.22% 94.29%
HGBPLDT [29] 96.214%  97.413%  96.394%  96.901%
Trident 98.98% 99.00% 98.00% 98.50%
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(b) Network traffic under low-rate DoS attacks when Trident is enabled.

Fig. 8.  The schematic of network traffic over time.

C. Mitigation Performance

Fig. 8 shows the schematic of network traffic over time,
where Fig 8(a) shows the network traffic when Trident is dis-
abled while Fig 8(b) shows the network traffic when Trident is
enabled. We simulate traffic for about 180 seconds, with the
attack launched around the 60th second. As observed, when
Trident is disabled, the attack can cause a severe degradation
of the TCP traffic rate. However, when Trident is enabled,
the attack traffic is mitigated within a short period of time,
and the TCP traffic is almost unaffected, with no reduction in
the rate.

The faster Trident responds, the less damage the attack
inflicts on the switch. The response time here is the duration
between the switch receiving the attack traffic and Trident suc-
cessfully blocking it. To evaluate Trident’s response time, we
capture the network traffic in the SanJose node using tcpdump
and save it as a pcap file. When Trident is enabled, it blocks
the traffic of the attack. We record the duration for which the
attack flow persists in the switch, that is, the length of time
the attack flow appears in the pcap file, as Trident’s response
time to the attack. The faster Trident responds, the shorter the
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Fig. 10.  The overhead of Trident.

duration the attack flow remains in the switch, and the less
damage the switch experiences. We simulate 8 sets of exper-
iments according to the parameters in Table III to evaluate the
response time of Trident. Fig. 9 shows the response time of
Trident. As observed, Trident’s response time ranges from 3
to 8 seconds, with an average response time of approximately
5.48 seconds across these 8 experiments. Furthermore, Trident’s
response time remains relatively stable despite changes in the
parameters of the attack, demonstrating its robustness.

D. Overhead

A key goal of Trident is to ensure easy deployment with a low
resource overhead, meaning it should not consume excessive
controller resources during runtime. To evaluate Trident’s over-
head, we simulate 8 sets of experiments based on the parameters
in Table III. Fig. 10 shows Trident’s resource consumption,
including CPU utilization and memory usage, where Fig. 10(a)
depicts Trident’s CPU utilization and Fig. 10(b) illustrates its
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memory usage. As observed, Trident’s CPU usage remains
below 10%, with an average of approximately 6%, demonstrat-
ing that it does not consume excessive controller processing
resources. Additionally, Trident’s memory usage hovers around
145MB, further confirming that it does not impose a heavy load
on the controller’s memory.

VII. DISCUSSION

Limitations. We analyze Trident’s limitations, focusing on
aspects such as processing efficiency and resource overhead.

* Processing Efficiency. Trident is deployed in the control
plane and relies on polling data plane switches for informa-
tion. This process inevitably increases Trident’s response
latency and reduces its processing efficiency. Furthermore,
Trident is limited to processing the polled flow table in-
formation from the data plane, which restricts its ability
to perform fine-grained analysis and operations.

e Resource Overhead. The information collector module of
Trident polls the switch flow table information for analy-
sis by the detection and mitigation modules. As a result,
the volume of flow table information directly impacts the
amount of data to be recorded by the information collector,
and a large volume of flow table information may cause
Trident to consume more controller resources. Addition-
ally, the continuous polling of flow table information by
the information collector module inevitably increases the
bandwidth consumption of the control channel.

Future Direction. The recently emerging programmable
data plane [35] presents a promising opportunity to deploy se-
curity mechanisms directly in the data plane. By implementing
the scheme against low-rate DoS attacks in data plane switches,
it becomes possible to perform per-packet processing of net-
work traffic, significantly enhancing processing efficiency while
eliminating the consumption of control channel bandwidth.

VIII. CONCLUSION

In this paper, we propose Trident, a low-rate DoS attack
mitigation scheme based on port and traffic state in SDN. Tri-
dent first identifies switches suspected of suffering from low-
rate DoS attacks through port state detection, then monitors
the switch’s traffic state using XGBoost. Once Trident detects
that a switch is under attack, it analyzes the flow information
to identify the malicious flow and issues rules to the switch’s
flow table to block the attack traffic. The experiments show that
Trident can accurately and robustly detect low-rate DoS attacks,
respond quickly to mitigate them, and maintain low overhead.
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