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Abstract—Network Function Virtualization (NFV) provides a
flexible way to provision new services by decoupling network func-
tions from hardware and implementing them as Virtual Network
Functions (VNFs). However, the rapid development of technologies
greatly promotes the explosion of diverse services, which directly
results in the exponential increase of heterogeneous traffic. In
addition, such a tremendous amount of heterogeneous traffic will
generate bursts in a more dynamic and unexpected manner, so it
becomes extremely hard to satisfy the customer demands. Aiming
at addressing these challenges, this work proposes a positive and
elastic VNF deployment mechanism for service provisioning, which
introduces three novelties: 1) a Gated Recurrent Unit (GRU) based
traffic prediction model is established to predict the unexpected and
dynamically changing traffic behaviors in advance with the accu-
racy over 98%; 2) a closed-loop system is formed, in which the
prediction model can learn and evolve continuously to respond to
more complex scenarios; 3) different states of VNF are introduced
and dynamically switched to deal with the current demands with
reduced cost by avoiding frequent VNF initialization and destroy.
The experimental results indicate that the proposed mechanism
outperforms the state-of-the-art methods, which include achieving
over 98% prediction accuracy, improving the service acceptance
rate by more than 18%, and reducing the overall cost by more
than 20%.

Index Terms—Elastic VNF deployment, gate recurrent unit,
network burst, traffic prediction, VNF cache.
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1. INTRODUCTION

HE rapid development of new technologies such as meta-
T universe, autopilot, quantum computation, and 6G greatly
promotes the appearance of many immersive applications which
demand ultra-high bandwidth and low delay to guarantee the
service quality. Besides, with over billions of terminals accessing
the network, the required service is becoming more and more
diverse and complex [1]. In this way, the traditional middlebox-
based service provisioning is no longer flexible and efficient
enough to handle these new situations. Network Function Vir-
tualization (NFV) [2] appears as a novel network paradigm
that decouples the network functionalities from hardware and
implements them as Virtual Network Functions (VNFs). Then,
NFV provides a more flexible service provisioning way by
combining and chaining VNFs with different required functions
on-demand [3], which are then referred to as the Service Func-
tion Chain (SFC). In particular, an illustration example is given
in Fig. 1(a), where the initial SFC is composed of two VNFs of
firewall and gateway in sequence.

In fact, there is already a lot of research proposed to study
the VNF deployment problem. However, it is aware that most
of these work mainly focused on determining where to deploy
VNFs and they usually ignored a practical fact that the service
provisioning flexibility is achieved by frequently creating newly
required and deleting expired VNF instances on demand [4].
The more the number of services, the higher the VNF changing
frequency, which then leads to extremely high maintenance
costs. Besides, the manual initialization process of VNF instance
also takes a long time, which further increases the cost [5].

Taking the above analysis into consideration, we refine the
VNF deployment problem and propose a more critical one
which we refer to as the VNF auto-scaling problem. Specifically,
VNF auto-scaling [6] intends to better optimize the service
provisioning process by dynamically scaling out or scaling in
the number of VNF instances. For example, the number of VNF
instances can be either scaled in to avoid resource waste when
the network traffic becomes less or scaled out to quickly respond
to sudden bursts in case the network load becomes extremely
heavy. However, the problem is that excessive VNF scaling out
would increase the maintenance cost and excessive VNF scaling
in would interrupt many services and lead to Service Level
Agreement (SLA) conflicts. Therefore, 1) how many VNFs
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Fig. 1. Illustration of service function chain scenarios.

should be scaled out/in; 2) when to scale out/in; 3) where to
scale out/in, become vital important to implement the VNF
auto-scaling and deployment mechanism for flexible service
provision.

For instance, due to the dynamic requirements of the cus-
tomer, two cases may happen to the service chain, as shown
in Fig. 1. The first one is that customers may no longer need
the gateway VNF, such that the gateway VNF is removed from
this service chain, which has been illustrated in Fig. 1(b), where
only firewall is remained. This is the case of service function
chain scale-in. The second one is that customers may need a
new VNF of Deep Packet Inspector (DPI) to perform the deep
packet inspection function, so that it is added behind the firewall
function as shown in Fig. 1(c). This is the case of service function
chain scale-out.

Existing solutions addressing the VNF auto-scaling and de-
ployment problem can be separated into two categories, namely,
the threshold based reactive VNF scaling [7], [8], [9], [10],
[11], [12], [13], [14], [15] and the prediction-based proactive
VNF scaling [16], [17], [18], [19], [20], [21], [22], [23], [24],
[25]. The former method initiates the VNF scaling operation
upon detecting certain performance indicators, which can result
in a delayed response to traffic surges. Moreover, determining
the most suitable threshold is challenging, often necessitating
dynamic adjustments. Consequently, the reactive approach may
introduce a lag between the actual event and the scaling action.
In contrast, prediction-based VNF scaling strategies are more
adept at addressing traffic bursts proactively. They can preemp-
tively allocate resources to scale out VNFs based on predictive
analytics. However, it is important to note that these predictive
models are typically executed offline and are decoupled from
the real-time VNF scaling environment, potentially diminishing
the accuracy and effectiveness of their forecasts. Additionally,
the convergence time for these models can be quite lengthy.

Targetting on the above challenges, we propose a traffic
prediction-based VNF auto-scaling and deployment mechanism
with the following contributions:

® We design a Gate Recurrent Unit (GRU) based traffic pre-

diction model which can be used to predict the unexpected
and dynamically changing traffic behaviors in advance with
high accuracy. Then, the prediction results are used to guide
the VNF auto-scaling and deployment process.

® We build a closed-loop VNF auto-scaling and deploy-

ment system framework that integrates the GRU based
prediction model. In this closed-loop system, the prediction
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model is able to learn and evolve continuously to respond
to more complex scenarios.
® We introduce different VNF states to further optimize the
VNF re-deployment cost. By switching the state of the pop-
ular and unused VNFs to ready instead of termination for
alonger time, a great deal of VNF creation and destruction
operation could be avoided and the cost is naturally saved.
The rest of this work is summarized as follows: Section II
summarizes the related work. Section III introduces the system
framework and problem model. Section IV proposes the traf-
fic prediction-based VNF auto-scaling and deployment mecha-
nism. Section V analyzes the experimental results and Section VI
concludes this work.

II. RELATED WORK

Currently, the VNF scaling and deployment problem has
been widely studied. Among these state-of-the-art researches,
we can divide them into two main categories according to the
strategy they adopt, which are the traditional VNF deployment
and intelligent VNF deployment.

A. Traditional VNF Scaling and Deployment

Extensive research has addressed the VNF deployment prob-
lem. Zhao et al. [7] introduced a delay-aware method for a
balanced trade-off between reliability and low delay. Qi et al. [8]
transformed VNF deployment into a combinational problem.
Recognizing the scale of services, Luo et al. [9] transitioned
to parallel deployment, addressing challenges with a Viterbi-
based algorithm. This concept was further explored in [10],
implementing the model by breaking down large flows. Wang
et al. [11] proposed a comprehensive solution addressing VNF
deployment and service chaining, acknowledging the trade-
off’s impact on performance. Moving beyond traditional ap-
proaches, [12] advocates for a marketplace-based distribution,
execution, and lifecycle management of VNFs, enhancing flex-
ibility and efficiency. Similarly, [13] establishes a marketplace
dedicated to VNFs, fostering rapid deployment and scalabil-
ity, promoting flexibility to meet dynamic network service
demands, while [14] addresses delay-aware virtual network
function placement and routing in edge clouds, emphasizing
strategies for minimizing delays.

The VNF deployment is also prevalent in emerging scenarios
such as 5G/6G and edge computing. To illustrate, Yangetal. [15]
approached VNF deployment in the edge network as a Markov
decision process, employing the Behrman iteration strategy to
maximize deployment utility. Carlinet et al. [16] revisited this
challenge within a 5G/6G environment, simplifying it to the
knapsack problem and leveraging traditional solutions. How-
ever, with increasing scenario complexity, the demand for intel-
ligence rises. Intelligent VNF deployment is emerging as a trend
inresponse to this. For instance, Lorido etal. [17] employed deep
reinforcement learning to tackle the VNF deployment problem,
while Sun et al. [18] utilized graph neural learning methods for
the same purpose. Nevertheless, it is crucial to acknowledge that
these machine learning-based approaches may face challenges
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in adapting to diverse environments, such as varying topologies,
and might exhibit long convergence times.

Traditional VNF deployment is relatively static, but recent
efforts focus on elastic VNF deployment, addressing the auto-
scaling challenge. Tang et al. [19] used dynamic programming
for service chain scaling, while Sun et al. [20] established
relationships between new and original VNFs, optimizing de-
ployment. Ma et al. [21] proposed a two-stage process, deter-
mining VNF locations in the first stage and chaining them into
a service in the second. Additionally, [11] integrates Service
Function Chains (SFC) composition, deployment, and allocation
to enhance resource usage. [22] introduces an SFC deployment
scheme for load balancing and reallocation, improving network
service acceptance rates and reducing latency. However, achiev-
ing true elastic VNF deployment remains a distant goal.

B. Intelligent VNF Scaling and Deployment

In prior research within the domain of intelligent VNF (Virtual
Network Function) deployment, one category has focused on
optimizing VNF placement using common machine learning
algorithms. For instance, Xu et al. [23] introduced a solution
to address VNF deployment using LSTM and DNN. N. Seo
et al. [24] discussed methods for updating VNF deployment
using reinforcement learning algorithms, emphasizing the use of
scaling actions for updates. Besides, S. Park et al. [25] proposed
an optimal VNF deployment method based on machine learning,
leveraging machine learning techniques for automation and opti-
mization in the VNF deployment process. Some have tried other
unconventional networks as well, Kim el al. [26] further explored
the optimization of virtual network function deployment based
on graph neural networks, emphasizing the importance of intel-
ligent decision-making using graph-structured data, while [27]
delves into the application of machine learning techniques for
predicting and optimizing Virtual Network Function (VNF)
deployment decisions, particularly in the context of dynamically
changing network conditions.

Another category of research focuses on optimizing VNF
deployment in virtual networks using graph convolution and
deep reinforcement learning. Such as Qiu et al. [28] proposed
a deployment algorithm for virtual network functions based
on graph convolution deep reinforcement learning to optimize
VNF deployment in networks and Qu et al. [29] discussed a
reliable service function chain deployment method based on
deep reinforcement learning aimed at enhancing the reliability
of network functions. There are also some of them concentrate
on practice usage, [30] emphasized the dynamic deployment
of service function chains in SDN/NFV-enabled cloud manage-
ment systems based on forecasts to achieve efficient resource
utilization. Similarly, He et al. [31] explores the integration
of deep reinforcement learning and attention mechanisms to
optimize virtual network function placement and routing while,
Kun et al. [32] explored methods for deploying service function
chains with parallelized VNFs under conditions of resource
demand uncertainty in mobile edge computing environments.
However, in order to fully realize intelligent VNF deployment,
much additional research is still needed.
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C. Discussion

Although extensive research has been conducted on VNF de-
ployment and auto-scaling by using the traditional or the proac-
tive prediction-based methods, we should be aware that these
work either require long-time offline model training or suffer
from low VNF utilization. Additionally, they have not taken into
consideration the resource fragments that may occur frequently
during the dynamic VNF deployment process, thus causing huge
resource waste and extremely low resource utilization. All these
issues directly leads to high cost and complex operation for VNF
constituted service provision. Therefore, we refine the VNF
scaling and deployment problem, aiming at which we propose
the following VNF auto-scaling and deployment solution.

III. SYSTEM ARCHITECTURE AND PROBLEM MODEL
A. System Architecture

In this work, we design an elastic VNF auto-scaling and
deployment architecture for flexible service provisioning, which
is designed based on three-layer architecture shown in Fig. 2.
In particular, we can see that there are three layers in this
architecture from bottom up, that is, the infrastructure layer
(i.e., NFV infrastructure, NFVI [22]), the management layer
and the control layer. Our major contributions are carried out
in the control layer so as most of state-of-art work including
our benchmark algorithm, where the decisions are made and
executed via the REST API to the management layer to finally
manage the underlying resources.

Specifically, for the bottom infrastructure layer, it is con-
structed by virtualizing the discrete physical resource and form-
ing virtual resource pools for isolated and secure resource allo-
cation for flexible service provision. For the middle management
layer, it connects the other two layers via the north-bound and
south-bound interfaces respectively. After receiving the decision
from the control layer, it will first transfer the decision to
instructions that can be recognized by the infrastructure layer
and then forward these instructions to the bottom layer. To
fulfill such function, it is composed of several components in-
cluding the Resource-Server module for periodic resource state
synchronization, the Registry-Service module for VNF image
management, the Metrics module for performance monitor, the
Prometheus and Alarm modules for data visualization and the
Engine module for VNF auto-scaling. As for the top control
layer, it first needs to obtain the status of VNF and traffic in the
cluster from the engine module, which are then used to train the
prediction model. According to the prediction results, we can
then deploy the corresponding VNFs reasonably the subsequent
VNF elastic deployment module.

Generally, the service requests will arrive continuously. In
this condition, the designed system will periodically collect the
network information by the Resource-Server module. Then, the
raw data, which includes the port, packet received, etc, is sent to
the Engine module, where the traffic features are extracted and
clustered to train the prediction model. After that, the prediction
results are used to guide the VNF auto-scaling process. In this
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Fig.2. System architecture.

way, a closed-loop is formed, where the prediction model can
learn and evolve continuously.

It is noted that the engine module is the core part of this work
since it involves the proposed VNF auto-scaling mechanism. In
particular, we can observe that the collected traffic data will go
through four stages until the deployment policy is determined
and sent back to the Engine to execute.

B. Problem Model

The underlying physical network is defined as an undirected
graph G(V, E, M), where V is the set of nodes, F is the set of
underlying physical links, and M is the set of VNF instances.
Givenany node u € V,its memory and CPU core can be denoted
by C)*¢™, Ci°"¢. The processing delay of this node is d,,. The
bandwidth resource of the link (u, v) is denoted by C% and the
corresponding link delay is denoted by d,,,,. Assuming there are
P types of VNFs, so that given any VNF m € M, it belongs to
one specific type, that is, type;" = {0,1}}, where type;’ = 1
means m is the p-type VNF, otherwise not. In addition, the CPU

resource of this VNF is denoted by CtP* and the processing
delay of this VNF is d,,, which is different in unique VNFs.

Then, a directed graph Gy = (Vy, Ey) is used to represent
the VNF forwarding graph, where V; is the set of VNFs and
Ey is the set of logical links between VNFs. Given any service
f,its required bandwidth, memory, CPU, and core resource are
denoted by ", B ptpem, o g respectively. The maximum
tolerable delay of f is gp‘fflm’. Hence, for any service f that
exists in the network, all the physical links traversed by it are
connected, so that

1, w is the entrance
ufrv UFVF . .
E E (2" — zo8") = =1, wis the exit
veV vpurely 07 other

(1
where 2,3, zv4"! € {0,1} mean whether f using the logical
link (uy, vf) traverses the physical link (u, v) or (v, w).

In addition, once a physical link (u,v) is traversed by a
service, the two end-nodes of this link are also traversed, and
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it follows that

uFvf _ 1

1, if zud

(O Vi Af ’
v =

2 Yur,vr € B 2
0, otherwise P @

where z,”"*, 2,7"" € {0,1} indicate whether f is using the
logical link (us,v) that traverses the physical node u or v.

In order to formulate the object, another two binary variables
are defined as follows:

zni Yt € {0,1},Ym € M,u € V,uy € V;. 3)

where 2,/ ,y™ = 1 mean u + provides resource for the VNF m
and m is deployed on u, otherwise not.

The objective of this work is to minimize the overall cost
which is composed of three parts, that is, the deployment cost
(denoted by D), the maintenance cost (denoted by F) and the
penalty cost by rejecting service requests (denoted by U). In
particular, the three kinds of cost can be calculated as follows:

D — cPlace Z Z max {y," — ¥y, 0}

ueV meM
oAy >
ueV meM
D epenalty > a0 &
feEVUR ueV

where P14 is cost of deploying one single VNF. cP¢"%!* ig the
penalty factor of rejecting service requests. At is any given time
period and ® () = {0, 1} indicates whether the service has been
successfully provided. In particular, to improve the readability
of this work, we summarize all the notations in Table I.

Then, denoting the services arriving, ending and living in
the network during the next time period At as ¥, L and R
respectively, the object of minimizing the overall cost during
At is formulated as follows:

oy H}};},f mD + 2l 413U
Zuv yZu
uUfv Au v
st E P (" = 2d) < O
upvrEly feYULUR
j : j : ufv AUFV
(p}nem(zuf o Zutf f) S ngem

upvyeRy feJULUR

> ¥ eper-anzar

urEly feYULUR

Z ncore m<Ccore VPGPUGV
meM

wveE upvpeEy ucV uyvrcEy

d(’la
+ E E Ay zmi Y
meM UfEVf
1
g g 2ol Y < 2y VU €V,
meM UfEVf
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TABLE I
NOTATIONS

the undirected graph
G(V,E, M) of the underlying
physical network

%4 the set of nodes Vi

the set of underlying

a directed graph of
the VNF forwarding
graph
the set of VNFs

the set of logical

G =
(Vy, Ey)

E physical links Ey links between VNFs
the set of VNF .
M instances f a service
mem bw the bandwidth
Cu memory of node u Pr required by service f
Creore number of CPU core mem the memory required
u of node u Pf by service f
d the processing delay P the CPU required by
“ of node u Pfp service f
the bandwidth .
chw resource of the link PpoTe tl}e CPU cores i
(u,v) required by service
the corresponding
duv link delay of the link  }*'“Y  the delay of service f
(u,v)
whether service f
type™ =  one specific type(m) sy using the logical link
P ; ) Zub (uyp,vy) traverses
{01} VNE in P types the physical link
(u,v)
whether service f
cpu the CPU resource of ugvy using the logical link
Co Zub (ugp,vy) traverses
VNF m . .
the physical link
(v,0)
whether service f is
. using the logical link
the processing dela;
dm pof VNF%n Yot (ug,vyf) that~
traverses the physical
node u and v
if zp ™ =1
S mean uy provides the total number of
m l’y“ resource for the VNF nyp"e CPU cores required

m and m is deployed for the VNF instance.

on u, otherwise not.

ur,vf € By, fEVUR

S gr=1,YmeM

peP
(1),(2),3) (5)

where 71 + 72 + 13 = 1 are weighting coefficients. n;”"® rep-

resents the total number of CPU cores required for the VNF

AU ~U . . .
instance. 2,37, 2,”" and 2,/ are the binary variables in the

previous time perlod before 24", 2™, 2mi .

Specifically, the first three constraints stlpulate that the band-
width, memory, and CPU resources allocated during the time
interval At must not surpass the total available resources. It
is important to note that the memory and CPU constraints are
node-specific, whereas the bandwidth constraint pertains to the
links. The fourth constraint dictates that the number of CPU
cores allocated to the VNFs must not exceed the cores available
on the respective nodes. The fifth constraint ensures that the
actual end-to-end delay for each service does not surpass its
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maximum tolerable threshold. The sixth constraint mandates
the existence of a planned path for each service chain, ensuring
that traffic traverses all related VNFs in the correct sequence.
Lastly, the seventh constraint specifies that each VNF must
belong exclusively to one category.

Nevertheless, the VNF deployment problem has already been
proved to be NP-hard [35], which means that it cannot be
solved in polynomial time. In this work, the VNF deployment
has been developed to jointly consider the VNF auto-scaling,
which introduces more constraints and variables under the main
considerations of: 1) How many VNF are required; 2) Where
to deploy these VNFs; 3) When to deploy the VNFs. With such
complex considerations and constraints, solving this ILP model
in acceptable time becomes not even possible, such that we
propose a more efficient mechanism to jointly address the VNF
auto-scaling and deployment problem.

IV. TRAFFIC PREDICTION-BASED VNF AUTO-SCALING AND
DEPLOYMENT MECHANISM

A. Traffic Data Collection and Pre-Processing

The core of the proposed mechanism is the prediction
model which relies heavily on the dataset used to train this
model. Hence, to guarantee the prediction performance of this
model, we need to continuously collect the most updated traf-
fic data from network and use them to train the prediction
model. The collected traffic data are denoted by a three-tuple
(port, txpyes, t), where port is the port monitored, tapytes is
the bytes sent out and ¢ is the time. Hence, given any two
times ¢y, t2(t; < t2), the traffic rate during this period can be

tax? tx
calculated as frqte = b““ftby’“

Generally, the typical way to collect the network traffic relies
on using the network monitors which inspect the network in dif-
ferent granularities (e.g., flow-level and packet-level). However,
a common way is to minitor the network status periodically,
which may easily miss the important traffic feature data, due
to the fixed periods. In this regard, we dynamically change the
monitoring period according to the current traffic rate in network,
in case of missing some important data samples. Then, denoting
the average traffic rate by f,,4 and the max/min monitoring
cycle by Tiyax, Tmin, the current monitoring cycle should be

|f(wg|
|f'rate|

Tnonitor = min { Tin, Tmax} (6)

After network monitor, we can get the original data which are
then used for model training. However, these raw data need to
be pre-processed before using. In this way, we first transform
the collected traffic data into the matrix format. Namely, we first
denote that the traffic rate f 4. from node i to j at time ¢ by ffj.
Then, the traffic matrix is expressed as TM* = (f{;)n.n Where
n € [1,|V]] is the number of nodes used.

However, the traffic between different sources and destina-
tions varies greatly. In order to avoid the deviation caused
by such difference and improve the generalization ability of
the prediction model, the following normalization process is
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Fig. 3. Structure comparison between LSTM and GRU.

executed on the trafﬁc data matrix.

ft’_ _ 1] |Z ] € [1 n}}
Y max{ffli,j € [1,n]} —min{fi,j € [1, n]}’

— min{ f}

)

where f£. € [0,1].
Executing the above equation for every element in T'M?,
we obtain the normalized traffic matrix denoted by TM* =

(ffnsn-

B. Traffic Prediction Model Establishment

The traffic prediction model is built upon the Gated Recurrent
Unit (GRU) model, a specialized form of deep learning Recur-
rent Neural Networks (RNNs). The GRU model is designed to
enhance the capture of dependencies across various time scales.
When compared with the Long Short-Term Memory (LSTM)
model, another variant of RNN, the GRU model simplifies the
gating mechanism and neuron state, leading to a significant
reduction in the training time required for the network. LSTM
networks are known for their inclusion of an input gate, a forget
gate, and an output gate. These gates regulate the flow of infor-
mation, enabling the network to selectively retain or discard past
information. In contrast, the GRU model, recognized as one of
the most potent deep learning models for time series prediction,
streamlines the LSTM’s structure by replacing the input and
forget gates with a single update gate. This modification results
in a more straightforward architecture. For ease of comparison,
the structures of both models are illustrated and contrasted in
Fig. 3.

Since the input data for the prediction model are already
obtained (i.e., TM t’), we next define the time series model
to train and adjust the prediction parameters. According to the
structure of GRU, the relationship between its input and output
is expressed as follows:

b =o (WhT +0l) (8)

where h!, W' b' represent the hidden state output, weight, and
bias of the [-th layer in GRU, o is the activation function.
Then, we denote the training parameter set of GRU by I" =
(W, W, W, by, b., by,), where the subscripts r, z, h represent
the reset gate, update gate and output gate in GRU respectively.
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Now, the training objective is to minimize the Mean Square Error
(MSE) of this model to obtain the optimal parameter set I". To
fulfill this target, the MSE function is defined based on the loss
function in the back propagation, as follows:

1 n n ~t ; 2
MSE:gZZ(w‘w) : ©)
i=1 j=it+1
By calculating all the loss, we obtain the training cost as
follows:
1
Cost = - > MSE,, (10)

q=1

where ¢ is the number of iterations.

However, the back propagation in GRU needs to calculate the
mapping between the model training cost to the gradient of each
layer, so that we formulate the relationship between the training
cost and the training parameter vector as follows:

N
Cost = Z (yi — (wz; + b)),

i=1

(11
where x;, y; are the input and output of this model in each layer.
Next, we define the gradient vector as follows:

T
8COst7 é)Cost7 . 0Cost (12)
8’11)2 awN

VCost =
o5 ( L
where W = wi,ws,...,wy is the weight of each layer of
the model training cost C'ost, and the corresponding gradient
calculation is as follows:

0Cost
I _ r (1
5 = T2 00 (+) (13)
5l — ((wl+1)T 5l+1) @O’l (Zl) (14)
0Cost =1 <l
8w§k o 5] (1
0Cost '
5 16
o = (16)

where 6! is the output error. (14) shows the detailed back
propagation process of the output error calculation. (15) and
(16) represent the gradient of the cost function C'ost.

By continuously applying the chain derivation rule to the
above calculation, the model learns all optimal parameters,
which are expressed as follows:

f':argpmin%zn: z”: <~fj— fj)z

i=1j=i+1

a7

Moreover, we use the Adam optimizer to optimize the training
cost, since it can efficiently and automatically adjust the training
step size. This optimization process is shown as follows:

VCOStt = fot(Ft—l) (18)
my = B1-mi_1+ (1= p1) - VCost, (19)
Vy = 62 S Vg1 + (1 — 52) . VCOSttQ (20)
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where VCost, represents the gradient vector of the cost function
Cost. f;(I') represents the stochastic optimization objective
function of the parameters. my, v; represent the mean and square
values of the gradient. 51, S2in[0, 1) represent the exponential
decay rates. 7, ¢ are the learning rate and a constant.

Based on the above process, we can obtain the prediction
model. However, if the error between the prediction result and
the actual result is large, we go back to (8) to continue the training
until a high prediction accuracy is achieved.

C. Traffic Prediction

According to the established prediction model, for any net-
work with n nodes, the traffic in this network at time ¢ can be
expressed by the traffic matrix TM* = (ff;), where f}; indicates
the traffic from the node 7 to the node j at the time ¢. Hence, given
T time periods before ¢, we can get the history traffic matrixes,
thatis, TMT = (TM*, TM'" 1, TM*2 ..., TM*"T), where
TMT7 is the set of history traffic.

Usually, the prediction is carried out based on historical data.
In this work, the traffic prediction is also implemented based
on the history traffic, i.e., TM T Therefore, we introduce the
prediction sliding window in this work. For example, as shown
in Fig. 4, the size of the prediction sliding window is 10, so that
the traffic in the latest 10 cycles (i.e., from X3 to X 12) are used
to predict the traffic in the next cycle (e.g., X 13). It is easy to
note that the history data of X1 and X2 are not used to train
the prediction model, because it has been used before and not
in the currently sliding window. Training the prediction model
with X 1 and X2 will not achieve much progress, but the training
time and computing resource consumption are inevitable.

Apparently, the size of the sliding window may affect the
overall performance greatly. In this way, we set the prediction
sliding window to " accordingly and the value of 7" becomes vi-
tal important. However, too large window size can easily lead to
extremely long training time, while too small window size would
also lead to low prediction accuracy performance. Therefore, we
determine the size of this prediction sliding window according
to the following evaluating results. Next, we introduce the vector
function to transform the traffic matrix into a vector as the input
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of the prediction model, so that given any 7'M ¢, we have

Vector(TM") = (ﬁlvﬁm R

v g f'rtz(n—l)’ f’rin) )

(24)
where the position of f,itj in this vetor is calculated according to
the expression (i * n + 7).

In this way, TM” is changed into the expression of
(Vector(TM?Y), Vector(TM'1Y),..., Vector(TM'"T))
which is then regarded as the input of the GRU based prediction
model to predict the traffic (i.e., TM'*!) of the next cycle.
Besides, we should be aware that the obtained prediction results
are also saved as the history training data.

Then, based on the above definition, the traf-
fic prediction can be simplified as: given the input
(Vector(TM?), Vector(TM'1Y),..., Vector(TM'"T))
and the GRU based traffic prediction model, we can output
Vector(T M) for the next cycle.

D. VNF Deployment and Auto-Scaling

Based on the prediction model, we can estimate the traffic
condition in the near future, which can be transformed into
conclusions that /) what types of VNFs are required in the
network; 2) how many the VNF's of the types are required to carry
the load in the next time period; 3) where to deploy these VNFs.
Specifically, given any VNF to be deployed, we first need to
determine the potential candidate host nodes which must satisfy
the following basic constraints:

® The state of this node must be “ready” so that it can be
used to provide the VNF service. In addition, we should be
aware that there are also other states such as pending and
termination in case of different situations.

® The CPU/memory resource of this node should exceed the
required amount of resource to deploy the VNF, so as to
guarantee the service quality provided.

e The end-to-end delay should not exceed the maximum
tolerable value when using this node to deploy the required
VNEF, since processing delay will be generated on this node,
which contributes to the final end-to-end delay.

Since the VNF deployment usually needs multiple kinds of
resources (e.g., CPU and memory), we next score the candidate
nodes to create the priority. In this work, the score of each
node is calculated based on the linear combination of different
resources’ utilization. The object is to minimize the cost and
maximize the accepted services, so that the smaller the resource
utilization of this node, the higher the probability this node would
be selected. Similarly, the score is calculated based on resource
utilization, so the smaller the value of the score, the higher the
node priority.

However, the linear combination is a common method used
to cluster different parameters, which leads to the fact that the
aggregation policy should be carefully designed. In this work,
we try to calculate the score for each node by using the weighted
aggregation of resource states. Then, it follows that

As explained, these decisions are given to the Engine
to execute automatically, so that the VNF auto-scaling is
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implemented.

|P|

score = Zpiwi7 25)
i=1

where score is the weighted score. P is the set of resource
parameters and p; is the state parameters of the ¢-th kind of
resource. w; is the weight of the ¢-th kind of resource, which
determines the importance of this kind of resource.

Actually, to accept more services, the distribution of network
load should be fair and the VNF deployment should also be fair
among different nodes to avoid large fluctuations of resource
utilization. In this way, the weights attached to the different
resources are not static, but dynamically change after each VNF
deployment. In this case, the weight parameters can reflect the
distribution of resources when the node is running. The greater
the fluctuation of the weight, the higher the probability that the
corresponding resource will contribute more to the final score.
However, this situation will destroy the balance among these
resources and reduce the opportunity for this node to accept
more requests. Therefore, given the parameter p;, it includes 6
states, then the corresponding weight is calculated as follows:

2
0

Hi.0

Wy
10
where 11; 9 = 7] Z Ty

(z1 — pi)?, (26)

where ), indicates the k-th state of p;. j; 9, 01-29 are the mean
and variance values of the 0 states. 7

Since the size of the historical data set grows at a constant
rate, the amount of calculation is also increasing with a much
more fast speed (i.e., O(p - n?)). The typical challenge is that
when some new traffic data arrive, traditional methods need
to carry out the repeated calculation for all the historical data,
which is time-consuming and meaningless. In order to solve this
challenge, all the calculation is performed online in this work and
we introduce the mean recursive estimation method to calculate
the mean and variance for new traffic data incrementally, as
follows:

Since the size of the historical traffic data grows at a constant
rate, the amount of calculation to get the parameter in equa-
tion (27) is also increasing with a much more fast speed (i.e.,
O(p - n?)). The typical challenge is that when some new traffic
data arrive, traditional methods need to carry out the repeated
calculation for all the historical data, which is time-consuming
and meaningless. In order to solve this challenge, all the calcula-
tion is performed online in this work and we introduce the mean
recursive estimation method to calculate the mean and variance
for new traffic data incrementally, as follows:

(xg — pip—1)

Hig = Hio—1 + 9
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o Trg1(0—1)+ (w9 — pio—1)(wo
Oi0 = 7

Combining (25) and (26), we can update the parameter
weights dynamically. In particular, it is aware that the parameter
weights are updated in the runtime and we only need to do
calculations for the new traffic data, so that the computing power
is saved and the efficiency is improved. In addition, one more
advantage is that we can keep the amount of calculation almost
the same during the system running time so that the influence
that the parameter weights updating process has on the VNF
deployment is stable. Based on the above process, the node
having the highest score will be selected as the node to deploy
the corresponding VNF.

Due to the situation that the network environment changes
dynamically, we need to take the VNF auto-scaling into con-
sideration so as to adapt to such changing environments and
requirements. Typically, the VNF auto-scaling includes the ver-
tical scaling (i.e., increase or decrease the VNF resource) and
the horizontal-scaling (increase or decrease the number of VNF
instances). However, the vertical scaling will inevitably lead to
the reboot of VNF instances and cause SLA violation, so that
we mainly focus on implementing the VNF auto-scaling in the
horizontal direction.

In addition, as explained, the threshold based VNF scaling
may fail to serve the short-term services, so the prediction-
based proactive VNF auto-scaling is carried out. Now, given
the predicted result 7'M t+1 we first need to extract two critical
factors which are 1) what types of VNFs are required; 2) how
many of these VNFs are required. By analyzing the statistics of
the prediction traffic, we can easily obtain the traffic processing
capacity required for any type of VNF at time ¢+1. Let’s denote
one type of the required VNFs by f; with the rate denoted by
fj,rate, and the total required number is /1, so that we have

Z f; rate’

where Fj (t + 1) indicates the processing capacity required by
the j-th type of VNF at the time ¢+1.

Based on the above equation, the number of the new added
j-th type of VNF is expressed as follows:

P,(t+1)—P;(t) oD 5
new(t+1) {"C—‘7 lfP](t+1)>PJ(t)

— i)

27)

G(t+1) (28)

0, otherwise.

(29)
where ¢ (t + 1) indicates how many new j-th type of VNF
should be deployed and Cj indicates the average processing
capability of f;. P;(t) 1ndlcates the processing capacity required
by the j-th type of VNF at the time t.

There are two cases in (28) should be noted, that is: 1) when
Pj(t+1) > P,(t), we should deploy q7°*(t + 1) new VNFs
to handle the extra traffic load. 2) when P;(t + 1) < P,(t), the
number of the j-th type of VNFs in network is enough to process
the traffic arriving at the time ¢+1.

Despite this, when P;(t + 1) << P;(t), it means that the
existing VNFs are excessive redundant. Directly deleting these
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VNFs will lead to high deployment costs, since some deleted
VNFs may be demanded after that. In this case, we propose a dy-
namic VNF state switching strategy to maximize the utilization
of VNFs. For example, some temporarily unused but popular
VNFs can be set to ready state for a relative long time instead
of terminating them directly. Due to its popular characteristics,
it may be used shortly, such that frequent creation and destroy
of the VNFs could be avoided, which then reduce the cost and
improve the resource utilization. Since P;(t + 1) is far smaller
than P;(t), we define the number of the redundant VNFs as
follows:

@Mt +1) = |P;(t+1) — P;(t)]. (30)

Instead of deleting all the q?ez (t + 1) VNFs immediately, we
first set their states to “waiting” with a waiting time threshold
(denoted by threholdﬁime), so as to cache them for a period of
time. In this state, these VNFs will consume very little resource.
Then, if the redundant VINFs are needed again, their states will be
setto “running” from “waiting” and the threhol d;ime isignored.
Otherwise, the corresponding VNF will be deleted. Apart from
reducing the cost, this dynamic VNF state switching strategy can
also reduce the service delay, because the new VNF deployment
also consumes time.

V. PERFORMANCE EVALUATION
A. Setup

The experiments are carried out using the Python language on
a high-performance server PowerEdge R740 with the Ubuntu
18.04 with kernel 5.15.0. We create five Virtual Machines (VM)
to simulate the server cluster environment, where one VM is
used as the master node to execute the algorithm and the rest four
VMs are used as working nodes to provide physical resources. In
particular, Kubernetes v1.25.2 [36], [37] with docker v20.10.23
is deployed as the service provisioning kernel on the master
node and Python 3.8 is used to host the traffic prediction model.
The experimental section of the paper is based on the CERNET
backbone network.

Taking the practical scenarios into consideration, we set the
number of VNF types to 15, which can almost cover all the
common network function requirements in real-world scenar-
ios, which include the Firewall, Deep Packet Inspector (DPI),
Intrusion Detection System (IDS), Intrusion Prevention System
(IPS), Network Address Translation (NAT), Domain Name Sys-
tem (DNS), Broadband Network Gateway (BNG), Web Proxy
(WP), 4K/8K video server, Content Delivery Network (CDN),
IP Multimedia Subsystem (IMS), coding and decoding server,
Load Balancer (LB), Dynamic Host Configuration Protocol
(DHCP) server and OpenVSwitch (OVS). We use these VNF
as individual service instead of SFC. Since each VNF is im-
plemented in a container, we set the required memory and
CPU to [1, 200]M and [1, 200]MHz respectively, following
the uniform distribution, where the number of VNF that may
increase or decrease with the rate that is set between [0.5, 3]
following the uniform distribution. As for each of the VNF
constituted service funtion chains, it demands the CPU resource
between [1, 40]MHz following the uniform distribution and the
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TABLE II
PARAMETERS

Parameter Distribution Value
number of VNF types none 15
memory required to uniform
instantiate a VNF distribution (1,200]M
CPU required to instantiate a uniform
VNF distribution [1.200)MHz
. o uniform
VNF increase/decrease rate distribution [0.5,3]
CPU required per service Ium.forr.n [1,40]MHz
request distribution
bandwidth required per uniform
service request distribution [1,301Mbps
. . . 50 requests per
service request generation poisson b ;
. S 100 time units
time distribution
(mean)
service life cvcle exponential 1000 time units
: Y distribution (mean)
maximum tolerable delay none 1000 time units
node CPU none 32GHz
node memory none 64GB

bandwidth resource between [1, 30]Mbps following the uniform
distribution as well. The service requests are generated following
the Possion distribution with a mean speed of 50 requests per
100 time units. Besides, the life cycle of each service follows an
exponential distribution with a mean value of 1000 time units.
The maximum tolerable delay of each service is set to 1000 time
units. Finally, the CPU resource of each node is set to 32GHz and
the memory resource is set to 64G. These important parameters
are summarized and shown in Table II.

B. Benchmarks and Metrics

In order to verify the performance of our work, we select
1) LSTM, CNN-LSTM, Bi-LSTM to compare with the de-
signed GRU prediction model; 2) two state-of-the-art methods
to compare with the proposed VNF auto-scaling and deployment
mechanism, which are the one proposed by Takaya et al. [34]
(Threshold-based VNF elastic deployment mechanism, TVD)
and the one proposed by Tang et al. [19] (Dynamic network
function instance scaling mechanism based on traffic forecasting
and VNF Placement, DTVP). In particular, the first one is a
reactive VNF scaling method which will execute the scaling
operation only when detecting the situation which the load
threshold is exceeded. On the other hand, the second one uses
a sliding window linear regression model taking the historical
traffic data as input. This regression model fits the historical
traffic data to generate a linear equation, which is then used to
predict future traffic trends. Additionally, to ensure high service
availability, DTVP accounts for prediction errors by incorporat-
ing a standard deviation adjustment factor based on recent traffic
fluctuations and calculating an upper bound for traffic forecasts.
This approach not only adapts to dynamic traffic changes, but
also optimizes resource utilization while maintaining service
quality. For simplicity, the proposed method is referred to as the
Prediction-based VNF Auto-Scaling (PVAS).
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The performance metrics include 1) the Root Mean Square
Error (RMSE) and the training time for prediction performance
comparison; 2) the average network utilization, CPU utilization,
delay, VNF load strength, service acceptance rate, and number
of active VNFs for network performance comparison.

C. Results

1) Prediction Results: We first evaluate the performance of
the proposed traffic prediction model and the corresponding
results are shown in Figs. 5 and 6. In particular, Fig. 5 provides
the results of RMSE and the training time with 50 epochs against
different sizes of sliding windows. Apparently, it is easy to
note that 1) the RMSE increases first and then decreases for
the two prediction models,it is because initially, due to the
increase in window size, the model is able to see longer historical
information, resulting in a decrease in RMSE. However, as the
window size continues to increase, it may introduce too much
redundant information during training, which can interfere with
the model, and so the sliding window size for achieving the best
RMSE is the turning point, that is, 20; 2) the training time per
epoch grows with the increase of the sliding window size; 3)
PVAS-GRU outperforms LSTM in terms of both the RMSE and
the training time. 4) Although CNN-LSTM has a faster training
time compared to GRU, both of them could be accepted in our
actual demand, besides, its RMSE (Root Mean Square Error) is
higher than GRU, which is more important in our experiment.
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Fig. 7. Overall cost.

As for Bi-LSTM, it has a low RMSE, but its training time is
too long to meet the requirement of early deployment in this
experiment. Therefore, it is also not applicable.

Generally, the time spent on training the prediction model
increases with the increase of the sliding window size, because
the larger the sliding window, the more data will be used to
train the model and the longer the training time. In addition,
observing the training time in detail, we can notice that it
increases linearly before the sliding window size exceeds 20
and then the increasing trend becomes slow after that. It has two
main reasons. 1) As training progresses, the model may start to
converge, meaning that the updates to the model’s parameters
become smaller. This can result in a slowdown in the rate of
increase of training time, as fewer computational resources are
needed for fine-tuning. 2) Larger windows may contain more
data redundancy, which could reduce the model’s need to learn
new information. This can lead to a decreased rate of growth in
training time, as the model becomes more efficient at handling
the increased data volume without significant additional com-
putational effort. Now, combined with the conclusion that the
best RMSE is achieved when the sliding window size is 20, we
set the size of the sliding window to 20 for the rest experiments
in this work.

For the results in Fig. 6, they are achieved based on the
normalized network traffic data. In particular, there are three
lines that indicate the actual network traffic and the predicted
traffic with 1 and 50 epoch-training respectively. From this
figure, we can see that the predicted traffic with 50 epoch
training is relatively closer to the actual network traffic. More
specifically, we calculate the similarity between the real traffic
and the predicted one according to the cosine similarity theory
Wﬁ‘b\\’ which actually reflects the prediction accuracy, that is,
99.6% with 50 epochs and 98.7% with 1 epoch. In this case,
we can see that there are still improvement from 1 epoch to 50
epochs. By comparing the quantified data, the predicted traffic
achieved by the model with 50-epoch training is much more
similar to the real traffic, which means that the 50-epoch training
based prediction model has a higher prediction accuracy.

Moreover, let’s review the results in Fig. 6, we can notice that
the predicted traffic of PVAS-50 epoch is exactly the same as
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the practical traffic at the times of 2, 3, 6,7, 8, 10, 17, 18, 20 and
22. Meanwhile, the predicted traffic of PVAS-50 epochs at other
times also approaches the real traffic. In this case, we observe
that the prediction accuracy will not increase greatly when the
number epoch exceeds 50, but the training time still increases.
Therefore, the training epochs are set to 50.

2) Performance Results: Now, based on the setting of the
sliding window size and the training epoch, we use the webbench
tool [38] to inject real service traffic into the network, which
follows the Possion distribution. As explained, the overall cost
consists of the VNF deployment cost, maintenance cost and
the penalty cost and the corresponding weights for the three
sub-costs are 1, j12, 3 respectively. Then, we change their
weights to provide four testing cases, that is, casel, p; =
0.1, 2 = 0.1, 3 = 0.8; case2, pug = 0.1, uo = 0.8, 3 = 0.1;
case3, p; = 0.8, o = 0.1, ug = 0.1; case4, p; ~ 0.33, pg =~
0.33, i3 ~= 0.33.

The overall cost achieved under the four cases are shown in
Fig. 7, where we can see that 1) the cost does not increase or
decrease linearly, but follows the Possion distribution, which
is in accordance with the injected real traffic, so that this can
reflect the correctness of our experiments in a certain extent; 2)
given the same weight setting, the proposed method achieves
lower cost in any case; 3) the average cost achieved by different
methods is the lowest at case2, which means that the weight for
the maintenance cost is higher and this is exactly in accordance
with the practical situation.

In order to clearly observe the cost, we further show the details
in Fig. 8, where Fig. 8(a) summarizes the average cost in four
cases and Fig. 8(b) shows the detailed cost of D, IF, U. For the
average results, we can see that 1) the proposed method has
the lowest cost in the four cases; 2) the proposed method has
very lower D, U and relatively higher IF, which is due to the
case that the dynamic VNF state switching mechanism in this
work allows us to significantly reduce the deployment cost and
penalty cost with only a small increase in maintenance cost; 3)
the reduction of D, U achieved by PVAS is far more larger than
the increase of IF achieved by PVAS. Therefore, taking the above
into consideration, PVAS achieves the best performance in terms
of reducing the overall cost.

Next, we evaluate the service acceptance rate as well as the
number of active VNFs used to serve the traffic. The correspond-
ing results are summarized and shown in Fig. 9, where Fig. 9(a)
calculates the real-time service acceptance rate; Fig. 9(b) shows
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Fig. 9. Service acceptance rate and active VNFs.

the number of active VNFs that are used to carry these service
requests at the same time; and Fig. 9(c) shows the corresponding
traffic trend. From the overall perspective, we can see that the
service acceptance rate is on the opposite against the traffic
amount, while the number of active VNFs is proportional to the
amount of traffic. This is reasonable, because on one hand, more
traffic means the network is in a congestion situation, which
naturally prevents from accepting more services. On the other
hand, more traffic means that more VNF would be created to
support such demands.

Specifically, for the results in Fig. 9(a), it is easy to note that
the proposed method has the highest service acceptance rate.
Meanwhile, the proposed method keeps a stable and high service
acceptance rate which is almost 98%. Comparatively, the other
two benchmarks achieve about 80% (DTVP) and 60% (TVD)
service acceptance rates on average. Such a difference is due
to the response strategy provided by the three methods. On one
hand, the proposed PVAS has a very high prediction accuracy
and can provide the future traffic trend along the time, so that
we can deploy the required VNFs in the correct place in advance
in a very fine-grained way. However, for TVD, it can only react
when the traffic load exceeds the threshold. As for DTVP, it
predicts the average future traffic load which is actually a value
and may not be able to reflect the details at any time in the future.
In contrast, the neural network approach used in this paper can
achieve a higher resolution by adjusting the parameter T. In
addition, compared with the other two methods, we build the
system that can provide the proposed method with continuous
and updated data to learn and evolve in the long run. This is also
a very critical factor for the proposed method to achieve a higher
service acceptance rate.

In addition, let’s see the results of the active VNFs in Fig. 9(b),
where we can observe a similar trend as shown in Fig. 9(a).
Actually, the number of active VNFs can reflect the deployment
cost to a certain extent, because the more active VNFs, the higher
the deployment cost would be. During the time of [0,500], the
network traffic load is small (resource is enough), so the three
methods need almost the same VNFs to provide services. How-
ever, with the increase of traffic load between the time of [500,
1700], the number of active VNFs deployed by the three methods
becomes different. First, for DTVP, we can see that it creates a
lot of active VNFs compared with TVD and PVAS. Despite this,
DTVP does not take the VNF load balance into consideration,

so the service rejection would also happen especially when the
network load becomes high. On the other hand, the proposed
method is quite suitable for processing service requests in such
ahigh load environment, so that it can accept the arriving service
requests using a small number of active VNFs. During the time
of [1700,3500], the network traffic load begins to decrease and
we can see that the number of active VNFs deployed by the two
prediction-based method (i.e., PVAS and DTVP) also decreases,
while TVD still remains stable. When the time exceeds 4000, the
number of active VNFs deployed by PVAS and DTVP increases
obviously, because they need more VNFs to carry the upcoming
traffic. Although PVAS and DTVP can both adapt to the network
load, it is easy to note that PVAS can fulfill this target with less
number of active VNFs.

Next, we evaluate the average traffic rate (i.e., throughput),
CPU utilization, average delay and average VNF load against
different numbers of service requests in Fig. 10, where Fig. 10(a)
shows the average traffic rate, Fig. 10(b) shows the CPU utiliza-
tion, Fig. 10(c) shows the average delay and Fig. 10(d) shows
the VNF load. Let’s first look at the average traffic rate in 10(a),
we can see that PVAS achieves a higher traffic rates than TVD
and DTVP. Apparently, different numbers of service requests
have different impacts on the average traffic rate. In particular,
when the number of parallel requests reaches 3500, the average
traffic rate of PVAS approaches 500 Mbps, while TVD achieves
445 Mbps and DTVP achieves 460 Mbps. Although PVAS and
DTVP are both prediction-based proactive auto-scaling meth-
ods, DTVP predicts the average traffic rate in the future, which
may not be applied to the situation of large-scale service requests
(e.g., over 4000 requests). Besides, PVAS also introduces the
dynamic VNF state switching strategy to optimize the VNF
utilization and accept more requests. Thus, PVAS improves the
average traffic rate by about 5.64%"8.41% than DTVP and about
9.84%~18.49% than TVD.

For the CPU utilization in Fig. 10(b), the higher the better,
since it means less time to complete a task. By calculation,
the average CPU achieved by the three methods are 43.967%
(PVAS), 37.998% (TVD) and 40.554% (DTVP). Obviously,
PVAS has the highest CPU utilization and it achieves about
14.23%~16%, 7.57%~9.95% higher CPU utilization than TVD
and DTVP respectively.

In Fig. 10(c) and (d), it is clearly that average delay is increas-
ing first until the number of requests reach a threshold individual
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for three chosen algorithms, and decreasing until reaching a
more or less stable point, which is in the contrast for average
VNF load. This is because when the number of request streams
increases, the three algorithms will automatically scale up the
service VNFs to meet the demand of the request streams. As a
result, initially, when the number of request streams is not large,
the latency increases as the number of request streams grows.
However, when the number of request streams exceeds a certain
threshold, due to the scaling of the VNFs, both the latency and
the load on the VNFs actually decrease as the number of request
streams continues to increase.

For the average delay in Fig. 10(c), three types of algorithm
used in the experiments PVAS still outperforms the other meth-
ods. Another phenomenon is that the delay advantage achieved
by PVAS becomes bigger when the number of requests in-
creases. For example, when the number of requests is 1000, the
average delay of PVAS, DTVP and TVD are 5.07 ms, 5.06 ms
and 5.5 ms respectively, so the delay gap may be [0,0.43] ms.
However, when the number of service requests is 4000, the aver-
age delay of PVAS, DTVP and TVD are about 4.15 ms, 5.2 ms
and 6 ms respectively, so that the delay gap becomes [1.05, 1.85]
ms. For the average VNF load in Fig. 10(d), PVAS achieves the
largest VNF load. Reviewing the results in Fig. 10(b), we are
aware that PVAS has a smaller number of active VNFs. Jointly
taking the two conditions into consideration, we can come to
the conclusion that PVAS can maximize the VNF utilization to
carry more traffic with fewer VNFs.

Lastly, we inject a short-term burst of traffic into the network
to observe how PVAS, TVD and DTVP respond. The corre-
sponding results are summarized in Fig. 11, where Fig. 11(a) and
(b) include the relation between number of Pods, CPU utilization
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and time respectively In particular, several phenomena can be
observed: 1) the CPU utilization achieved by PVAS does not
exceed 100% during the burst time, while that of TVD and
DTVP both exceed 100% (i.e., 175% and 126%), which means
that PVAS balances the network, while TVD and DTVP make
the network overloaded when the traffic burst arrives. Besides,
the overload time caused by TVD is much longer. 2) PVAS and
DTVP can scale the number of pods in advance to adapt to the
network traffic load based on the prediction results. Taking TVD
as the example, since it is a threshold based reactive method, the
time when the CPU utilization exceeds 100% is exactly the time
that network overload occurs, that is, 1 minute 45 seconds after
the burst. Let’s see the data of PVAS and DTVP, we can see that
they both scale the number of pods at the time of 45 seconds
and 30 seconds after the burst. 3) PVAS scale the number of
pods to 13 for the rest burst time, so that PVAS can process this
traffic burst with 13 pods and the maximum CPU utilization
is 62%. However, DTVP needs 20 pods to carry this burst
and the maximum CPU utilization is 126%. From the above
observations, we can conclude that PVAS can adapt to the burst
traffic easily, which makes it performing better than the other
benchmarks.

VI. CONCLUSION
A. Summary

The rapid development of new network technology promotes
the explosion of diverse services, which directly results in the
exponential increase of heterogeneous traffic. Thus, we propose
a traffic prediction-based VNF auto-scaling and deployment
mechanism for provisioning flexible services and meeting the
needs of the dynamically changing environment. In particular,
the GRU model is applied in the proposed solution, so as to form
a closed-loop system among the traffic collection, GRU training
and prediction, policy execution over network with the accuracy
over 98%. Experimental results indicate that the proposed mech-
anism outperforms the other state-of-the-art methods. Despite
this, we should be aware that the prediction accuracy is achieved
under the virtual environment, where the container is used to
provide VNF constituted services and virtual machine is used
as the host. In addition, the shortest path algorithm is used to
chain the traffic along different VNFs without optimization,
which means that the traffic may take longer time to traverse
the corresponding VNFs along this path, thus leading to larger
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probability of failures and costs. Nevertheless, the routing path
optimization is not the main focus of this work. Hence, the
future work include exploring the potential performance of the
proposed solution in real-world scenarios especially with the
optimization of the traffic routing path.

B. Threats to Validity

However, in this study, we also recognize the existence of
factors that may threat the validity of the results. The first is
related to some I/O components within the architecture proposed
in this paper, if they are stateful services, they will have a sig-
nificant impact on end-to-end latency, such as the database that
appears in the architecture. In the experiment part of our paper,
we use stateful service since our huge amount of data. However,
if it could be replaced with some simpler stateless services on
the actual experimental platform, it will make the end-to-end
latency more stable. In addition to this, most of the VNFs used
in the experiment of this paper are homogeneous services at the
L2/L3 layer because of some practical factors, which may limit
the generalizability of the experimental results when applied to
more complex network environments that include different types
of VNFs. In future experiments, a variety of VNFs of different
types and levels should be used to enhance the generalizability
of the results as much as possible.

REFERENCES

[1] W.Jiang, B. Han, M. A. Habibi, and H. D. Schotten, “The road towards
6G: A comprehensive survey,” IEEE Open J. Commun. Soc., vol. 2,
pp- 334-366, 2021.

[2] B. Han, V. Gopalakrishnan, L. Ji, and S. Lee, “Network function virtu-
alization: Challenges and opportunities for innovations,” IEEE Commun.
Mag., vol. 53, no. 2, pp. 90-97, Feb. 2015.

[3] S.Yang, F.Li, S. Trajanovski, R. Yahyapour, and X. Fu, “Recent advances
of resource allocation in network function virtualization,” IEEE Trans.
Parallel Distrib. Syst., vol. 32, no. 2, pp. 295-314, Feb. 2021.

[4] Y. Wu, W. Zheng, Y. Zhang, and J. Li, “Reliability-aware VNF placement
using a probability based approach,” IEEE Trans. Netw. Service Manag.,
vol. 18, no. 3, pp. 2478-2491, Sep. 2021.

[5] H. Yu et al., “Octans: Optimal placement of service function chains in
many-core systems,” IEEE Trans. Parallel Distrib. Syst., vol. 32, no. 9,
pp. 2202-2215, Sep. 2021.

[6] S.Rahman, T. Ahmed, M. Huynh, M. Tornatore, and B. Mukherjee, “Auto-
scaling VNFs using machine learning to improve QoS and reduce cost,”
in Proc. IEEE Int. Conf. Commun., 2018, pp. 1-6.

[7]1 Y. Zhao et al., “Service function chain deployment for 5G delay sensitive
network slicing,” in Proc. Int. Wirel. Commun. Mobile Comput., 2021,
pp- 68-73.

[8] S. Qi et al., “Energy-efficient VNF deployment for graph-structured SFC
based on graph neural network and constrained deep reinforcement learn-
ing,” in Proc. 22nd Asia-Pacific Netw. Operations Manage. Symp., 2021,
pp. 348-353.

[9] J. Luo, J. Li, L. Jiao, and J. Cai, “On the effective parallelization and
near-optimal deployment of service function chains,” IEEE Trans. Parallel
Distrib. Syst., vol. 32, no. 5, pp. 1238-1255, May 2021.

[10] M. Wang, B. Cheng, S. Wang, and J. Chen, “Availability- and traffic-aware
placement of parallelized SFC in data center networks,” IEEE Trans. Netw.
Service Manag., vol. 18, no. 1, pp. 182-194, Mar. 2021.

[11] Z. Wang, J. Zhang, T. Huang, and Y. Liu, “Service function chain com-
position, placement and assignment in data centers,” IEEE Trans. Netw.
Service Manag., vol. 16, no. 4, pp. 1638-1650, Dec. 2019.

[12] L.Bondanetal., “FENDE: Marketplace-based distribution, execution, and

life cycle management of VNFs,” IEEE Commun. Mag., vol. 57, no. 1,

pp. 1319, Jan. 2019.

G. Xilouris et al., “T-NOVA: A marketplace for virtualized net-

work functions,” in Proc. IEEE Eur. Conf. Netw. Commun., 2014,

pp. 1-5.

[13]

IEEE TRANSACTIONS ON SERVICES COMPUTING, VOL. 17, NO. 5, SEPTEMBER/OCTOBER 2024

[14] S.Yang, F.Li, S. Trajanovski, X. Chen, Y. Wang, and X. Fu, “Delay-aware
virtual network function placement and routing in edge clouds,” IEEE
Trans. Mobile Comput., vol. 20, no. 2, pp. 445459, Feb. 2021.

Y. Yang, Q. Chen, and G. Zhao, P. Zhao, and L. Tang, “The stochastic-

learning-based deployment scheme for service function chain in access

network,” IEEE Access, vol. 6, pp. 5240652420, 2018.

[16] Y. Carlinet, E. Gourdin, and N. Perrot, “The Offline Virtual Network
Function Packing Problem,” in Proc. 24th Conf. Innov. Clouds Internet
Netw. Workshops, 2021, pp. 151-158.

[17] T. Lorido-Botran, J. Miguel-Alonso, and J. A. Lozano, “A review of auto-
scaling techniques for elastic applications in cloud environments,” J. Grid
Comput., vol. 12, pp. 559-592, 2014.

[18] P. Sun, J. Lan, J. Li, Z. Guo, and Y. Hu, “Combining deep reinforcement
learning with graph neural networks for optimal VNF placement,” [EEE
Commun. Lett., vol. 25, no. 1, pp. 176-180, Jan. 2021.

[19] H. Tang, D. Zhou, and D. Chen, “Dynamic network function instance
scaling based on traffic forecasting and VNF placement in operator data
centers,” IEEE Trans. Parallel Distrib. Syst., vol. 30, no. 3, pp. 530-543,
Mar. 2019.

[20] C. Sun, J. Bi, Z. Meng, T. Yang, X. Zhang, and H. Hu, “Enabling NFV
elasticity control with optimized flow migration,” IEEE J. Sel. Areas
Commun., vol. 36, no. 10, pp. 2288-2303, Oct. 2018.

[21] W. Ma, O. Sandoval, J. Beltran, D. Pan, and N. Pissinou, “Traffic aware
placement of interdependent NFV middleboxes,” in Proc. IEEE Conf.
Comput. Commun., 2017, pp. 1-9.

[22] H. Hawilo, M. Jammal, and A. Shami, “Network function virtualization-
aware orchestrator for service function chaining placement in the cloud,”
IEEE J. Sel. Areas Commun., vol. 37, no. 3, pp. 643-655, Mar. 2019.

[23] Z. Zaman, S. Rahman, and M. Naznin, “Novel approaches for VNF
requirement prediction using DNN and LSTM,” in Proc. IEEE Glob.
Commun. Conf., 2019, pp. 1-6.

[24] N. Seo et al., “Updating VNF deployment with scaling actions using

reinforcement algorithms,” in Proc. 23rd Asia-Pacific Netw. Operations

Manage. Symp., 2022, pp. 1-4.

S. Park, H. G. Kim, J. Hong, S. Lange, J. -H. Yoo, and J. W. -K. Hong,

“Machine learning-based optimal VNF deployment,” in Proc. 21st Asia-

Pacific Netw. Operations Manage. Symp., 2020, pp. 67-72.

[26] H. G. Kim et al., “Graph neural network—based virtual network function

deployment optimization,” Int. J. Netw. Manage., vol. 31, no. 6, 2021,

Art. no. e2164.

S. Lange, H. -G. Kim, S. -Y. Jeong, H. Choi, J. -H. Yoo, and J. W.

-K. Hong, “Predicting VNF deployment decisions under dynamically

changing network conditions,” in Proc. IEEE 15th Int. Conf. Netw. Service

Manage., 2019, pp. 1-9.

[28] R. Qiu et al., “Virtual network function deployment algorithm based on
graph convolution deep reinforcement learning,” J. Supercomput., vol. 79,
no. 6, pp. 6849-6870, 2023.

[29] H. Qu, K. Wang, and J. Zhao, “Reliable service function chain deployment
method based on deep reinforcement learning,” Sensors, vol. 21, no. 8,
2021, Art. no. 2733.

[30] J.Zhang, Y. Liu, Z.Li, and Y. Lu, “Forecast-assisted service function chain
dynamic deployment for SDN/NFV-enabled cloud management systems,”
IEEE Syst. J., vol. 17, no. 3, pp. 4371-4382, Sep. 2023.

[31] N. He et al., “Leveraging deep reinforcement learning with attention

mechanism for virtual network function placement and routing,” /EEE

Trans. Parallel Distrib. Syst., vol. 34, no. 4, pp. 1186-1201, Apr. 2023.

K. Zhang et al., “Towards deploying SFC with parallelized VNFs under

resource demand uncertainty in mobile edge computing,” J. King Saud

Univ.-Comput. Inf. Sci., vol. 35, 2023, Art. no. 101619.

[33] Google Kubernetes, 2014. [Online]. Available: https://kubernetes.io/docs/

[34] T.Miyazawa, H. Harai, Y. Yokota, and Y. Naruse, “Sparse regression model
to predict a server load for dynamic adjustments of server resources,” in
Proc. 22nd Conf. Innov. Clouds Internet Netw. Workshops, 2019, pp. 249—
256.

[35] H.Xuan, S. Wei, Y. Feng, D. Liu, and Y. Li, “Bi-level programming model
and algorithm for VNF deployment with data centers placement,” I[EEE
Access, vol. 7, pp. 185760-185772, 2019.

[36] M. Barletta et al., “Criticality-aware monitoring and orchestration for
containerized industry 4.0 environments,” ACM Trans. Embedded Comput.
Syst., vol. 23, no. 1, pp. 1-28, 2024.

[37] M. Barletta, M. Cinque, L. De Simone, and R. Della Corte, “Introducing
k4. Os: A model for mixed-criticality container orchestration in industry
4.0,” in Proc. IEEE Int. Conf. Dependable Autonomic Secure Comput.-
Int. Conf. Pervasive Intell. Comput.- Int. Conf. Cloud Big Data Comput.-
Int. Conf. Cyber Sci. Technol. Congr., 2022, pp. 1-6.

[38] WebBench, 1997. [Online]. Available: https://github.com/EZLippi/
WebBench

[15]

[25]

[27]

[32]

Authorized licensed use limited to: Northeastern University. Downloaded on March 20,2025 at 01:40:14 UTC from IEEE Xplore. Restrictions apply.


https://kubernetes.io/docs/
https://github.com/EZLippi/WebBench
https://github.com/EZLippi/WebBench

YT et al.: TRAFFIC PREDICTION-BASED VNF AUTO-SCALING AND DEPLOYMENT MECHANISM

Bo Yi (Member, IEEE) is currently a lecturer of com-
puter science and engineering with Northeastern Uni-
versity of China. His research interests include service
computing, routing, virtualization, cloud computing
in SDN, NFV, DetNet, etc. He has authored and
coauthored more than 20 journal and conference ar-
ticles on IEEE Transactions on Cloud Computing,
IEEE Communications Letter, IEEE Access, Com-
puter Networks, etc. He is currently the reviewer
of IEEE Communications Survey & Tutorial, Com-
munications Letter, Computer Networks, Journal of
Network and Computer Applications, etc.

-

Jiacheng Wang is currently working toward the
master’s degree under the guidance of Yi Bo from
Northeastern University of China. His main research
field is service optimization in containers and GPU
virtualization.

Qiang He received the PhD degree in computer ap-
plication technology from Northeastern University,
Shenyang, China, in 2020. From 2018 to 2019, he was
a visiting PhD researcher with the School of Com-
puter Science and Technology, Nanyang Technical
University, Singapore. He has authored or coauthored
more than ten journal articles and conference papers.
His research interests include social network analytic,
machine learning, data mining, and software defined
networking.

Xingwei Wang received the BS, MS, and PhD
degrees in computer science in 1989, 1992, and
1998, respectively from the Northeastern University,
Shenyang, China, where he is currently a professor
with the College of Computer Science and Engineer-
ing. His research interests include cloud computing
and future Internet, etc. He has published more than
100 journal articles, books and book chapters, and
refereed conference papers. He has received several
best paper awards.

2973

Min Huang received the BS degree in automatic
instrument, in 1990, MS degree in systems engineer-
ing, in 1993, and the PhD degree in control, in 1999
theory from the Northeastern University, Shenyang,
China, where she is currently a professor with the
College of Information Science and Engineering. Her
research interests include modeling and optimization
for logistics and supply chain system, etc. She has
published more than 100 journal articles, books, and
refereed conference papers.

Sajal k. Das (Fellow, IEEE) is the chair of Computer
Science Department and Daniel St. Clair Endowed
chair with the Missouri University of Science and
Technology, Rolla. During 2008-2011, he served
the US National Science Foundation as a program
director with the Division of Computer Networks
and Systems. His current research interests include
wireless and sensor networks. He published more
than 600 research articles in high quality journals
and refereed conference proceedings. He received ten
Best Paper Awards in prestigious conferences such as
ACM MobiCom99, IEEE PerCom06 and IEEE SmrtGridComm12. He serves
as the founding editor-in-chief of the Pervasive and Mobile Computing journal,
and as associate editor of IEEE Transactions on Mobile Computing, ACM
Transactions on Sensor Networks, and several others.

Keqin Li (Fellow, IEEE) is a SUNY distinguished
professor of computer science with the State Univer-
sity of New York. He is also a National distinguished
professor with Hunan University, China. His current
research interests include cloud computing, fog com-
puting and mobile edge computing, energy-efficient
computing and communication, embedded systems
and cyberphysical systems, heterogeneous comput-
ing systems, Big Data computing, high-performance
computing, CPU-GPU hybrid and cooperative com-
puting, computer architectures and systems, com-
puter networking, machine learning, intelligent and soft computing. He has au-
thored or coauthored more than 840 journal articles, book chapters, and refereed
conference papers, and has received several best paper awards. He is currently
an associate editor of the ACM Computing Surveys and the CCF Transactions
on High Performance Computing. He has served on the editorial boards of
IEEE Transactions on Parallel and Distributed Systems, IEEE Transactions
on Computers, IEEE Transactions on Cloud Computing, IEEE Transactions on
Services Computing, and IEEE Transactions on Sustainable Computing.

Authorized licensed use limited to: Northeastern University. Downloaded on March 20,2025 at 01:40:14 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


