TCP connection termination

The termination of a TCP connection can be initiated from either side (client or server).
This is accomplished by sending an F flag. The F flag, similar to S flag, consumes one
sequence number (think of it as a byte, even though there is no data attached to the flag
bit). The F flag from a host, say A, is telling the other side, B, that A has finished
sending data. At this point we have a half-closed TCP connection-one side has finished
sending data, but the other side may still send data. B can continue to send data to A, and
A can send ACKSs of the data. When B is finished sending data, it issues an F flag, which
A will acknowledge, leading to connection closure. Basically four exchanges are
involved in a connection termination as shown below:
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Ack of F
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Ack of F

Note that data can accompany a TCP header with an F flag — only a TCP header that
carries an S flag is not supposed to carry any data.




Here is a more complicated example of a TCP connection termination exchange.

211; Seq=90222, 64 bytes data

P, A flags; Ack=90223, Seq=3211, 100 bytes
P, A, flags; Ack=90223, Seq=3311, 60 bytes

A flag; Ack=3371, Seq=90223
P, F, A flags; Ack=90223, Seq=3371, 40 bytes

A flag; Ack=3412, 8eq=90223

|




Here is an edited tcpdump of a connection establishment and connection termination
session — the figure below summarizes the exchanges

12:13:53.425643 192.168.0.101.36604 > isolde.ssh: F
1538277632:1538277632(0) ack 3605207797 win 10336
<nop,nop,timestamp 239398040[ltcp]> (DF) [tos 0x10]

4510 0034 dfa8 4000 4006 0806 c0a8 0065
898c 086¢ 8efc 0016 5bb0 4100 d6e3 1afs

000 0000 0001 0001)0010 1000 0110 0000
64d 0000 0101 080a Ocd4 ec98

48ce
UARPQqQF
12:13:53.473493 isolde.ssh > Offset Reserved §

192.168.0.101.36604: F 3605207797:3605207797(0) ack 1538277633
win 86 <nop,nop,timestamp 1221473268[ltcp]> (DF)

4500 0034 £993 4000 3006 fe2a 898c 086¢
c0a8 0065 0016 8efc d6e3 1af5 5bb0 4101

(80110056824 0000 0101 080a 48ce 3314 1000 0000 ooooo 0000 0101 0110
Oedd

12:13:53.473548 192.168.0.101.36604 > isolde.ssh: . ack 3605207798
win 10336 <nop,nop,timestamp 239398045[ltcp]> (DF) [tos 0x10]

4510 0034 dfa9 4000 4006 0805 c0a8 0065
898c 086¢ 8efc 0016 Sbb0 4101 d6e3 1af6
8010 2860 6615 0000 0101 080a Oed4 ec9d
48ce
A B
A, F Flags, Ack#=3605207797, Seq#=1538277632
This contains ACK of F from A, as well as
the F from B. Notice that ACK # is
/ 1538277633, because F from A took up 1

sequence number
A, F Flags, Ack#=1538277633, Seq#=3605207797

Ack#=3605207798 Seq#=1538277633




