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Foreword

Embedded systems are widely used in many consumer electronics, entertainment de-
vices, home appliances, industrial equipment, medical instruments, military weapons,
and research facilities. They are extensively used in application areas such as
aerospace control systems, automobile industry, banking and finance, robotic sys-
tems, security and telecommunication, and traffic control.

Modern automobiles are typical safety-critical embedded systems, and develop-
ment of self-driving systems is one of the hottest research areas in recent years. Mean-
while, the continuous advancement of embedded systems brings new functional safety
requirements and design challenges. In recent years, some organizations have issued
individual functional safety standards related to embedded systems, and the relevant
functional safety research is gradually applied to practical applications. However, the
functional safety assurance for embedded systems is a complex process, especially for
parallel applications in distributed environments. There is an urgent need to design
functional safety assurance techniques from the perspective of computing technology,
thereby coping with respective characteristics and challenges of distributed embedded
systems. The publication of this book satisfies this need in a timely manner.

The book introduces the functional safety standards related to embedded systems.
It presents the design methods of functional safety assurance (including functional
safety verification, enhancement, and validation), safety-aware hardware cost opti-
mization, and safety-aware development cost optimization for embedded systems.
The book combines the practical example of automotive embedded systems with the
proposed functional safety design methods.

The book proposes various algorithms about functional safety assurance and
safety-aware cost optimization for parallel applications of embedded systems. The
book is rich in content and detailed in diagrams. A unique and effective feature of
the book is to use appropriate motivational examples to clearly explain each proposed
algorithm for the purpose of easier understanding. This book contains not only the
basic knowledge and information, but also the latest research progress on the theory
and methods of functional safety for embedded systems.

This book is the joint effort and endeavor of five scholars who have published
very extensively in the fields of embedded computing, high-performance computing,
embedded systems, and cyber-physical systems in the past few years. They are un-
doubtedly leading experts in the fields of embedded computing and high-performance
computing. Their distinction and dedication make the book an important addition
to the research community. The book is truly a significant contribution to the field
of functional safety for embedded systems.
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Finally, I would like to congratulate the authors for their solid work, and I look
forward to seeing the book published.

Weimin Zheng

Member of the Chinese Academy of Engineering
Tsinghua University

Beijing, China



Preface

MOTIVATION OF THE BOOK

Ensuring functional safety is always a precondition in the realization of various em-
bedded systems. However, the functional safety design of the system is challenged
by multiple factors. Taking the automotive embedded system as an example, the
complexity of the new generation automotive electrical and electronic (E/E) archi-
tecture, the continuous release and update of automotive functional safety standards,
the publish of new AUTOSAR adaptive platform standard, and the increase in dif-
ferent kinds of costs bring challenges to functional safety design. Automotive systems
are safety-critical embedded systems, consequences will be serious if functional safety
cannot be guaranteed. Therefore, automobile manufacturers attach great importance
to functional safety. In addition, the automobile industry is a cost-sensitive indus-
try, so it is necessary to optimize costs while ensuring safety. This book uses the
automotive embedded system as an example to introduce functional safety assurance
and safety-aware cost optimization. The functional safety assurance integrates safety
verification, enhancement, and validation. The safety-aware cost optimization divides
cost types in terms of the essential differences of various costs in system design. The
motivation of this book is to provide our recent research results on the aforementioned
topics in recent years.

SUMMARY OF CONTENTS

Chapter 1 introduces functional safety for embedded systems. Most embedded sys-
tems are safety-critical systems, that must meet reliability and response time re-
quirements simultaneously. This chapter takes the automotive embedded system as
an example to introduce the functional design methods for ensuring functional safety,
including functional safety verification, enhancement, and validation. The automotive
industry is a cost-sensitive industry, and safety-aware cost optimization is a beneficial
supplement to improve system design. Therefore, this chapter analyzes the necessi-
ties and challenges of hardware cost optimization and development cost optimization.
Finally, this chapter lists the outline of this book.

Chapter 2 proposes a fast functional safety verification(FFSV) technique for paral-
lel applications of embedded systems. First, this chapter presents the FFSV1 method
to find the solution with the minimum response time under the reliability require-
ment. Second, this chapter presents the FFSV2 method to find the solution with
the maximum reliability under the response time requirement. Finally, this chapter
combines FFSV1 and FFSV2 to create the union FFSV (UFFSV). UFFSV is a fast
heuristic method, and it can shorten the application’s development lifecycle.

Xiii
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Chapter 3 studies functional safety enhancement techniques for parallel
applications of embedded systems. This chapter presents forward safety enhance-
ment(FFSE), repeated backward functional safety enhancement(RBFSE), and
repeated FSE(RFFSE) algorithms to enhance the reliability values for a parallel
application on automotive embedded systems. Considering that RBSE and RFSE
could be invoked repeatedly until reaching a stable safety value, we propose the sta-
ble stopping-based safety enhancement (SSFSE) approach by combining the above
algorithms. SSSE enhances the safety by using a stable stopping approach on the
basis of the forward-and-backward recovery through primary-backup repetition.

Chapter 4 focuses on functional safety validation for parallel applications of em-
bedded systems, this chapter proposes two effective reliability validation approaches,
geometric mean-based non-fault-tolerant reliability pre-assignment (GMNRA) and
geometric mean-based fault-tolerant reliability pre-assignment(GMFRA), for an au-
tomotive application based on geometric mean. These two approaches are used for
the mechanisms of non-fault-tolerance and fault-tolerance, respectively.

Chapter 5 designs two hardware cost optimization methods. The first method
proposes the progressive hardware cost optimization (PHCO), enhanced PHCO
(EPHCO), and simplified EPHCO (SEPHCO) algorithms step by step for a dis-
tributed application while ensuring the functional safety requirement. The second
approach proposes the cost-effectiveness-driven hardware cost optimization algorithm
(CEHCO) for a distributed application while meeting the functional safety require-
ment.

Chapter 6 solves the problem of development cost optimization for an end-to-
end embedded system function under ensuring the functional safety requirements
based on the automotive safety integrity level (ASIL) decomposition defined in ISO
26262. First, this chapter proposes two heuristic algorithms, reliability calculation of
scheme(RCS) and minimum development cost with reliability requirement(MDCRR)
for parallel applications on distributed embedded systems. Second, this chapter
presents FRA and DRA algorithms considering reliability and real-time requirements
for real-time parallel applications on distributed embedded systems.

Chapter 7 summarizes the book and mentions future research.

AUDIENCE AND READERSHIP

This book should be a useful reference for researchers, engineers, and practitioners in-
terested in embedded systems, Cyber-Physical Systems(CPSs), and functional safety
of automotive embedded systems. This book can be used as a supplement to the
advanced undergraduate or graduate courses of embedded computing, distributed
computing, and CPSs in computer science, computing engineering, and electrical
engineering. By reading this book, postgraduates and doctoral students will be fa-
miliar with the functional safety attributes of embedded systems, learn functional
safety assurance and cost optimization algorithms, and find inspiration for their own
research.
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