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Abstract—The searchable encryption (SE) is a particular case
of structured encryption, which has been intensively researched
in the secure cloud storage system. By constructing a structured
secure index, such as encrypted multimaps (EMMs), encrypted
inverted index (EII), etc., SE can achieve efficient keyword search
over the encrypted data set. However, existing SE constructions
do not take search permissions into consideration, resulting in the
lack of a mechanism of the data access control, which may not
be suitable for Industrial Internet of Things (IIoT) applications,
since an integrated industrial system contains all kinds of data
with rigorous access permissions. In this article, we construct an
attribute-based SE (ABSE) construction for a cloud-assisted IIoT
application scenario. By designing the novel access policy-based
structured secure index and the attribute-based search token,
our construction achieves fine-grained keyword search privilege
control over encrypted IIoT data as well as the same search
complexity as the traditional SE. To the best of our knowledge,
this is the first ABSE construction. We provide the correctness
and security proofs for our construction. Experimental evaluation
results in a real-world data set show the correctness and the
practical search efficiency of the proposed ABSE.

Index Terms—Attribute-based encryption (ABE), cloud-
assisted Industrial Internet of Things (IIoT), searchable encryp-
tion (SE), secure index.

I. INTRODUCTION

NOWADAYS, Industrial Internet of Things (IIoT) is
playing an increasingly significant role in industry

4.0 [1]. By connecting a larger number of physical objects in
industrial systems, including sensors, intelligent meters, RFID
tags, and other intelligent terminal devices, IIoT can realize
remote monitoring and management in modern industrial sec-
tors [2], which has become an infrastructure to develop a
smart, automatical, and sustainable modern industrial system.
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Data is the vitally important assets for modern industrial
systems. How to store and manage massive industrial data
from IIoT day by day is an urgent need to resolve for industrial
participants. Just under such a background, the cloud-assisted
IIoT architecture emerges. By uploading the data via IoT gate-
ways, enterprises can greatly reduce the local IT investments
as well as enjoy the advantages of cloud computing, such as
on-demand resource allocation, low cost, etc. However, the
data outsourcing paradigm of cloud computing gives rise to a
worrisome problem, i.e., the data security, since the outsourced
data is no longer within the trust domain of data providers [3].
Encrypting data and storing ciphertexts at the cloud server can
effectively mitigate risks of data leakage [4]. However, tradi-
tional encryption makes data retrieving for a data user a very
challenging issue [5]. Though every time the data user can
download all encrypted data and then decrypt them locally
to pick up the goal data he is interested in, it is obviously
impractical in the real-world application due to the expensive
communication and computation costs.

The researchers rose to the challenge by proposing search-
able encryption (SE) primitive, which enables a server to
execute data searching over the structured secure index via
a search token. Song et al. [6] presented the first practical SE
scheme. Subsequent research refined the search complexity,
security, and dynamics [7], [8], [9], [10]. Since SE focuses
on the structured secure index, such as encrypted inverted
index (EII) [7], encrypted multimaps (EMMs) [11], X-Set [12],
etc., it is a particular case of structured encryption [13].
However, existing SE constructions do not take search permis-
sions of a data user into consideration, resulting in the lack
of the mechanism of the access control to encrypted data. A
data user possesses unlimited search capabilities and can sub-
mit any search keyword to retrieve data he is interested in.
The SE without the access control mechanism may not be
suitable for IIoT applications, since an integrated industrial
system contains all kinds of data with rigorous access permis-
sions. For example, technical drawings cannot be accessed by
a worker or even CFO, and CTO is not usually allowed to
obtain financial statements.

By leveraging the attribute-based encryption (ABE) [14]
primitive, recently proposed attribute-based keyword search
(ABKS) techniques [15], [16], [17], [18], [19] can simultane-
ously achieve fine-grained search privilege control and textual
matching between two encrypted keywords. In those schemes,
a keyword is encrypted under an access policy and a query is
encrypted using a set of attributes. If the attribute set first satis-
fies the access policy and then the keyword is textually equal to
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Fig. 1. Naive application of existing ABKS schemes.

the query, those schemes return TURE. We call the former pro-
cess search authorization and the latter process keyword text
match. Unfortunately, all existing ABKS schemes only explore
an attribute-based match approach between two encrypted
keywords and lack a structured secure index over real data set
to support practical search efficiency. Therefore, those ABKS
schemes are intrinsically not SE without the structured index.
A naive application of existing ABKS schemes over a real
data set is shown Fig. 1. Assume that there are n data files
that contain a keyword w, generally, they are represented as a
form of keyword–file pairs (w, f1), . . . , (w, fn) in the SE. The
data provider specifies an access policy according to w’s search
permission, and in each pair, the keyword w is, respectively,
encrypted under the access policy. A query keyword w with
a set of attributes satisfying the access policy can obtain data
files f1, . . . , fn by linearly matching encrypted keyword–file
pairs. As a result, the time-consuming pairing and exponentia-
tion operations in ABKS schemes are naturally proportional to
the number of search results, which will result in a high search
complexity O(n), especially, when n is large. We test the
ABKS scheme in [15], when setting the number of attributes
to be 12 and the number of search results to be 1000, the
search time needs about 160 s.

Therefore, our goal is to develop a truly practical attribute-
based SE (ABSE) with search complexity O(1) for real-world
IIoT application. We achieve this goal by designing the access
policy-based structured secure index for encrypted data set and
the attribute-based search token for a query keyword, which
can guarantee that the time-consuming ABKS is performed at
most once regardless of the sizes of keywords and data files.

Contributions: In this article, we make three key contribu-
tions as follows.

1) Aiming at the information retrieval over large volume
data, data security, and access control requirements in
the cloud-assisted IIoT, we construct an ABSE scheme.
By designing the novel access policy-based structured
secure index and the attribute-based search token, our
construction achieves fine-grained keyword search privi-
lege control with practical search complexity. To the best
of our knowledge, this is the first ABSE construction.

2) We give the formal security definition for ABSE and
provide correctness and security proofs for our scheme.

3) We implement ABSE to experimentally evaluate the
search efficiency of ABSE in the real-world data set.

Also, we conduct experimental evaluation comparisons
with similar work. The results demonstrate that ABSE
is efficient and able to achieve fine-grained search
permission control.

II. RELATED WORK

A. Searchable Encryption

SE is a particular case of structured encryption [13],
which enables a server to execute keyword-based information
retrieval over ciphertexts via the well-designed structured
secure index. Song et al. [6] proposed the first practical SE,
but whose search complexity is linear in the size of the data
files. Curtmola et al. [7] proposed sublinear search complexity
SE construction by using EII, whose search complexity is only
linear with the number of matching data files. Since then, the
EII becomes a basic framework to develop various advanced
SE schemes such as dynamic ones [8], [9], [10], [20], [21].
The dynamic SE allows the server to securely update (add
and delete) data with the accepted communication and com-
putation overhead. As adding or deleting data may reveal
additional information to the server, the dynamic constructions
need to achieve forward privacy [22], [23] and backward pri-
vacy [24], [25] against several leakage-abuse attacks such as
the file injection attack [26]. However, all of the existing SE
schemes do not take search permissions of data users into con-
sideration, resulting in the lack of the mechanism of the access
control to encrypted data.

B. Attribute-Based Keyword Search

By using attributes to define a decryptor’s decryption
capacity, the ABE primitive can achieve fine-grained and
flexible access control over ciphertexts. Sahai and Waters
proposed the first ABE scheme [14]. Goyal et al. [27] and
Bethencourt et al. [28] introduced more expressive ABE, key-
policy ABE (KP-ABE) and ciphertext-policy ABE (CP-ABE).
No matter what construction you choose, a successful decryp-
tion has to require that the attributes satisfy the access
policy. Owning to the good feature that is able to achieve
fine-grained access control over encrypted data, the subse-
quent researches are very active. Many variants of ABE were
proposed to acquire more excellent properties, such as prov-
able security [29], flexible expressivity [30], multiple authori-
ties [31], hidden access structure [32], etc. By leveraging ABE,
recently proposed ABKS techniques [15], [16], [17], [18], [19]
can simultaneously achieve fine-grained search privilege con-
trol and textual matching between two encrypted keywords. In
those schemes, a keyword is encrypted under an access policy
and the other keyword is encrypted using a set of attributes. If
the attribute set first satisfies the access policy and then those
two keywords are textually equal, those schemes return TURE.
Unfortunately, all existing ABKS schemes only explore an
attribute-based match approach between two encrypted key-
words and lack a structured secure index over real data set
to support practical search efficiency. Therefore, those ABKS
schemes are intrinsically not a SE without structured encrypted
index. Directly employing them in the real-world IIoT data
set will impose an impractical search complexity due to a

Authorized licensed use limited to: WUHAN UNIVERSITY OF TECHNOLOGY. Downloaded on June 04,2023 at 10:06:58 UTC from IEEE Xplore.  Restrictions apply. 



11016 IEEE INTERNET OF THINGS JOURNAL, VOL. 10, NO. 12, 15 JUNE 2023

Fig. 2. System model.

large number of public-key operations, such as pairing and
exponentiation.

III. PROBLEM FORMULATIONS

A. System Model

The system model of ABSE for cloud-assisted IIoT involves
three entities, the industry plant (data owner), the cloud server,
and the data user, as shown in Fig. 2. The industry plant pro-
duces and encrypts data and builds a secure searchable index
for efficient searchability over encrypted data. All ciphertexts
are uploaded to the cloud via IoT devices. Different from
the traditional SE, the secure index is associated with access
policies to specify search permissions. When an authorized
data user wishes to retrieve data containing a search keyword,
he needs to generate a search token embedding the search
keyword and his identities (attributes). Receiving the search
token, the cloud executes a private matching between the token
and the secure index. If the search keyword matches an index
and the attributes satisfy the access policy in the index, the
cloud server will return a set of search results to the data user
in the encrypted manner. In this model, the secure channels
are necessary, by which the data owner issues keys to the
authorized data user.

B. Threat Model

Generally, the cloud is considered as an honest-but-curious
passive adversary, who will follow security protocols, but may
steal the outsourced data driven by the curiosity or the eco-
nomic purpose. A secure SE scheme should prevent the cloud
from inferring outsourced data from secure index and search
token, but allows for appropriate information leakages, which
is usually formalized by a group of predefined leakage func-
tions. Finally, we assume that both the data owner and data
user are fully trusted.

C. Security Definition

The security of an SE is usually captured by a called leak-
age function L = {LBuildIndex,LSearch}, where BuildIndex
and Search are two algorithms in the SE scheme. If the
information revealed from a real-world SE scheme is no more
than that revealed from L, we say the scheme is a secure SE. In
general, the security definition based on the simulation-based

TABLE I
NOTATIONS FOR ABSE CONSTRUCTION

framework [7] is formalized by an ideal-world experiment
IdealExp versus a real-world experiment RealExp. We define
those two experiments as follows.

1) RealExpA(k): The experiment takes a security param-
eter k and a database DB as input and runs the real-
world BuildIndex algorithm to encrypt DB and build
secure searchable index over DB. A probabilistic poly-
nomial time (PPT) adversary A performs polynomially
bounded times search queries over BuildIndex(k, DB)

and receives real transcripts generated from the real-
world algorithm Search. A outputs a bit b ∈ {0, 1}.

2) IdealExpA,S (k): The experiment takes a security
parameter k and a database DB as input, and there exists
a simulator S that runs the leakage function LBuildIndex
to encrypt DB and build secure searchable index over
DB. The generated transcripts S(LBuildIndex(k, DB)) are
returned A. A performs polynomially bounded times
search queries over S(LBuildIndex(k, DB)) and receives
ideal transcripts generated from the simulation-world
algorithm S(LSearch). A outputs a bit b ∈ {0, 1}.

Definition 1 (L Adaptive Security): An SE is L-adaptively
secure if for any PPT adversary A, there exists a simulator S
such that
∣
∣
∣Pr

(

RealExpA(k) = 1
)

− Pr
(

IdealExpA,S(k) = 1
)∣
∣
∣ ≤ negl(k)

where k is a security parameter, and negl(k) is a negligi-
ble function in k. We say negl(k) is negligible if negl(k) <

1/poly(k) for any positive polynomial poly(·).
More intuitively, the security definition states that for any

PPT adversary A, there exists a simulator S such that A cannot
distinguish the outputs of RealExpA(k) from IdealExpA,S(k)
with the nonnegligible advantage.

IV. ATTRIBUTE-BASED SEARCHABLE ENCRYPTION

First, we introduce several widely used notations in the
SE, as shown in Table I, which are also used in our ABSE
construction.

A. Construction

1) System Initialization: Let G and GT be two multiplica-
tion cyclic groups of prime order p, and g be a generator of G.
Define two hash functions

H1 : {0, 1}∗ → G

H2 : {0, 1}∗ → Z
∗
p
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Algorithm 1: BuildIndex(δ(F), {F(w)}w∈δ(F), F)

Input : The sets δ(F), {F(w)}w∈δ(F), F
Output: The hash maps T, M, and P

1 for Each w in δ(F) do
2 Initialize an empty list Listw = ∅;
3 Sample a random private-key K0 from {0, 1}k;
4 for i = 1 to |F(w)| − 1 do // Construct list Listw without containing the head node
5 Generate private-key Ki = SKE.Gen(1k);
6 Construct the ith node in Lw as Ni = 〈id(Fi)||Ki||NK1(w||(i+ 1))〉;
7 Encrypt Ni with Ki−1 as ciphertext ciphNi = SKE.EncKi−1(Ni);
8 Store ciphNi in map M at position NK1(w||i), M[NK1(w||i)]← ciphNi ;
9 end

10 Construct the last node in Listw as N|F(w)| = 〈id(F|D(w)|)||0k||NULL〉;
11 Encrypt N|F(w)| with K|F(w)|−1 as ciphertext ciphN|F(w)| = SKE.EncK|F(w)|−1(N|F(w)|);
12 Store ciphN|F(w)| in map M at position NK1(w|||F(w)|), M[NK1(w|||F(w)|)]← ciphN|F(w)| .
13 end
14 for Each w in δ(F) do // Generate head node for each list Listw
15 Specify an LSSS access policy (A, ρ), where A is an l× n matrix;
16 Choose a random vector −→v = (s, y2, ..., yn) ∈ Z

n
p;

17 for i = 1 to l do
18 Calculate λi = −→v Ai, where Ai denotes the ith row of A;
19 end
20 Choose random r1, ..., rl ∈ Z

∗
p and encrypt w as

Iw
1 = e(g, g)αs(H2(w))2

, Iw
2 = gsH2(w), {Cw

i = gxλiH2(w)H1(ρ(i))−riH2(w), Dw
i = griH2(w)}1≤i≤l;

21 Construct the head node of list Listw as NK1(w||1)||K0;
22 Encrypt the head node as

(NK1(w||1)||K0
)⊕ FK2(w);

23 Store the ciphertext in map T at position H(Iw
1 ),

24 T[H(

e(g, g)αs(H2(w))2)
]← (NK1(w||1)||K0

)⊕ FK2(w);
25 Store

(Iw
2 , {Cw

i , Dw
i }1≤i≤l

)

in map P at position RK3(w),
26 P[RK3(w)]← (Iw

2 , {Cw
i , Dw

i }1≤i≤l
)

;
27 end
28 Return T, M, and P.

and three pseudo-random functions and a one-way hash
function as follows:

R : {0, 1}k × {0, 1}∗ → {0, 1}k
N : {0, 1}k × {0, 1}∗ → {0, 1}k
F : {0, 1}k × {0, 1}∗ → {0, 1}2k

H : {0, 1}∗ → {0, 1}k.
Let e : G × G → GT be a computationally efficient bilin-
ear map with properties 1) ∀X, Y ∈ G and a, b ∈ Z

∗
p,

e(Xa, Yb) = e(X, Y)ab and 2) e(g, g) = 1. If e(Xa, Yb) =
e(Yb, Xa) = e(X, Y)ab, e is a symmetric bilinear map. Choose
two random α, x ∈ Z

∗
p and compute e(g, g)α, gx. The data

owner keeps α and x secret and opens other information to the
public. Finally, let SKE = (Gen, Enc, Dec) be a symmetric
encryption with ciphertext space CIP and K1, K2, K3 ∈ {0, 1}k
be three symmetric keys.

2) Secure Searchable Index Construction: In order to
achieve sublinear search complexity, we utilize the EII frame-
work to construct the secure searchable index. Different from
the traditional only-hashing encryption to keywords, we pro-
pose to bind an access policy to each keyword and produce the

attribute-based ciphertext. Thus, on the encrypted data set, our
scheme can achieve efficient search via a structured index and
data access control via an attribute-based access policy, simul-
taneously. Algorithm 1 describes the implementation details
of the secure searchable index construction. Each keyword w
is associated with an encrypted posting list Listw. In Listw,
expect the head node, the ith node Ni contains information
〈id(Fi)||Ki||NK1(w||(i + 1))〉, where id(Fi) is the identifier
of data file Fi containing w, Ki a symmetric key encrypting
Ni+1, and NK1(w||(i+1)) looks like a pointer representing the
storage address of node Ni+1; the fields Ki and NK1(w||(i+1))

of the last node are set as 0k and NULL, respectively. All
nodes are encrypted and are stored in a hash map (lines 1–14
in Algorithm 1).

Next, each keyword w is specified a linear secret sharing
scheme (LSSS [29]) access policy (A, ρ), where A is an l× n
matrix and ρ is a function mapping each row of A to an
attribute, which determines who have permission to search on
it, and is encrypted by taking the following steps.

1) Generate a vector −→v = (s, y2, . . . , yn) from randomly
chosen s, y2, . . . , yn ∈ Z

∗
p.

2) Calculate λi = −→v Ai, for i = 1 to l.
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Fig. 3. Example of a posting list in the secure index construction.

3) Randomly choose r1, . . . , rl ∈ Z
∗
p and encrypt w as

(lines 15–21 in Algorithm 1)

Iw
1 = e(g, g)αs(H2(w))2

, Iw
2 = gsH2(w)

{

Cw
i = gxλiH2(w)H1(ρ(i))−riH2(w), Dw

i = griH2(w)
}

1≤i≤l
.

Here, we refer to Iw
1 , Iw

2 , {Cw
i , Dw

i } as the search per-
mission components of keyword w.

Finally, the algorithm constructs the head node
NK1(w||1)||K0 for list Listw, where NK1(w||1) points to
the first node N1 = 〈id(F1)||K1||NK1(w||2)〉 in Listw and K0
is used to encrypt N1. The algorithm continues to compute
H(Iw

1 ) and RK3(w) and stores the head node NK1(w||1)||K0
in T at position H(Iw

1 ) and (Iw
2 , {Cw

i , Dw
i }) in P at position

RK3(w) (lines 22–26 in Algorithm 1). Fig. 3 shows an
example of an encrypted posting list with respect to a certain
keyword w, where

Cipherw = H(Iw
1

) = H
(

e(g, g)αs(H2(w))2
)

CipherHead Node =
(NK1(w||1)||K0

)⊕ FK2(w)

CipherNi
= SKE.EncKi−1

Ni =
〈

id(Fi)||Ki||NK1(w||(i+ 1))
〉

.

3) Private Key Generation and Distribution: In our system,
the data owner plays the role of the authority to generate and
distribute a private key for a data user. Having the private key,
the data user encrypts a search keyword to generate the search
token he wants to search. Assume that there is a data user with
a set U of attributes, the data owner generates a private key
as follows.

1) Choose a random t ∈ Z
∗
p and compute k1 = gα,

k2 = gxt, k3 = gt.
2) Compute ∀u ∈ U : ku = H1(u)t, for each attribute u

in U .
3) Distribute the following private key

K =
(

K2, K3, k1 = gα, k2 = gxt, k3 = gt

∀u ∈ U : ku = H1(u)t
)

to the data user via secure communication channels.
4) Search Token Generation: When an authorized data user

with assigned key K wants to obtain data files matching key-
word q he has access to, the data user encrypts q using K
to generate a search token as follows. On input K and q, the
algorithm chooses random ν ∈ Z

∗
p and encrypts q as

Fig. 4. Example for the search over the secure index.

Token =
(

RK3(q),FK2(q),
(

k1(k2)
ν
)H2(q) = gαH2(q)gxtνH2(q)

(k3)
νH2(q) = gtνH2(q)

∀u ∈ U : (ku)
νH2(q) = H1(u)tνH2(q)

)

.

5) Search Over Secure Index: When receiving a search
token, the server executes a private search over the secure
index and returns matching data files to the data user. We
describe the implementation in Algorithm 2. On input the
search token Token and the secure index (T, M, P), the
algorithm first retrieves P[RK3(q)]. If P[RK3(q)] = ∅ (this
means there exists a keyword w in the secure index such that
w = q), then the cloud server from secure index obtains key-
word w’s the permissions components (Iw

2 ), {{Cw
i , Dw

i }1≤i≤l}.
Then, if attribute set U in Token satisfies the access policy
(A, ρ) associated with keyword w, the algorithm can find a
subset I ⊂ {1, 2, . . . , l} and a set of constants {ωi ∈ Z

∗
p}i∈I

such that �i∈IωiAi = (1, 0, . . . , 0), where I is defined as
I = {i : ρ(i) ∈ U} and further computes

χ = e
(Iw

2 , η
)
/

∏

i∈I

(

e
(

Cw
i , σ

)

e
(

Dw
i , βρ(i)

)
)ωi

and

φ = RK3(χ).

Finally, the algorithm determines in the secure index
whether exists an encrypted posting list with respect to key-
word w(q) by retrieving T[φ]. If T[φ] = ∅, the algorithm
iteratively decrypts all nodes to obtain file identifiers contain-
ing keyword w (lines 11–21 in Algorithm 2). Fig. 4 shows
an example for the search and decryption to the goal posting
list.

Obviously, if and only if the attribute set in the search token
satisfies the policy in a posting list and the keywords in the
search token and the posting list are identical, can the search
algorithm return a group of file identifiers. Thus, the access
control and data searching over encrypted data can be achieved
simultaneously, with search complexity O(1).

B. Correctness

Theorem 1: Given a search token Token, if in the secure
index, there exists an encrypted posting list with respect to
keyword w that satisfies 1) the attribute set U contained in
Token satisfies the access policy (A, ρ) associated with the
posting list and 2) the search keyword q in Token is equal
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Algorithm 2: Search(Token, T, M, P)

Input : The search token Token, and hash maps T, M, and P
Output: The search result set Result

1 Parse Token as RK3(q),FK2(q), η = gαH2(q)gxtνH2(q), σ = gtνH2(q), β = {∀u ∈ U : H1(u)tνH2(q)} ;
2 Retrieve P[RK3(q)] and Let ϕ = P[RK3(q)];
3 if ϕ = ∅ then
4 Return;
5 end
6 else
7 Parse ϕ as Iw

2 = gsH2(w), {Cw
i = gxλiH2(w)H1(ρ(i))−riH2(w), Dw

i = griH2(w)}1≤i≤l
)

;
8 if exists a subset I ⊂ {1, 2, ..., l} and a set of constants {ωi ∈ Z

∗
p}i∈I such that �i∈IωiAi = (1, 0, ..., 0) then

9 Compute χ = e(Iw
2 , η)

/
∏

i∈I

(

e(Cw
i , σ )e(Dw

i , βρ(i))

)ωi

;

10 Compute φ = H(χ);
11 if T[φ] = ∅ then
12 Set c = 1, i = 1, Result = ∅;
13 Decrypt the head node in Listw by computing T[φ]⊕ FK2(q) as NK1(w||c)||K0;
14 while Ki−1 = 0k do
15 Obtain node in Listw as ciphNi =M[NK1(w||c)];
16 Invoke SKE.DecKi−1(ciphNi) to decrypt ciphNi as

(

id(Fi)||Ki||NK1(w||(c+ 1))
)

;

17 Result = Result ∪ {id(Fi)};
18 c = c+ 1, i = i+ 1;
19 end
20 end
21 end
22 end
23 Return Result.

to w, the search algorithm is able to return search results
correctly.

Proof: According to Algorithm 2, we know that the
search algorithm returns final file identifiers by retrieving
hash map T[H(Iw

1 )], where Iw
1 = e(g, g)αs(H2(w))2

is a
search permission component of keyword w and is calcu-
lated in the secure index construction phase. In the search
phase, a value χ to locate a goal posting list is cal-
culated from e(Iw

2 , η)/
∏

i∈I(e(C
w
i , σ )e(Dw

i , βρ(i)))
ωi , where

(Iw
2 , {Cw

i , Dw
i }) is the permission components of keyword

w, and (η, σ, β) is the search token Token containing the
attribute set U and the search keyword q. It is easy to see
that if Iw

1 = χ , the search algorithm returns search results
correctly.

Now, we prove that, given a search token Token, if an
encrypted posting list with respect to keyword w satisfies 1) the
attribute set U contained in Token satisfies the access pol-
icy (A, ρ) associated with the posting list and 2) the search
keyword q in Token is equal to w, then Iw

1 = χ .
Since U satisfies (A, ρ), we can find a subset I ⊂
{1, 2, . . . , l} and a set of constants {ωi ∈ Z

∗
p}i∈I such that

�i∈IωiAi = (1, 0, . . . , 0), where I is defined as I = {i : ρ(i) ∈
U}. The algorithm computes

e
((Iw

2

)

, η
) =

(

gsH2(w), gαH2(q)gxtνH2(q)
)

= e
(

gsH2(w), gαH2(q)
)

e
(

gsH2(w), gxtνH2(q)
)

= e(g, g)sαH2(q)H2(w)e(g, g)sxtνH2(q)H2(w)

and
∏

i∈I

(

e
(

Cw
i , σ

)

e
(

Dw
i , βρ(i)

))ωi

=
∏

i∈I

(

e
(

gxλiH2(w)H1(ρ(i))−riH2(w), gtνH2(q)
)

· e
(

griH2(w), H1(ρ(i))tνH2(q)
))ωi

=
∏

i∈I

(

e
(

H1(ρ(i))−riH2(w), gtνH2(q)
)

· e
(

gxλiH2(w), gtνH2(q)
)

· e
(

griH2(w), H1(ρ(i))tνH2(q)
))ωi

=
∏

i∈I

(

e
(

gxλiH2(w), gtνH2(q)
)

· e
(

H1(ρ(i)), g
)−ritνH2(w)H2(q)+ritνH2(w)H2(q)

)ωi

=
∏

i∈I

(

e
(

gxλiH2(w), gtνH2(q)
))ωi

= e
(

gxH2(w), gtνH2(q)
)

∑

i∈I λiωi

= e
(

gxH2(w), gtνH2(q)
)

∑

i∈I
−→v Aiωi

= e
(

gxH2(w), gtνH2(q)
)(s,y2,...,yn)(1,0,...,0)

= e
(

gxH2(w), gtνH2(q)
)s

.
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TABLE II
STORAGE OVERHEAD FOR DATA OWNER,

DATA USER, AND CLOUD SERVER

Therefore, we have

χ = e
(Iw

2 , η
)
/

∏

i∈I

(

e
(

Cw
i , σ

)

e
(

Dw
i , βρ(i)

)
)ωi

= e(g, g)sαH2(w)H2(q)e(g, g)sxtνH2(w)H2(q)

e
(

gxH2(w), gtνH2(q)
)s

= e(g, g)sαH2(w)H2(q)

w=q==== e(g, g)αs(H2(w))2

= Iw
1

⇒ H(χ) = H(Iw
1

)

.

The proof is completed.

C. Performance Analysis

Obviously, similar to the traditional SE based on the
EII, the asymptotic complexities for computation and com-
munication of the search algorithm achieve optimal sublin-
ear complexity and are O(1) and O(|F(w)|), respectively.
Correspondingly, the decryption complexity is O(|F(w)|),
which is only related with the number of data files contain-
ing keyword w. Differently, our scheme achieves keyword
search authorization by introducing the attribute-based public-
key cryptosystem, which imposes extra computational cost
due to relatively time-consuming pairing and exponentiation
operations. Fortunately, in a search, the keyword search autho-
rization is just performed at most once regardless of the
number of keywords (posting lists) in the secure index such
that the asymptotic complexity is O(1). This is an excel-
lent feature to achieve our ABSE system with the practical
search efficiency. In terms of the storage cost, the data owner
needs to store three keys K1, K2, and K3, the data user stores
keys K2, K3, k1, k2, k3, {ku}u∈U , and the cloud server stores
three hash maps T, M, P, whose bit lengths are described
in Table II, where notation | ∗ | denotes the cardinality if ∗ is
a set, or the bit length if ∗ is an element. In the next section,
we will conduct a group of experiments in a real data set to
evaluate our scheme.

D. Security

Definition 2 (Leakage Function LbuildIndex): Given a secu-
rity parameter k and a database DB denoted by F, LbuildIndex =
(|δ(F)|, |F(w)|). That is, the buildIndex algorithm reveals
information no more than the number of distinct keywords
extracted from F and the number of file identifiers containing
keyword w.

Definition 3 (Leakage Function LSearch): Given a secu-
rity parameter k, secure index (M, T, P), and a Token with
keyword q, LSearch = (F(q), |F(q)|). That is, the search
algorithm reveals information no more than the file identifiers
and the number of file identifiers containing keyword q.

Theorem 2: If R, N , and F are three pseudo-random
functions, SKE = (Gen, Enc, Dec) is a semantically secure
symmetric encryption, and H is a one-way hash function, the
proposed ABSE is L-adaptively secure, where H is modeled
as a random oracle.

Proof: We prove there exists a polynomial-time simu-
lator S that can conduct a perfect simulation based on the
outputs of leakage functions LbuildIndex and LSearch (i.e., the
trace of a history H [7]) such that for any PPT adversary A,
RealExpA(k) and IdealExpA,S(k) are indistinguishable.

Suppose that S is given LbuildIndex = (|δ(F)|, |F(w)|) and
LSearch = {(F(q1), |F(q1)|), . . . , (F(qn), |F(qn)|)}, S con-
ducts the following simulations to complete the experiment
IdealExpA,S(k).

1) Simulating M: For 1 ≤ i ≤ n, S runs lines 1–13
in Algorithm 1 to generate the simulation M∗ of M, where
δ(F) = {q1, . . . , qn} and F(w) ∈ {F(q1), . . . , F(qn)}. For
n < i ≤ (|δ(F)| − n), it sets M∗[r∗i ] ← c∗i , where r∗i and
c∗i are randomly chosen from {0, 1}k and CIP , respectively.
The semantic security of SKE and the indistinguishability
of pseudo-random function N guarantee that M∗ and M are
indistinguishable.

2) Simulating P: For 1 ≤ i ≤ |δ(F)|, S chooses random
R∗i ∈ {0, 1}k and I∗i ∈ G, {C∗i,j, D∗i,j ∈ G}1≤j≤l, sets the
simulation of P as

P∗
[

R∗i
]←

(

I∗i ,
{

C∗i,j, D∗i,j
}

1≤j≤l

)

.

Recall that when computing the permission components
I2, {Cw

i , Dw
i }1≤i≤l of a keyword, we use the random exponents

s, r, and −r, respectively. Therefore, from the perspective of
an adversary, they are indistinguishable from random elements
in G. The indistinguishability of the pseudo-random function
R and the randomness of I2 and {Cw

j , Dw
j }1≤j≤l guarantee that

P∗ and P are indistinguishable.
3) (Simulating T): S maintains a hash table H. For 1 ≤

i ≤ |δ(F)|, S chooses two random strings H∗i ∈ {0, 1}k, X∗i ∈{0, 1}2k and sets T∗[H∗i ] ← X∗i . For 1 ≤ i ≤ n, S continues
to take the following steps.

1) Choose random f ∗i ∈ {0, 1}2k, η∗i ∈ G, σ ∗i ∈ G, β∗i ={∀u ∈ U : h∗i (ρ(j)) ∈ G, ρ(j) = u, j ∈ [1, |U |]}.
2) Find the subset I ⊂ {1, 2, . . . , l} and a set of constants
{ωj ∈ Z

∗
p}j∈I such that �j∈IωjAj = (1, 0, . . . , 0) and

compute

χ∗i = e
(I∗i , η∗

)
/

∏

j∈I

(

e
(

C∗i,j, σ ∗
)

e
(

D∗i,j, h∗i (ρ(j))
)ωj

where I∗i , C∗i,j, and D∗i,j are gotten from P∗ according to
the subscript i.

3) Set

H
[

χ∗i
]← H∗i

T∗
[

H∗i
]← (NK1(qi||1)||K0

)⊕ f ∗i
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where (NK1(qi||1)||K0) is the address of the first node
of Listqi stored in M∗.

The indistinguishability of the pseudo-random function F
and the XOR-based encryption scheme guarantee that T∗ and
T are indistinguishable.

4) Simulating Token: S sets

Token∗i =
(

R∗i , f ∗i , η∗i , σ ∗i , β∗i
)

when a search query Token∗i is performed, if χ∗i is in H, the
random oracle H answers H∗i in H[χ∗i ]; otherwise, H returns
a random value (line 10 in Algorithm 2).

Parse Token as R = RK3(q), f = FK2(q), η =
gαH2(q)gxtνH2(q), σ = gtνH2(q), β = {∀u ∈ U : H1(u)tνH2(q)},
the indistinguishability between R (Resp., f ) and R∗ (Resp., f ∗)
can be immediately guaranteed by the indistinguishability of
the pseudo-random function R (Resp., F). Recall that when
computing η, σ , and β, we introduce the random exponent
ν, by which they are fully randomized. From the perspec-
tive of an adversary, they are indistinguishable from random
elements η∗, σ ∗, and β∗. Therefore, Token and Token∗ are
indistinguishable for any PPT adversary.

In conclusion, according to the indistinguishability state-
ments above, the simulation IdealExpA,S(k) has the same
trace as RealExpA(k), which are indistinguishable for any
PPT adversary A.

V. EXPERIMENTAL EVALUATION

We implement our scheme in the Java platform and use
a real data set Enron Email Data Set1 to evaluate the
performance in a Windows 10 system with 3.60-GHz Inter
Core i7-7700 CPU, 16-GB memory. The Enron Email Data Set
was collected and prepared by the CALO Project (Cognitive
Assistant that Learns and Organizes), and now contains a
total of about 1.7-GB text files in the latest version, orga-
nized into folders. The pseudo-random functions R and N
are instantiated with HMAC-SHA256 and F is instanti-
ated with HMAC-SHA512, respectively. We use AES CTR
(no padding) for SKE = (Gen, Enc, Dec). The java pairing-
based cryptography2 (JPBC) library is used to support the
group operations over an elliptic curve Type A,3 including pair-
ing, exponentiation, etc. In our experiments, for simplicity, all
keywords are encrypted under an access policy of the form
“a1 AND a2 AND, . . . AND an” with only AND gate, where
n denotes the number of attributes. By using the approach
proposed in [31], we can convert the Boolean formula form
to the corresponding LSSS policy, as shown in Fig. 5.

We first conduct three groups of experiments with dif-
ferent parameters to evaluate the search efficiency for our
ABSE scheme, as shown in Fig. 6(a)–(c). We can observe
that the time cost of the search is mainly determined by the
number of matching data files, as shown in Fig. 6(a), and
is not affected by the size of keywords and data files, as
shown in Fig. 6 and (c). Due to the use of EII, the optimal
sublinear search complexity is achieved in our construction,

1http://nlp.cs.aueb.gr/software
2http://gas.dia.unisa.it/projects/jpbc/index.html
3http://http://gas.dia.unisa.it/projects/jpbc/docs/ecpg.html#TypeA

Fig. 5. LSSS access policy used to encrypt keywords.

similar to the traditional SE. For example, when the num-
bers of matching data files and attributes are set to 10 000
and 16, respectively, the search time is about 0.76 s, which is
extremely efficient in the real-world application. On the other
hand, the search time of our ABSE construction is also affected
by the number of attributes due to the attribute-based search
authorization. However, the results do not change the practical
search complexity since search authorization only needs to be
executed at most once in the whole search process. For exam-
ple, when varying the number of attributes from 4 to 16 with
step size 4 and fixing the number of matching data files as
10 000, the time cost of the search increases from about 0.19
to about 0.35 s, which does not cause a notable degradation
of the search efficiency.

To demonstrate the search efficiency of ABSE through com-
parisons with similar schemes, we also implement the classical
SE SSE-1 proposed in [7] based on the inverted index frame-
work and the first ABKS construction CP-ABKS proposed
in [16]. In order to let CP-ABKS work in the real-world
data set, we place CP-ABKS to the construction as shown
in Fig. 1. To make the comparisons fair, we fix the number of
attributes to be 12 (n = 12) in all experimental evaluations.
Fig. 7(a)–(c) shows the search efficiencies of all of the three
schemes are affected by the number of matching data files
(search results) and are independent of the size of data files
and index keywords. More importantly, experimental results
demonstrate that although ABSE needs a little more time
expended on the search than SSE-1, it is still practical in the
real-world data set; however, CP-ABKS obtains search results
at the cost of the expensive search overhead in the same exper-
imental setting. For example, when the number of matching
data files is up to 10 000, the needed time in ABSE, SSE-1, and
CP-ABKS is about 0.28, 0.19, and 15.7×102 s. Compared to
SSE-1, ABSE achieves the fine-grained keyword search autho-
rization with a little extra time cost, and to CP-ABKS, ABSE
achieves extremely efficient information retrieval in the real
data set.

VI. CONCLUSION

In this article, we investigate the ABSE construction for
cloud-assisted IIoT architecture. Motivated by SE, ABE, and
ABKS techniques, we propose the first ABSE construction
by designing the novel access policy-based structured secure
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(a) (b) (c)

Fig. 6. Time cost of the search (a) when varying the number of matching data files with different number of attributes, (b) when varying the number of data
files and fixing the number of matching data files to be 10 000 with different number of attributes, and (c) when varying the number of keywords and fixing
the number of matching data files to be 10 000 with different number of attributes.

(a) (b) (c)

Fig. 7. Time cost of the search when fixing the number of attributes to be 12 (n = 12) and (a) varying the number of matching data files, (b) varying the
number of data files and fixing the number of matching data files to be 1000, and (c) varying the number of keywords and fixing the number of matching
data files to be 1000.

index and the attribute-based search token. Our construction
achieves fine-grained keyword search privilege control and
data searching over encrypted IIoT data. More importantly,
our scheme is with the same search complexity as the tradi-
tional SE, which is only linearly dependent on the number of
matching data files. The experimental evaluations on the real
data set also show the practical search efficiency. For exam-
ple, when the number of matching data files is 10 000, the
search time in ABSE is only about 0.28 s, which is practical
in the real-world application. Our experimental comparisons
also demonstrate that compared to traditional SE, ABSE can
achieve the fine-grained keyword search authorization with the
same search complexity, and to traditional ABKS, ABSE can
achieve extremely efficient information retrieval in the real
data set. Although the proposed scheme only considers the
static data set at present, it opens up a research line for the
more advanced ABSE such as dynamic constructions.
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