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A Reversible Watermarking for 2D Engineering
Graphics Based on Difference Expansion
With Adaptive Interval Partitioning
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Abstract—To resolve the distortion resulting from the mismatch between the interval partition and the watermark distribution in the
reversible watermarking based on difference expansion, an investigation is made to difference expansion with adaptive interval
partitioning. It is found that the conventional floating number-based methods with uniform interval partitioning are not fully considering
different watermark distributions, and the embedding distortion can be optimized. Thus, a reversible watermarking based on difference
expansion with adaptive interval partitioning is put forward for 2D engineering graphics. Each interval is adaptively partitioned into 2°
sub-intervals, and the watermark is embedded via transforming the positions of the vertices to its corresponding sub-intervals. The
watermark extraction is accomplished by acquiring the indices of the sub-intervals of the watermarked vertices, and the graphics
recovery is achieved by moving the watermarked vertices to the reverse direction. Moreover, a new polar coordinate system is built to
be invariant to overall geometric transformation and vertices rearrangement. Experimental results and analysis indicate that it
maintains good authentication ability and semi-fragility. Furthermore, its imperceptibility is significantly improved compared with the
existing watermarking schemes under the same experimental conditions.

Index Terms—Adaptive partition, difference expansion, reversible watermarking, 2D engineering graphics

1 INTRODUCTION

s an important manufacturing data, 2D engineering
Agraphics are widely used in military, construction,
machinery, clothing, medical diagnosis, judicial expertise
and other fields. Meanwhile, the fast development of the
network manufacturing promoted the collaborative design,
which has become one of the most popular and convenient
engineering design modes. During collaborative design,
engineering graphics are frequently transferred between
collaborative units. Aiming to guarantee the security of
engineering graphics in the transfer process, the integrity
authentication of them is extremely important [1]. Cur-
rently, as a content integrity protection means for 2D engi-
neering graphics, reversible watermarking [2], [3], [4] can
restore the host graphics after authentication, which is
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especially suitable for the application scenarios with strict
data precision demands.

At present, the typical reversible watermarking schemes
are primarily based on lossless compression (LC) [5], [6],
[7], histogram shifting (HS) [8], [9], integer transform (IT)
[10], [11], [12], difference expansion (DE) [13], [14], [15],
[16], [17], prediction error expansion (PEE) [18], [19] and
their variants [20], [21], etc. Among them, difference expan-
sion based reversible watermarking algorithms are exten-
sively investigated for raster images. Since the target hosts
are pixel values represented by integers and the capacity
relies on the correlation of the host, its application in hosts
with low correlation such as 2D engineering graphics is
limited.

Recently, difference expansion based reversible watermark-
ing schemes were proposed for 2D engineering graphics, and
they can be classified into integer-based schemes [22], [23],
[24], [25] and floating number-based schemes [26], [27], [28],
[29], [30], [31], [32]. For the former, most of them are trans-
planted by the reversible watermarking schemes for raster
images. They do not fully utilize the nature of 2D engineering
graphics represented by floating numbers, which leads to poor
imperceptibility and limited capacity. While for the later, float-
ing number-based schemes can achieve larger capacity and
better imperceptibility. After analysis, it is found that even if
the watermark information is processed using traditional
encryption or compression techniques, its uniformity cannot
be completely guaranteed. However, the interval partition of
the existing floating number-based schemes is essentially in
uniform, which cannot adapt to different watermark distribu-
tions, and it hampers the further reduction of the embedding
distortion. Large geometry distortion may provide clues for
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the adversary and increase the risk of watermark damage.
Consequently, to optimize the performance, a difference
expansion based reversible watermarking with adaptive
interval partitioning is put forward in this paper. In con-
trast to the fixed uniform interval partition, it adaptively
partitions the intervals according to the distribution of
the watermark information, which is helpful for improv-
ing the imperceptibility.

The main contributions of the paper are summarized as
follows.

1) An investigation is made to the existing floating
number based reversible watermarking schemes for
2D engineering graphics, and the relationship
between the interval partition modes, distribution of
the watermark information and the imperceptibility
is analyzed.

2)  Anadaptive interval partition method is proposed to
adaptively match the distribution of watermark
information. Analysis shows that it can reduce the
distortion of the watermarked host to a certain
extent. As far as we know, it is the first research on
reducing embedding distortion by using the adap-
tive interval partition.

3) Based on difference expansion, a reversible water-
marking scheme with adaptive interval partitioning
for 2D engineering graphics is put forward. Experi-
mental results and analysis indicate that it can
achieve good invisibility, and maintain a good bal-
ance among authentication ability, imperceptibility,
and semi-fragility.

The remaining contents of the paper are organized as fol-
lows. The review of the related work is presented in Sec-
tion 2. Analysis is performed to the improved difference
expansion (IDE) and then the implementation of the differ-
ence expansion with adaptive interval partitioning is elabo-
rated in Section 3. In Section 4, the proposed semi-fragile
reversible watermarking scheme is depicted. Experiment
results and analyses are given in Section 5. Some conclu-
sions are made in Section 6.

2 RELATED WORK

2.1 DE Based Reversible Watermarking for Images

A DE based reversible watermarking scheme was first pro-
posed for raster images by Tian et al. [13]. It divides an
image into several pixel pairs, selects expandable pixel pairs
for difference expansion and watermark embedding, and
uses the redundancy of digital content to achieve reversibil-
ity. Nevertheless, it leads to large distortion, and the loca-
tion map limits its capacity. A DE based reversible
watermarking scheme with high data-hiding capacity for
color images was developed by Alattar ef al. [14]. Several
bits are hidden into the difference expansion of the vectors
of the adjacent pixels. With the requirements of avoiding
underflow and overflow, the general reversible integer
transformation is implemented for each vector. In addition,
data embedding is recursively performed to the color com-
ponents to maximize the capacity. Nevertheless, its capacity
highly relies on the nature of the image. After that, a DE
based reversible watermarking using integer Haar wavelet
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transform was created by Hu et al. [15]. The horizontal and
vertical difference images are used for data hiding, and an
embedding mechanism is introduced to reduce the differ-
ence of two difference images. A two-dimensional DE based
reversible data hiding scheme for images was put forward
by Osamah et al. [16]. It first partitions the image into blocks
with the same size. For each expandable block, 16 bits are
embedded into it. By choosing some specific blocks for
embedding, the visual effect of the stego image is main-
tained. Recently, a novel DE based reversible watermarking
was constructed by Gujjunoori et al. [17]. It reduces the aux-
iliary information by rearranging the pixel pair indices of
the changeable differences. Furthermore, the capacity and
visual quality are both improved by embedding watermark
information twice.

2.2 Reversible Watermarking for 2D
Vector Graphics

2.2.1 Reversible Watermarking in Transform Domain

A reversible watermarking for 2D vector graphics in trans-
form domain was first investigated by Voigt et al. [33]. The
coordinates of the graphics are first grouped with a size of 8
coordinates. For each group, DCT transform is conducted to
it to obtain its corresponding coefficients. After that, the
high frequency coefficients are modified to embed water-
mark. However, the capacity is limited and the visual qual-
ity of the watermarked graphics is poor. Thereafter, a
lossless watermarking using wavelet transform for vector
graphics was presented in [34]. The high frequency wavelet
coefficients are used for embedding, and the spatial data
can be recovered without affecting the visual effect of the
vector graphics during the watermark extraction. A revers-
ible watermarking using discrete Fourier transform was
designed by Shen et al. [35]. It first groups the vertices, and
then the amplitudes and phases of each group are acquired
by using discrete Fourier transform. By using the quantiza-
tion index modulation, the watermark is embedded into the
phase. It can resist against rotation, translation, and data
format conversion.

2.2.2 Reversible Watermarking in Spatial Domain

Since the above transform domain-based algorithms have
high computation complexity and limited capacity, much
efforts are put on the research in the spatial domain.
Currently, the existing schemes can be classified into inte-
ger-based methods [22], [23], [24], [25] and floating number-
based methods [26], [27], [28], [29], [30], [31], [32].

A reversible data hiding algorithm for 2D vector graphics
was produced by Shao et al. [22]. The difference of two adja-
cent vertices is expanded and the watermark is embedded
by modifying its least significant bit. Since the marked infor-
mation requires to be compressed before the embedding, the
payload depends on the self-correlation of the graphics, and
the capacity is generally low. Based on DE, Wang et al. sug-
gested to modify the difference of adjacent coordinates or
the Manhattan distance between adjacent vertices for water-
mark embedding [23]. However, extra room needs to be
reserved for the location map. After that, a reversible water-
marking scheme based on invariant sum value was devised
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by Geng et al. [24]. It modifies the integer part of a pair of
coordinates to embed watermark and meanwhile their sum
value is kept unchanged. However, as the distortion needs to
be controlled within the error tolerance, the capacity is lim-
ited. Subsequently, a reversible watermarking scheme based
on RCM and triple differences expansion was demonstrated
in [25]. However, its capacity and imperceptibility still
depend on the correlation of the data. The above integer-
based schemes are essentially based on difference expansion
and its variants. Since these schemes do not make full use of
the characteristics that the engineering graphics are repre-
sented by floating numbers, their performance is limited. To
this end, some floating number based reversible watermark-
ing schemes were successively emerged.

A reversible watermarking based on IDE was invented
by Peng et al. [26]. It embeds watermark in the ratio coeffi-
cient of the vertex relative position, which can realize good
performance in imperceptibility and semi-fragility. Subse-
quently, they contributed a reversible watermarking scheme
based on the improved quantization index modulation
(IQIM) [27]. It modifies the corresponding relative distances
of vertices in the specific quantization interval to embed
watermark. However, the vertices located within the
boundaries of the quantization intervals cannot be embed-
ded. Therefore, a large capacity reversible watermarking
algorithm by combining IDE and IQIM was reported by
Xiao et al. [28]. It guarantees that all vertices can be embed-
ded, and the capacity is significantly improved. Subse-
quently, a reversible watermarking algorithm based on
virtual coordinates (VC) was introduced by Wang et al. [29].
It first calculates two virtual coordinates for each embedded
vertex, and the watermark is embedded by modifying the
state value of the located interval that each vertex is in.
Although it can realize a relatively high capacity, it does not
possess the semi-fragility of rotation, scaling and translation
(RST). Afterwards, a low-distortion reversible watermark-
ing based on region nesting (RN) for 2D engineering
graphics was studied by Peng et al. [30]. The 2D watermark
region is partitioned into several sub-regions with the same
size in a nested regulation, and the watermark embedding
is accomplished by moving vertices from their original sub-
regions to the corresponding watermark sub-regions
according to the embedding function. Recently, a reversible
watermarking based on error correction codes (ECC) was
implemented by Qiu et al. [31]. The watermark is embedded
into the polar coordinates to enhance the robustness. After
that, a rich information (RI) reversible watermarking was
proposed for vector map in [32]. Compression coding is uti-
lized to shorten the size of the watermark data, and the host
is grouped and transformed to polar coordinates to embed
watermark. A relative good robustness is achieved.

Based on the above analysis, the interval partition of float-
ing number based reversible watermarking schemes are
essentially in uniform. With different embedding strength,
when the watermark information is unevenly distributed,
the distortion of the graphics cannot be further reduced. To
this end, the relation among interval partition modes, distri-
bution of the watermark information and the imperceptibil-
ity is investigated, and a reversible watermarking for 2D
engineering graphics based on difference expansion with
adaptive interval partitioning is proposed.
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3 REVERSIBLE WATERMARKING BASED ON DE
WITH ADAPTIVE INTERVAL PARTITIONING

3.1 Introduction to Typical Notations

For the readability of this paper, some commonly used nota-

tions are listed in Table 1, and they are arranged according
to its appearance order.

3.2 Analysis of IDE
3.2.1 Watermarking Embedding

For a given host data D represented by floating number,
embedding position p (p > 0), embedding strength s, and
watermark w (w € {0,1,2,...,2° — 1}), the process of water-
mark embedding is depicted as follows.

Step 1. Adjust D by using p and s according to

D, = (D x 107)/2°. (6Y)
The integer part I and the decimal part F of D, are
obtained as
I =1Trim(D,), F = DTrim(D,), (2)
where ITrim(-) and DTrim(-) are used to get the integer part
and decimal part of D,, respectively.

Step 2. Embed watermark into the integer part I accord-
ing to

IY =1 x 2° +w x sign(D). 3)

Step 3. Compute the host data D" after watermark
embedding as

D" = (I"+ F) x 107", )

According to Egs. (1), (2), (3), and (4), the general func-
tion of the watermark embedding can be summarized as

wxR D-—|D/R|] xR
> 25 ’

D" =|D/R| x R+ ()
where R = 2° x 107 represents the length of interval. Just
the same as IQIM [27], R also denotes the quantization inter-
val, and it is partitioned into 2* sub-intervals, which are also
called quantization cells.

3.2.2 Watermarking Extraction and Host Recovery
Step 1. According to R calculated by p and s, the watermark
is extracted by

W' =|D"/Rx2°] — |D"/R] x 2°. ©)
Step 2. The host data is recovered as

D' =|D"/R| x R—w' x R+ (D" — |D"/R] x R) x 2°.
(7)

3.2.3 Analysis of Distortion

The interval partition examples for s = 1 and s = 2 are illus-
trated in Figs. 1a and 1b, respectively. By using the uniform
interval partition, the length of each sub-interval is equal
and the length is fixed as R/2°.

According to Eq. (5), it embeds the watermark by moving
D to the corresponding watermark sub-interval. For any
vertex v(z,y), it can be embedded to obtain a watermarked
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TABLE 1

Explanation of Notations
Notation Explanation
D the host data represented in type double
s the embedding strength
[4 the embedding position
Dv the watermarked data
2! the left margin of the interval that x is in
" the right margin of the interval that x is in

di, ) the average distortion of each vertex in a single region
d(,e-) the normalized average distortion of each vertex in a single region
d(-,-) the normalized average distortion of all vertices in a single region
H a proportion sequence represents the distribution of watermark
HA the ascending sequence of H
u the random floating number between [a,b] (a=0, b=0.1)
T the error tolerance 106
o the random floating number between [ki, ko] (k = 0.2, k, = 0.4)
14 the original vertex sequence in Cartesian system
Vv the vertex sequence in polar system
Ve the vertex sequence in polar system with specific order
Ne the number of vertices that can be embedded
yaw the watermarked vertex sequence in polar system
% the watermarked vertex sequence in Cartesian system
v the received watermarked vertex sequence
yr the watermarked vertex sequence after recovering
yraw the watermarked vertex sequence with a specific order
yre the recovered vertex sequence of V"** in the polar system
v the recovered vertex sequence in the Cartesian system
vertex by using g(-), which is formulated as Under the premise that the interval is evenly partitioned
and the watermark information is evenly distributed, the
(", y") = g9((z,y), R, s, w) average distortion of each vertex in a single watermark
_ region can be represented as
_ (wR/zs — +xl,y), g ° P
251

where 2! represents the left point of the interval that x is in, dpe(zi,yi, R, s) =% Z (zi, i) —g((xiy i), R, s,w)||. (10)
and 2! = |z#/R| x R. Meanwhile, set 2" as the right point of w=0
the interval and 2" = (|z/R] + 1) x R, where x € [z!,2"). To

guarantee the maximum distortion is controlled within R, However, in the case t.hat. the watermark ir.1f0rmati0n is
2" should meet the condition a € [z, z"). not completely evenly distributed, a proportion sequence
The maximum movement of the vertex in a single water- 7 (7(0), ..., h(2* — 1)) which is used to represent the distri-
mark region is bution of watermark can be obtained, where k(i) represents
the proportion of the corresponding watermark value i. The
Maxd(R, s) = ||(z',y) — g(2', y, R, 5,2° — 1)|| average distortion of each vertex in a single watermark
IDE . o
) region is
= R(l - ;) 251
: ) d i, Yi, R, s) = h(w)||(zi, y:) — 9g((zi,v5), R, s,w)]|. (11
b eio o) n(en v Bos) = 3 h) @) = (@), Ros )l (1)
where ||| is used to calculate the euclidean distance

To fairly compare the distortion, the average distortion of

between two different vertices. . . o .
each vertex in a single watermark region is normalized by

R/2 d(zi,yi, Ry s)  d(mi,yi,1,8)
dl : i,l, — ) Il ) — Ly J1y - . 12
J (@030 128) = (R 5) — Maxd(Ls) 12
Y
R
(a) s=1 The normalized average distortion of all vertices in a sin-
R/ gle watermark region is
kel | | | : :
S > =~ d(1,s) =p-1x1 d' (m,n,1,s)dmdn
R 1
(b) s=2 d(m,n, 1, s)dmdn. (13)

- Maxd (1, 8) p_;yq

Fig. 1. Examples of uniform and fixed interval partition.
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Fig. 2. Examples of adaptive interval partition.

According to Eq. (13), the imperceptibility is depended
on the maximum distortion and dipg. Here, a theorem can
be obtained.

Theorem 1. Under the premise that the interval length R is fixed
and the sub-intervals within each interval is in an ascending
order, the theoretical maximum movement of a uniform interval
partition based method is always less than or equal to that of an
adaptive interval partition based method.

Proof. proof Since the interval partition of the IDE-based
method is essentially uniform, the minimum sub-interval
of IDE is R/2°, such that the theoretical maximum move-
ment is R(1 — 1/2%) according to Eq. (9). Once the interval
is adaptively partitioned, it can be easily obtained that the
minimum sub-interval of which is always less than or
equal to R/2°, and the corresponding theoretical maxi-
mum movement is always larger than or equal to
R(1-1/2%). O

Since the theoretical maximum movement of IDE is fixed,
it is hard to further reduce the normalized distortion of the
watermarked graphics by using IDE according to Theorem
1 and Eq. (13). Thus, an adaptive interval partition mode is
proposed to match different watermark distributions in this

paper.

3.3 The Proposed DE With Adaptively Interval
Partitioning

For a given embedding strength s, supposing that the
embedded watermark is not completely evenly distributed,
2° sub-intervals are adaptively distributed in each interval,
and the proportion of the sub-intervals are represented by a
sequence H(h(0),...,h(2° — 1)), where 0,1,2,...,2° — 1 are
the indices of the sequence H. After that, H is sorted in an
ascending order to obtain a sequence H*(h(c(0)),...,
h(o(2° = 1))), where 0:{0,1,2,...,2° -1} —{0,1, 2,...,
2° — 1} is a one-to-one mapping. The sum of the proportions
of the sub-intervals in each interval satisfies
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25-1

> h(i) = 1.

i=0

(14)

Taking the embedding strength s = 2 as an example, if the
length of each sub-interval is not equal, there are A} =
4 x 3 x 2 x 1 = 24 different permutations. Four of them are
illustrated in Fig. 2. From Figs. 2a and 2b, it can be concluded
that the theoretical maximum movement is 15R/16 when the
smallest sub-interval is located on the left or the right side of
the interval. However, when the smallest sub-interval is not
on both sides of the interval, as shown in Figs. 2c and 2d, the
theoretical maximum movements are 13R/16 and 11R/16,
respectively, which are smaller than the theoretical maxi-
mum 15R/16. According to Eq. (13), when the average dis-
tortion of the vertices in the unit region is equal, the larger
the theoretical maximum movement is, the better the imper-
ceptibility is. Hence, as seen in Fig. 2b, the sub-intervals are
sorted in an ascending order to ensure that the theoretical
maximum distortion can be always obtained.

3.3.1 Watermarking Embedding

For a given data D represented by floating number and a
specific embedding position p, the proportion sequence
H(h(0),...,h(2°—1)) can be derived according to the
watermark sequence W and the embedding strength s. The
watermark embedding procedure is depicted as follows.
Step 1. With the mapping function ¢ and the watermark w;,
the index j of h(w;) in the sequence H* can be calculated as

§=o t(w), (15)
where w; € {0,1,2,...,2°—1} and o !(-) represents the
inverse mapping function of o(-).

Step 2. Move the data D to the j sub-interval to embed
watermark, and then the watermarked data D" can be cal-
culated as

D" =|D/R| x R+ <JZ h(a(i))> xR

=0

+ h(o(0)) x (D — |D/R] x R), (16)

where R = 2% x 107 represents the length of the interval.
The relative distance of D in the interval is scaled with the
minimum proportion value h(c(0)) to ensure that the water-
marked data D" will not out of the range of the watermark
sub-interval, and the watermark can be correctly extracted.

3.3.2 Watermarking Extraction and Host Recovery
Step 1. With a watermarked data D" and R calculated by p
and s, its relative distance 7 in the interval is calculated by
™ =D"—|D"/R| x R. an)
Step 2. Sort H in an ascending order to obtain its ascend-

ing sequence H*, and calculate the sub-interval index j* of
7 in HA as

j* = Index(r", R, HY), (18)

where Index(-, -, -) is a function to calculate the sub-interval
index of r* in the sequence H#. The calculation of
Index(-, -, -) is described as follows: the value of k is first set
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Fig. 3. Vertex distribution in a single region.

as 0, and then calculate the value of R x Zf:o h(o(2)). If R x
Zf:o h(a(z’)Z <", set k=k+ 1 until R satisfies the condi-
tion R x Y, h(o(¢)) > r*. Finally, the result of Index(, -, -)
is k.

Step 3. According to j* and the mapping function o, the
extracted watermark can be calculated by

w) = o (j4).

Step 4. The host data can be recovered as

(19)

D' =|D“/R| x R

e[S

3.3.3 Analysis of Distortion

According to Eq. (16), given a vertex v(z,y), it can be
embedded to obtain the watermarked vertex v*(z",y"),
which is formulated as

XR) /W(e(0)).  (20)

(xuz’y'z ) - gDEA((‘Tv ) R S w)
!(w)

Rih

=0
+ (z = 2)h(o(0) + ). (21)
According to the analysis in Section 3.2.3, the maximum
movement of a single vertex is
M =R(1- .
laxd(R, 5) = R(1 ~ h(o(0))) (22)
When the interval is adaptively partitioned, the average
distortion of each vertex in a single watermark region can
be calculated by

21
dpea((z,y), R, 5) = ) h(w)l|(z,y)

w=0

- gDEA(('T7 y)7 Rv S, U))'

(23)

As shown in Fig. 3, there are n vertices evenly distributed

in each interval, the gap between adjacent vertices is R/(n +
1) according to the interval length R. If the left border of the
i" (i > 1) interval is L; = (i — 1) x R, the vertex set in each

intervalis V; = {L; + 25, L + 2& ... L; + 2}

According to Eq. (13), it can be found that d(1, s) is posi-
tive proportional to the average movement and negative
proportional to the maximum movement of all vertices in a
single watermark region. Here, theoretical analysis is made
to the relationship between dipg(1,s) and dppa(l,s). An
unevenly distributed watermark is represented as c¢(0) :
c(D):e(2):...:c(2°=1)=po:p1:pa:...:pas_1, where c(+)
represents a function to record the number of the corre-
sponding watermark values and py < p1 < ... < pas_j
(pi > 0,0<2°—1).
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The sum of the average distortion of all vertices in a sin-
gle watermark region for IDE is

SumD = (h(O)x 2 _‘1>< JR‘
IDE = 28 n+1
R 22-1 jR
1 b
+h(1) x 5 5 Xn+1‘
+--+h(2°-1)
e -DR 21 R (24)
28 25 n+1
where h(i) = pi/Zi_llpj and i € [0,2° —1].
As for the proposed method, it can be calculated as
n jR
D= h 1-h h(1
syD = (0)x H1-4(0) x G ohct)
21 iR
X i —(1—h(0)) x +---+h(2° -1
PRI = (1) x L5 b h(@ 1)

291 iR
x <1 P2 1/;@) xR h(0)) x il ))D (25)
Specifically, when the embedding strength is setas s = 1
and the embedded watermark is unevenly distributed, set
c(0) : ¢(1) =po : p1(po < p1)- According to Eq. (11), the sum
of the average distortion of all vertices in a single water-
mark region of IDE is

SumD = < Po__ i
IDE = \Po + 11 2(n+1)

LM (n+1- j)R)
Po+m 2(n+1)

(26)

Similarly, according to Eq. (23), the average distortion of
each vertex in a single watermark region for the proposed

method is
SumD = ( Po X Pk i
DEA- “H\po+p1 (po+p)(n+1) @7)
P1 (po(n+1) —pr1j) x R>
=+ X
Po + p1 (po+p1)(n+1)

From the above analysis, we can obtain the following
theorem.

Theorem 2. When the embedding strength is set as s = 1 and
the watermark information is not completely evenly distributed,
the average distortion of each vertex in a single region for the
proposed method is smaller than that of IDE.

Proof. proof According to Eqs. (26) and (27), the difference
between SumDpga and SumDipg, is

1
SumD — SumD = (7 S )
IDE DEA 2 po+pi

Rpy
X . 28
RSV R
Since py < pi, it can be easily concluded that 5 pr < %,
thus the difference between them is always greater than 0.
That is, SumDprs < SumDipg always holds. O

Authorized licensed use limited to: GUANGZHOU UNIVERSITY. Downloaded on February 08,2024 at 00:10:41 UTC from IEEE Xplore. Restrictions apply.



PENG ET AL.: REVERSIBLE WATERMARKING FOR 2D ENGINEERING GRAPHICS BASED ON DIFFERENCE EXPANSION WITH ADAPTIVE... 1873
& 0.3
0.15 IDE [26]
IDE [26 il - Piiecaed
: !’mr'Lsc,ji 0.9 IDE [26] 0.251 roposed
-‘—:" o * Proposed
= 0.2
< ol = 0.8
= = Zoas
=z %07 =
F 0051 B 0.1
s o
= e 08 0.05
0 ., 05+ 0 et
2 4 6 8 2 6 8 2 4 6 8
Embedding Strength s(bit/vertex) Embedding Strength s(bit/vertex) Embedding Strength s(bit/vertex)
(a) (c)
0.15 | . 0.3 -
IDE [26] IDE [26]
3 Proposed 0.25 + Proposed
Z 0.9 IDE [26]
,'__i 0l - Proposed 02
- %08 o
2 = Z0.15
= P =
Nt = 0.7
= 0.05 = 0.1
- 0.6 0.05
0 : - s 054 0 ' - - ‘
2 4 6 8 2 6 8 2 ) 4 .;, 8
Embedding Strength s(bit/vertex) Embedding Strength s(bit/vertex) Embedding Strength s(bit/vertex)
(d) ()
1 P — 0.3
0.15 ) ) IDE [26]
- ~IDE [26] 09/ —IDE [26] 0231 —Proposed
= Proposed Proposed
= T | 0.2
£ o & 08¢ _
_. -\\ = _:i-_— 0.15
o b = 0.7
= 005 _ 0.l
- 981 0.05
0 i e S 0.5¢ - 0 b
2 4 6 8 ! 2 3 5 6 7 8 2 4 6 8
Embedding Strength s(bit/vertex) Embedding Strength s(bit/vertex) Embedding Strength s(bit/vertex)
(g) (i)

Fig. 4. Analysis of distortion: (a)-(c): distortion analysis when y = 2 ; (d)-(f): distortion analysis when y = 4 ; (g)-(i): distortion analysis when y = 8.

Since it is difficult to directly compare the difference
between Egs. (24) and (25) for different s, a simulation is
performed on Matlab 2014a with a step of 0.01. For a given
s, 2° — 1 sampling points are randomly generated based on
the power-law function and the random function, and the
gamma differences between the adjacent sampling points
are regarded as the proportion data of the watermark infor-
mation. The proposed method is compared with IDE with
different y, where different y represent different gamma
curves, that is, different watermark information distribu-
tions. The experimental results are shown in Fig. 4. Accord-
ing to the results, the theoretical maximum distortion of the
proposed algorithm is always larger than that of IDE under
the same condition. Although the average distortion of the
proposed algorithm is not necessarily less than that of IDE,
the normalized average distortion of the proposed method
is always lower than that of IDE, which indicates the supe-
rior imperceptibility of the proposed method.

To better verify the relationship between dpea(1,s) and
dmr(1,s) when s = 1, simulation is also conducted in the
MATLAB R2014a. Here, the proportion of the watermark
value 0 is in the interval [0,0.5] with a step of 0.0001. Three
indicators average distortion, maximum distortion and

normalized average distortion of all vertices in a single
watermark region are compared, and the experimental
results are illustrated in Fig. 5. It can be found that a higher
maximum distortion and a lower normalized average dis-
tortion can be achieved for the proposed method compared
with those of IDE, which illustrates the effectiveness of the
adaptive interval partition in reducing distortion.

4 THE PROPOSED SCHEME

The flowchart of the proposed scheme is illustrated in Fig. 6.
In the watermark embedding, for a given 2D engineering
graphics G, it is first tranformed from rectangle coordinate
system to a polar coordinate system. After that, the number
of eligible vertices N is obtained, and the watermark
length L is calculated based on Ng and an embedding
strength s. The watermark sequence W is generated by AES-
CTR with a key K. Finally, W is embedded into the eligible
vertices by using the proposed method, and the water-
marked graphics is transformed to the original coordinate
system and get G". During the authentication and recovery,
for the received watermarked graphics G, it is first trans-
formed to polor coordinate system, and then the watermark
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Fig. 5. Simulation results. (a) the average movement, (b) the maximum movement, and (c) the normalized average movement of all vertices in a unit

region of different methods.

W is extracted from it. Just the same as watermark embed-
ding, the watermark sequence W is generated by AES-CTR
with the key K. If Wand W’ are mismatched, the graphics
is failed to pass the authentication; otherwise, it means that
the graphics pass the authentication, and the original host
data can be recovered by the proposed method. After trans-
forming the recovered host data to the original coordinate
system, a recovered graphics G’ can be obtained. In the fol-
lowing, watermark generation, watermark embedding,
watermark extraction, graphics authentication and recovery
are depicted in details.

4.1 Watermarking Generation

For simplicity, the details of the coordinate system transfor-
mation and the determination of the eligible vertices are
described in watermarking embedding.

Step 1. For the given 2D engineering graphics G, it is first
transformed from rectangle coordinate system to a polar
coordinate system with two reference vertices.

Step 2. Traverse the vertices of the graphics and get the
number of the vertices IV, and obtain the number of the eli-
gible vertices Ng.

Step 3. With a watermark strength s, the length of the
watermark is L = Ng X s.

Step 4. With a preset initial vector IV and a key Ky with a
size of 128 bits, a random information sequence B is gener-
ated by AES-CTR, and the length of Bis (| L/128] + 1) x 128
bits.

Step 5. The watermark sequence is obtained as

W = LTrim(B, L), (29)
where LTrim(s,a) is a function to trim a bits from the
sequence s from the left.

4.2 Watermarking Embedding

Step 1. For the given 2D engineering graphics G, the vertices
are first extracted and a vertex sequence V={v;|v; =
(zi,yi),% € {0,1,..., N — 1}} is obtained. After that, choose
a vertex pair (V1 (Tm1, Ym1), Um2(Tma, Yme)) that has the far-
thest distance, and calculate its mid-point O(z,, y,) as

= (Im,l + ImZ)/z

T
{ ’ (30)
Yo = (yml + me)/2-
Move v,,; outward with a length ut along the direction of
0Umi, and obtain v/, (!, ,,/,,) according to

m

Record the number of
eligible vertices N;

Sender

Calculate the
watermark length L

T

Transform to polar

Ky »>

Original Graphics G —  coordinate system

Transform back to original
coordinate system

¥

Host recovery

Recovered Graphics G’ —|

. Yes
Receiver

Authentication failure

Fig. 6. Flowchart of the proposed scheme.
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ey — H‘)U'm,lH+Uf . o, .~

Tt = Tongull (Bt~ To) + To (31)
— llovpy [[+ur

yml — lovpall (yml - yﬂ) + Yo,

where u is a random floating number between [a,b] (a < b),
and it is generated by a random function (for example, func-
tion rand() in C++) with a seed of K. In the same way, vy,2
is adjusted to obtain v/, (], ¥,,,). After adjustment, the far-
thest vertex pair is unique, so the search of the farthest verti-
ces pair can get rid of the vertex traversal order. Thus, it can
achieve semi-fragility to vertices rearrangement.

Step 2. The distance between v/, and v/, is calculated,
and it is regarded as the reference distance d. A random
floating number « between [ki, k2| is first generated by a
random function with the seed of Kj. After that, the num-
ber of vertices N,;,; and N,,, around v/, and v/, is calcu-
lated in the distance range of (0,ad], respectively. Finally,
the vertex that has more surrounding vertices is selected as
the reference vertex v,1, while the other is the reference ver-
tex vyo.

Step 3. The original point and the polar axis are set as o
and ov,1, respectively. For each vertex v; in V, it is trans-
formed to a polar coordinate system according to

pi=llov
.
.ez)

lovill®Hlove >~ llvrrvill®\ s 11572 577
X arccos( STou oo if[jov,y X 0vi|| #0

A . — =
0; =sign(ov,1 X ov;

. 2 2 2
(HOWH +llovy [|”—[lvp1 vl

p|—  ——
0; =arccos STou oo )1f||0v,>1 x ov; || =0,

(32)
where e, 1s the unit vector of Z-axis. In this way, a vertex
sequence V = {0;[5; = (5;,6;),i € {0,1,. —1}} in the
polar coordinate system can be obtamed

Step 4. All vertices in V are sorted based on the angles in
an ascending order. If the angles are equal, they are sorted
via the polar diameters in an ascending order. In this way, a
vertex sequence Ve = {vf|of = (07,608),i € {0,1,...,N —
1}} in a specific order can be obtained.

Step 5. For simplicity, the length of the interval is set as
R =d/[d/7] and the initial number of eligible vertices that
can be embedded is Ng = N — 2 (excluding two reference
vertices). To ensure the correctness of the watermark extrac-
tion, all vertices in Ve are traversed in order. Watermark
cannot be embedded to the vertices satisfying the following
situations.

Situation 1. If there exists a vertex VZ” in the same polar
diameter interval with the reference vertex ,‘{, namely
p¢/R|=|d/(2R)], it is a non-embeddable vertex, and the
number of eligible vertices is updated as N = Ng — 1.

Situation 2. If two different vertices V“ and V“ with the
same angle value are located in the same polar diameter
interval, and it satisfies 9" = 9“ |0 /R]=[p}/R| and |0} /R] /
= |d/(2R)], all vertices in the polar diameter interval are set
to be non-embeddable. If there are ¢; vertices in the polar
diameter interval, the number of eligible vertices is updated
as NG = N, G — Cj.

The purpose of setting the vertices in the same interval to
be non-embeddable is to prevent the change of the specific
ordering in Step 4, which may lead to errors in the water-
mark extraction.

1875

Step 6. Generate a watermark sequence W according to
Section 4.1, and obtain its proportion sequence H. Accord-
ing to Section 3.3.1), W is embedded into the polar diame-
ters of the eligible vertices in Ve to obtaln the sequence
Vaw — oo = (pow gov), i€{0,1,2,. —1}}.

Step 7. All coordinates in V" are transformed to the orig-
inal coordinate system, and then the watermarked vertex
sequence V" in the Cartesian system is obtained by

z; = P cos (é;““) +z,

. o (33)
= posin (3) + .

Step 8. Vv s updated to the graphics and obtain the
watermarked graphics G*. Through a secure channel, the
key Ky, sequence H, reference distance d, and embedding
strength s can be transmitted to valid users.

4.3 Watermarking Extraction, Graphics
Authentication and its Analysis

Step 1. For the watermarked graphics G, the vertex
sequence V" is first obtained. After that, the farthest vertex
palr (U;nl (xml’ 7n,1)7 UmZ( T2 ymZ)) can be qU‘lely located
and the mid-point O'(z},v/) is calculated, and then the ref-
erence distance d' can be acquired. After that, a random
floating number « is generated by the random function with
the seed of K. Calculate the reference vertex v/, and con-
struct the polar axis according to Section 4.2. By using
Eq. (32), all vertices are transformed to the polar coordinate
system. After that, all polar diameters are restored to obtain
V" according to

o

o =prd/d. (34)

Step 2. All vertices in V" are sorted 1 according to Sec-
tion 4.2. After that, the vertex sequence V"™ with a specific
order can be obtained.

Step 3. According to Section 3.3.2), the watermark is
extracted from the eligible vertices in the vertex sequence
V”‘“”, and the watermark segment @, is obtained. Subse-
quently, the polar diameters of the eligible vertices are
restored by Eq. (20), and the vertex sequence V" is
obtained.

Step 4. After all the watermark bits are extracted, an
extracted watermark sequence W’ is obtained. With the key
Ky, the original watermark sequence W can be re-gener-
ated by AES-CTR according to Section 4.1.

Step 5. If the extracted watermark sequence W’ and the
original watermark sequence W are mismatched, the
authentication is failed; otherwise, it passes the authentica-
tion and goes to Step 6 to recover the original graphics.

Step 6. All vertices in VV"* are transformed to the original
coordinate system according to Eq. (33), and the recovered
vertex sequence V" is obtained.

Step 7. A random floating number u’ is generated, and
the reference vertex v/, is moved according to

O/U/ *'U/T
o =Ll - ) 4o, -
35
ov -uT
Y = H ‘|’:11HT| (y,rl - OZJ) +0§,~
f
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TABLE 2
The Basic Information of Experimental Material
Graphics Vertices Feature = Cover Watermark
number number size(KB) size(bit)
Gl 219 172 53 430
G2 1281 871 44 2554
G3 3925 2357 150 7838
G4 5522 3385 382 11028
G5 9483 5527 479 18942
G23 135 108 46 262
G52 31385 10515 1306 62598
Average of 300  3080.27  1595.21  148.78 3079.27
graphics

In this way, the recovered reference vertex v”, can be
obtained. Similarly, another reference vertex v/, can be
moved to obtain the recovered reference vertex v/,.

Step 8. All recovered vertices are updated to the
graphics, and the recovered 2D engineering graphics G” is
obtained.

5 EXPERIMENTAL RESULTS AND ANALYSIS

5.1 Experimental Results

The configuration of PC in the experiments are: CPU i5-7500
3.40GHz, RAM 8G, Windows 10 64bit, Teigha-vc14 Librar-
ies, Visual Studio 2015, AutoCAD 2013. Here, the embed-
ding position p is not fixed, and the value of R is directly
set. The experimental parameters are: error tolerance 7 =
107%, embedding strength s = 2, adjustment parameter a =
0, b=0.1, and the reference vertices selection parameter
k1 = 0.2, ks = 0.4. Since there does not exist publicly avalai-
ble dataset on 2D engineering graphics, 300 2D engineering
graphics are utilized for experiments, and they are obtained
from multiple websites. Among them, G23 and G25 are the
graphics with the minimum vertices and the maximum ver-
tices, respectively. The details of these graphics are listed in
Table 2. Five sample graphics are illustrated in Figs. 7a, 7b,
7¢c, 7d, and 7e, the corresponding watermarked graphics are
illustrated in Figs. 7f, 7g, 7h, 7i, and 7j, and Figs. 7k, 71, 7m,
7n, and 7o are the recovered graphics.

For evaluating the distortion between the original
graphics and the processed graphics, the average distortion
AvgD and the maximum distortion MaxD are utilized as
indices to measure its difference. Furthermore, the correla-
tion coefficient (NC) is used to measure the similarity
between the original watermark and the extracted water-
mark. They are formulated as

N—
AvgD(P,Q) = Zum —qill, (36)
=0
MaxD(P, Q) = max(||p; — gi|),? € {0,1,...,N — 1}, (37)
Z7L Ol(af - @ (b B 5) (38)

\/Z (ai —a) \/Z b—E)

where P and Q represent the vertex sequences of the
graphics before and after watermark embedding, respec-
tively, N denotes the total number of vertices, and L repre-
sents the watermark length.
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For all 300 graphics, with three different watermark dis-
tributions, an average AvgD ~ 2.8657 x 10~ and an average
MazD = 8.0957 x 10~" are obtained between the original
graphics and the watermarked ones. Moreover, an average
AvgD = 8.6572 x 107 and an average MaxD =~ 78.3786 x
107! can be obtained between the original graphics and the
recovered ones. The average NC between the original water-
mark and the extracted watermark is 1. The results indicate
the effectiveness of the proposed scheme.

5.2 Performance Analysis
5.2.1 Analysis of Reversibility

Based on the principle, all vertices are partitioned into non-
reference vertices and reference vertices v,, v,9. For two ref-
erence vertices, they are moved outward with the length of
ut based on its distance to the midpoint O. Since two
adjusted reference vertices must be the unique farthest ver-
tices pair, it can be found out again during the watermark
extraction and authentication process, and the euclidean
distance from the two reference vertices to the midpoint can
be calculated again. By moving two reference vertices in
the opposite directions, their original positions can be
recovered.

For any non-reference vertex v;, its new coordinate ‘7 can
be calculated by Eq. (32), and the watermark w; is embed-
ded to obtain V* by Eq. (16). By using Eq. (33), V" is trans-
formed to the orlgmal coordinate system and obtaln V“
During the extraction and authentication process, V" i
transformed to get V/* in the polar coordinate system. As
Egs. (32) and (33) are inverse, V= V’ “ can always be

obtained. Afterwards, V" is restored to V/ by using Eq. (20).
By combining Egs. (16) and (20), it can be concluded that
V=V, holds. At last, V is transformed to the Cartesian coor-
dinate system by Eq. (33) In this way, v} is obtained. Based
on the above analysis, v, = v; always maintains.

To further validate the reversibility of the proposed
scheme, the difference between the original graphics and
the recovered graphics is calculated, and the experimental
results are listed in Table 3. According to the results, the
average AvgD between the original graphics and the recov-
ered graphics is smaller than 107!3, and the average MaxD
is smaller than 107'2. As indicated in [26], if the difference
between two different graphics is less than 1075, they are
completely identical. The above results illustrate the good
reversibility of the proposed scheme.

5.2.2 Analysis of Imperceptibility

Here, experiments are made to some existing methods [27],
[29], [30], [31], [32] and the proposed scheme to compare the
imperceptibility. For a fair comparison, the parameters of
IQIM-A [27] are set as A = 1076/(2% — 1), b = 2; the parame-
ters of VC [29] are set as t = 107, ¢; = ¢ = 1; the parame-
ters of RN [30] are set as t=10"%, n =2, r = 0.999; the
parameter of ECC [31] and RI [32] are set as p =6, s =2,
where p is embedding position and s is embedding strength.
Experiments with different watermark distributions are
done to the graphics dataset, and the ratios between the
number of bit ‘0" and bit '1” are 0.5, 1, and 1.5, respectively.
The experimental results are listed in Tables 4, 5, and 6.
When the ratio is 0.5, the average distortion of the proposed
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Fig. 7. Experiment results of some sample 2D engineering graphics:(a)-(e): Original graphics; (f)-(j): Watermarked graphics; (k)-(o): Recovered

graphics.

sheme is improved by 28.97%, 33.94% and 8.52%, and the
maximum distortion is improved by 13.38%, 11.84%, and
7.80% compared with IQIM-A, VC and RN, respectively.
When the ratio is 1, the average distortion is improved by
2.219%, 32.89%, and 5.629% and the maximum distortion is
improved by 0.565%, 23.96%, and 20.87%, compared with

IQIM-A, VC and RN, respectively. When the ratio is 1.5, the
average distortion is improved by 15.66%, 30.89%, and
13.42%, and the maximum distortion is improved by
8.116%, 16.86%, and 10.40% compared with IQIM-A, VC
and RN, respectively. According to the results, as the distor-
tion of ECC [31] and RI [32] are not controlled by error
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TABLE 3
Analysis of the Difference Between the Original Graphics and
the Recovered Graphics (x10714)

Graphics AvgD MaxD
Gl 5.6154 17.0678
G2 9.9457 45.8286
G3 11.9574 98.1317
G4 7.2559 23.3657
G5 3.3549 37.4994
G23 1.6483 5.2253
G52 13.0185 38.4692
Average of 300 graphics 8.6572 78.3786

tolerance 7, their distortions are much larger than those of
the proposed sheme. While for the proposed sheme, it can
achieve better imperceptibility compared with the state-of-
the-art schemes in [27], [29], [30], [31], [32], which indicates
its good imperceptibility.

5.2.3 Analysis of Semi-Fragility

Under the premise that the farthest vertices pair of the
graphics is not tampered, as the relative position of each
vertex in the graphics does not change, the embedded
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watermark will not change as well. The normal operations
for 2D engineering graphics contain RST and vertices rear-
rangement. Since global scaling operation simply affects the
reference distance without influencing the relation of verti-
ces in the graphics, the original reference distance can be
restored by Eq. (34), and then the watermark can be nor-
mally extracted. Similarly, it can also resist global transla-
tion and rotation. In addition, since it first sorts the polar
angles and uses the polar diameters of the vertices to con-
duct watermark embedding and extraction, the proposed
sheme does not depend on the vertex traversal order. Thus,
it can resist the vertices/entities reordering attack.

To test the semi-fragility of the proposed sheme, experi-
ments are done to compare the semi-fragility of different
methods. Watermark is first embedded into the 2D engi-
neering graphics in the dataset. After the watermarked
graphics are processed by normal operations, the water-
mark is extracted from them. The normal operations
include: rotation (rotation angle pe{1° 5°,45°90°,
135°,180°}), translation (translation vector v {(—6.3, —3.9),
(—3.7,5.6), (9.2,4.3), (7.8, —8.6),.(0,12.3), (16.8,0)}), scaling
(scaling factor ¢ € {0.1,0.35,0.5,1.25,2.0,2.8}), and inverse
vertex order. NC coefficient is utilized here to measure the
similarity between the extracted watermark and the embed-

TABLE 4
Distortion Comparisons Between Different Methods When the Ratio is 0.5 (x1077)
Graphics IQIM-A[27] VC[29] RIN[30] ECC[31] RI[32] Proposed
AvgD  MaxD AvgD MaxD AvgD MaxD AvgD MaxD AvgD MaxD AvgD  MaxD
Gl 3.7225 9.9999 4.8845 9.9202 3.0223 9.4892 42.734 63.253 40.425 90.233 2.6679 8.5791
G2 3.9398 9.9985 4.2039 9.7416 3.2194 9.6959 52993 61.274 74.642 86.757 2.7059 8.5860
G3 3.9686 9.9939 4.5289 9.8882 3.0191 9.5007 77.596 79.634 63.534 77.534 2.8934 8.8323
G4 4.0479 10.000 4.4060 9.9536 3.0269 9.4916 47934 72.835 43535 57.725 2.8619 8.8523
G5 41269 9.9999 4.4463 9.9234 3.0961 9.2923 55.266 67.237 86.334 96.734 2.8485 8.8354
Average of 300 graphics  3.9451 9.9769 4.3741 9.8524 3.0633 9.3734 78.667 81.099 75.239 81462 2.8023 8.6420
TABLE 5
Distortion Comparisons Between Different Methods When the Ratio is 1 (x10~7)
Graphics IQIM-A[27] VCI[29] RNI[30] ECCJ[31] RI[32] Proposed
AvgD  MaxD AvgD MaxD AvgD MaxD AvgD MaxD AvgD MaxD AvgD  MaxD
Gl 2.8673 7.3785 4.3433 9.7364 2.8501 82452 63.532 69.233 47.239 66.293 2.7352 7.2454
G2 29907 7.4817 4.2354 9.8740 3.0809 9.6343 54.922 61.337 51.805 63.644 2.8683 7.4877
G3 29343 7.4991 4.2668 9.8485 3.0882 9.7202 45295 73.244 41.665 69.251 29062 7.5770
G4 29363 7.5000 4.1697 9.8730 3.0464 9.7809 67.385 81.392 67.359 74.297 29194 7.5986
G5 29146 7.8314 44309 9.9727 3.1064 9.9797 72.868 76.364 57.331 83.266 2.8886 7.5687
Average of 300 graphics 29286 7.5381 4.2674 9.8577 3.0344 9.4720 65.395 75.357 57.341 64.347 2.8636 7.4955
TABLE 6
Distortion Comparisons Between Different Methods When the Ratio is 1.5 (x10~7)
Graphics IQIM-A[27] VC[29] RN[30] ECCI31] RI[32] Proposed
AvgD  MaxD AvgD MaxD AvgD MaxD AvgD MaxD AvgD MaxD AvgD  MaxD
Gl 3.2886 7.4997 4.1743 9.6584 3.4537 7.7125 76.558 79.353 58.345 75.341 2.8598 8.3883
G2 3.1141 8.4985 4.2998 9.7133 3.3573 8.7472 47.935 74.387 39.346 58375 29311 8.3687
G3 3.1322 84991 4.4403 9.8994 3.3824 9.4587 63.383 66.367 53.634 68.744 29605 8.2971
G4 3.1131 7.4971 4.4373 9.9343 3.3539 9.5805 58.449 65.548 49.394 75395 29381 8.3392
G5 3.7377 8.9348 4.4082 9.9492 3.3795 9.9797 74388 87.338 63.865 77.398 29662 8.3548
Average of 300 graphics 3.4754 8.8695 4.2419 9.8023 3.3854 9.0957 67.472 78.428 59385 75.348 29312 8.1496

Authorized licensed use limited to: GUANGZHOU UNIVERSITY. Downloaded on February 08,2024 at 00:10:41 UTC from IEEE Xplore. Restrictions apply.



PENG ET AL.: REVERSIBLE WATERMARKING FOR 2D ENGINEERING GRAPHICS BASED ON DIFFERENCE EXPANSION WITH ADAPTIVE... 1879

TABLE 7
Analysis of the Semi-Fragility of Different Methods on an Average of 300 Graphics (NC)
operations IQIM-A[27] VC[29] RN[30] ECCI31] RI[32] Proposed
rotation(p = 1°) 1 -0.0322 1 1 1 1
rotation(p = 5°) 1 0.0026 1 1 1 1
rotation(p = 45°) 1 0.0031 1 1 1 1
rotation(p = 90°) 1 -0.0037 1 1 1 1
rotation(p = 135°) 1 -0.0173 1 1 1 1
rotation(p = 180°) 1 0.0114 1 1 1 1
translation (-6.3,-3.9) 1 -0.0109 1 1 1 1
translation (-3.7,5.6) 1 0.0506 1 1 1 1
translation (9.2,4.3) 1 0.0166 1 1 1 1
translation (7.8,-8.6) 1 -0.0389 1 1 1 1
translation (0,12.3) 1 -0.0327 1 1 1 1
translation (16.8,0) 1 0.0072 1 1 1 1
scaling (¢ =0.1) 1 -0.0063 1 -0.0064 0.0058 1
scaling (¢ = 0.35) 1 0.0487 1 0.0052 0.0067 1
scaling (¢ = 0.5) 1 0.0032 1 -0.0026 0.0215 1
scaling (¢ = 1.25) 1 0.0725 1 0.0074 -0.0104 1
scaling (¢ =2.0) 1 -0.0266 1 -0.0274 0.0447 1
scaling (¢ = 2.80) 1 -0.0624 1 -0.0352 -0.0062 1
inverse vertex order -0.0326 1 -0.1097 -0.0048 0.0265 1

ded watermark. According to Eq. (38), the closer the NC
value to 1 is, the more similar the two watermarks are. On
the contrary, the closer the NC value to 0 is, the more differ-
ent the two watermarks are. The experimental results are
shown in Table 7. According to the results, it can be found
that IQIM-A[27] and RNI[30] all can resist against RST oper-
ations but cannot resist against inverse vertex order opera-
tion. VC[29] can resist against reordering operation but
cannot resist against RST operations. ECC[31] and RI[32]
can resist against rotation and translation operation. From
Table 7, the proposed scheme can resist against both RST
and inverse vertex order operations, which indicates the
good semi-fragility of the proposed scheme.

5.2.4 Analysis of Security

Currently, most existing reversible watermark schemes
based on uniform interval partition cannot get rid of the
dependence on the vertex traversal order. If the interval
length R is intercepted by a malicious attacker, he/she can
exhaustively enumerate the embedding strength s. As the
length of each sub-interval is R/2°, the embedded informa-
tion is confronted with the risk of leakage. In the proposed
scheme, adaptively partitioning intervals can ensure the
security of the embedded watermark.

Itis assumed that the proposed scheme and parameters are
public. If an attacker wants to perform a successful tampering,

he should guarantee that the extracted watermark can pass
the authentication. If the attacker does not know the distribu-
tion of the watermark information when the watermark is
embedded into all the eligible vertices, the probability of cor-
rect watermark extraction is about (1/2%)" 2. If the embed-
ding strength s is set to 2, the probability of correct watermark
extraction is close to 0 when the number of the vertices 7 is
large enough. Moreover, since the length of the key Ky is 128
bits, it is difficult for the attacker to forge a watermark.
According to the above analysis, the security can be ensured.

5.2.5 Analysis of Authentication Ability

To analyze the authentication ability of the proposed
scheme, several different degrees of modifications are made
to the watermarked graphics, and the watermark is extracted
from the modified watermarked graphics. When the NC
value between the extracted watermark and the original
watermark does not equal to 1, the graphics is identified as
tampering. The experimental results are listed in Table 8.
According to the results, the modification to the water-
marked graphics can be detected by the proposed scheme
even the modification percentage is 1%, which demonstrates
the good authentication ability of the proposed scheme.

To further evaluate the authentication ability when few
vertices of the watermarked graphics are modified, some
attacks are made to 300 watermarked graphics, and the

TABLE 8
The NC Between the Extracted Watermark and the Original Watermark

Graphics Vertices modification percentage

1% 2% 4% 8% 10%
G1 0.9952 0.9906 0.9798 0.9639 0.9539
G2 0.9940 0.9887 0.9800 0.9598 0.9468
G3 0.9953 0.9892 0.9813 0.9602 0.9485
G4 0.9955 0.9903 0.9796 0.9591 0.9506
G5 0.9952 0.9901 0.9796 0.9596 0.9490
Average of 300 graphics 0.9947 0.9896 0.9801 0.9593 0.9499
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TABLE 9
The Probability of Passing Authentication When Attacks are
Conducted to Few Vertices of Graphics

Operation Passing authentication rate
RNI30] Proposed
A 0% 0%
B 0% 0%
C 1.32% 0.99%
A+B 0% 0%
A+C 0% 0%
B+C 0% 0%
A+B+C 0% 0%

statistical authentication results are calculated. At the same
time, the authentication performance of the proposed
scheme is compared with the method in [30], and the results
are listed in Table 9, where A represents randomly addition
of a vertex, B represents randomly deletion of a vertex, and
C represents randomly modification of the coordinates of a
vertex. According to the results, both methods can achieve
good performance. Furthermore, for the situation C, the
passing authentication rate of the proposed sheme is
smaller than that of the method in [30], which indicates its
better authentication ability in vertex modification.

6 CONCLUSION

Based on difference expansion with adaptive interval parti-
tioning, a novel semi-fragile reversible watermarking is pro-
posed for 2D engineering graphics. As far as we know, it is the
first research on reducing embedding distortion by using the
adaptive interval partition. Experimental results and theoreti-
cal analysis also indicate that it can achieve better impercepti-
bility compared with the existing schemes, and it has good
semi-fragility in terms of rotation, translation, scaling and ver-
tices rearrangement. However, the tampering of the farthest
vertices pair will compromise the authentication. Our future
works will be concentrated on choosing new geometrically
invariant features in graphics and studying the related theories
and methods of reversible watermarking with low distortion.
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